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by Rod Scher 

Sure, you know Xerox. But this isn't 
your father's Xerox. Or your grandfather's, 
for that matter. In fact, the company, which 
has reinvented itself several times since its 
founding in 1906, is in the process of doing 
it again. This time around, the copier and 
printer behemoth is rebranding itself as a 
provider of business services to medium- 
sized to large enterprises. 

The immediate impetus for the change 
was the February completion of its pur- 
chase of Affiliated Computer Services, an 
acquisition that tremendously expanded the 
company's business services capabilities, 
which now account for about half of 
Xerox's $22 billion in revenues. 

Some things won't change, of course: In 
recent years, Xerox has been known for 
document management solutions as much 
as for printers and copiers, and that dual 
focus will continue. In addition, though, the 
company will be providing companies 
with services in the areas of HR, IT out- 
sourcing, customer care support, and 
finance and accounting. 

Communicate Ttie Ctiange 

To communicate the change, the Xerox 
campaign is using the tag line "Ready For 
Real Business." A multimedia Web site 
(www.realbusiness.com) provides an inter- 
active look at Xerox services, complete 
with animations, videos, jokes, and 



"Bullseye," Target's famous Miniature Bull 
Terrier mascot. Users can tour various 
floors of a sleek-looking office building, 
with each floor representing a different 
type of business service. The tours are fun, 
but they serve a serious purpose: The goal 
is to let companies know that Xerox is 
ready to take on important but ancillary 
functions (such as HR or accounting) so 
that companies can focus on their "real 
business," while Xerox handles services 
that used to eat into the bottom line and dis- 
tract companies from their real goals. 

The campaign may surprise those who 
are used to thinking of Xerox as a 
somewhat stodgy old-school purveyor of 
hardware. Barbara Basney, Xerox's vice 
president of global advertising, says that's 
OK. "It's the right surprise. It's, T didn't 
know they were capable of doing some of 
these things!' Yet, it's good to know, it's 
credible, and it's something that certainly 
changes their perception of us and what we 
can do for their company, and that's the 
intention of the campaign." 

From the outset of the campaign, Xerox 
sought big-name partners, well aware of the 
power of combining two global brands. 
One such partner is Procter & Gamble, 
which came to Xerox looking for a solution 
to its inefficient global printing activities. 
"We inventoried 45,000 individual devices, 
including copiers, printers, scanners, and 
fax machines, and found that on average, 
each device supported only four people," 



says Kim Kehling, P&G's director of glob- 
al business services. "We did not have a 
consistent method to purchase supplies or 
provide maintenance. We knew we needed 
to explore options to optimize our docu- 
ment and print processes. Furthermore, we 
wanted a print strategy that would go 
beyond just managing the infrastructure 
and deliver innovative ways for P&G 
employees to be more productive, more 
sustainable, and more mobile." 

It's been a productive partnership, says 
Kehling. "Xerox proved they are an experi- 
enced global partner in the managed print 
services industry, they understand how to 
work in a multi-partner outsourced services 
environment like ours, and they recognized 
from the beginning the need to commit to 
deliver savings and operational excellence. 
We're well on target to meet each of our 
objectives. Simply put, streamlining our 
global printing structure has transformed 
the way we work." 

With help from Xerox, P&G consolidat- 
ed its fleet of printing devices from 45,000 
to fewer than 20,000 — with each device 
now supporting 15 people — and reduced 
operational costs by about 20%. "The 
smaller fleet reduces our maintenance and 
energy costs," Kehling says, "yet with the 
recommended workflow and process 
improvements, we're not sacrificing pro- 
ductivity. In fact, employees are more time- 
efficient than ever before, as they spend 
less time on print-related activities." 

Natural Clioice 

Xerox's Basney points out that Xerox is 
a natural choice for companies looking for 
experience and reliability in a partner. 
"Enterprises certainly know our legacy as a 
business partner is longstanding; we have 
credibility, we're known as an innovative 
company, we're known as a partner — we 
have that reliability. That's where I think 
that we bring a lot to the table for consider- 
ation in developing those relationships." □ 

Xerox: Fast Facts 

Founded: 1906, Rochester, N.Y. as the 
Haloid Photographic Co. 

Headquarters: Norwalk, Conn. 

CEO: Ursula M. Burns (joined the company in 
1980 as a summer engineering intern) 

Employees: 130,000 

Patents: 9,400+ 

2009 revenue: $22 billion 

Highlights: 1962, first plain paper copier; 
1963, first desktop plain-paper copier; 1969, 
first laser printer; 1 970, Xerox PARC research 
center founded; 1 981 , Xerox 801 Star PC, 
with mouse and window-based GUI released; 
2009, Ursula M. Burns becomes CEO, the first 
African-American woman to head that large of 
a company; 2009, Xerox acquires Affiliated 
Computer Services for $6.4 billion 
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News 



I Gates Foundation Focuses 
On U.S. Postsecondary Education 

The Next Generation Learning Challenges 
initiative, which includes the Bill & IVIelinda 
Gates Foundation, is putting up $20 million in 
grant money to develop technological appli- 
cations to help U.S. students prepare for and 
complete college. Spearheaded by nonprofit 
group EDUCAUSE, the NGLC has issued a 
number of RFPs (requests for proposals) for 
grants from $250,000 to $750,000. The four 
scholastic challenges covered by the RFPs 
involve the combination of online activities 
and in-person instruction; interactive applica- 
tions to increase student engagement and 
learning; open courseware for math, science, 
and English; and analytics to gauge learning. 

I IT CEOs: 

Feds Could Save $1 Trillion 

The U.S. government could shear a trillion 
dollars off its budget deficit, according to a 
recent report from a group of top-level IT 
execs. The Technology CEO Council, which 
includes IBM CEO Samuel Palmisano, Dell 
CEO Michael Dell, and Intel CEO Paul 
Otellini, says that the federal government 
could save $920 billion to $1 .2 trillion by 2020 
by cutting its IT energy use, consolidating and 
standardizing its infrastructure and supply 
chain, auctioning off dormant and underuti- 
lized buildings, reducing fraud through analyt- 
ics, and moving remaining paper processes 
to digital online services. 

I Fannie Mae Programmer 
Convicted In Server Bomb Incident 

Rajendrasinh Babubhai Makwana, a former 
Fannie Mae employee, has been found 
guilty of trying to destroy all data, including 



financial, securities, and mortgage informa- 
tion, on Fannie Mae's servers and networks 
Five days after Makwana was fired on Oct. 
24, 2008, malicious script (called a server 
bomb) was found embedded in a program 
that executed daily on all of Fannie Mae's 
servers. It was to have gone off on Jan. 31 , 
2009. The script was discovered 
through network logs and 
Makwana's work 
records. He faces a 
maximum sentence 
of 1 years 
in prison for 
the offense. 

I Survey 
Studies 
Lingering 
Cloud Security 
Concerns 

Although nearly 
90% of cloud comput' 
ing users are concerned 
about security, 77% of busi 
nesses have invested in some 
form of cloud computing, according to a 
recent Harris Interactive survey conducted 
for Novell. The survey polled 210 IT profes- 
sionals at organizations with more than 
1 ,000 employees and found that 76% of 
respondents think private data is more 
secure when stored on-premises and that 
81% are worried about maintaining compli- 
ance with regulations if they store data in 
the cloud. Still, 43% of companies intend to 
increase the use of private and public cloud 
computing, and 92% say that when in-house 
IT technology is replaced, it will be with 
cloud-based solutions. 




WATCH THE 

STOCKS 



This information provides a quick glimpse of current and historical stock 
prices and trends for 1 3 major companies in the technology market. 



1 Company 


Symbol 


Year Ago 


Sept. 30 $ 


Oct. 14$ 


% change from 1 
previous issue 


AMD 


AMD 


$6.19 


$7.11 


$7.14 


▲ 0.42% 


CA Technologies 


CA 


$23.86 


$21.12 


$22 


A 4.17% 


Cisco Systems 


CSCO 


$24.37 


$21.90 


$23.07 


▲ 5.34% 


Dell 


DELL 


$15.43 


$12.97 


$14.27 


▲ 10.02% 


Google 


GOOG 


$529.91 


$525.79 


$540.93 


▲ 2.88% 


HP 


HPQ 


$48 


$42.07 


$42.13 


▲ 0.14% 


IBM 


IBM 


$127.98 


$134.14 


$141.50 


▲ 5.49% 


Intel 


INTC 


$20.67 


$19.20 


$19.32 


▲ 0.63% 


McAfee 


MFE 


$45.06 


$47.26 


$47.25 


T 0.02% 


Microsoft 


MSFT 


$26.71 


$24.49 


$25.23 


▲ 3.02% 


Oracle 


ORGL 


$21.32 


$26.85 


$28.33 


▲ 5.51% 


Red Hat Software 


RHT 


$28.84 


$41 


$39.67 


T 3.24% 


Symantec 


SYMC 


$16.71 


$15.13 


$15.56 


▲ 2.84% 



NOTE: This information is meant for reference only and should not be used as a basis for buy/sell decisions. 



I iSuppli Lowers 
Semiconductor Forecast 

iSuppli has lowered its promising semicon- 
ductor forecast for 2010 following a slowdown 
in consumer demand and a rise in inventories 
in the second half of the year. The 2010 glob- 
al semiconductor forecast was lowered from 
35.1% sales growth to 32%; how- 
ever, revenue in 2010 for 
semiconductors is still 
expected to be $73 bil- 
lion more than 2009 
and almost $28 bil- 
lion more than 
what was made in 
2007, which was 
the previous peak 
year for semicon- 
ductors. iSuppli 
^ indicated that rev- 
enue in the fourth 
quarter will decline by 
0.3% compared to the 
third quarter. 

I Network Attacks On The 
Rise Against Large Enterprises 

According to the Sixth Annual Enterprise IT 
Security Survey conducted by Amplitude 
Research and sponsored by VanDyke 
Software, 67% of large companies reported 
at least one unauthorized intrusion in their 
office systems, network, or servers this year. 
This statistic reveals a leap in the frequency 
of these attacks in the past year; only 41% 
reported such intrusions in 2009. Based on 
feedback from 350 IT and network profes- 
sionals, 14% of the intrusions were blamed 
on hacker/network attacks, 12% on lack of 
adequate security policies/measures, and 
10% on employee Web usage overall. 
Additionally, the respondents indicated that 
viruses, spyware, malware, Trojans, and 
spam were the biggest risks for intrusion. 

I IT Job Recovery Chances 

Are Slim In 2011, Researchers Say 

Although employment numbers from the 
Department of Labor's Bureau of Labor 
Statistics indicate a net gain of 6,500 IT posi- 
tions, research from Foote Partners predicts 
that there is little to no chance that IT jobs 
will make a meaningful recovery in 201 1 . 
The general consensus remains that the IT 
job segment will continue to be volatile be- 
cause of overall costs and market pressures. 
Because this is not a short-term market con- 
dition, Foote says, those in charge of hiring 
will need to focus on forecasting their compa- 
nies' needs, prioritizing skills and certifica- 
tions to look for in potential employees, and 
investigating options for cloud computing and 
managed services. 
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I Microsoft Proposes Public Health 
Model For Infected Computers 

Microsoft security expert Scott Cliarney, who 
serves as the software giant's corporate vice 
president of trustworthy computing, recently 
outlined his strategy for Internet security in a 
paper called "Collective Defense: Applying 
Public Health Models to the Internet." In the 
paper, Charney advocates for identifying infect- 
ed or unprotected computers and quarantining 
them, much the same way people with infec- 
tious diseases are kept away from the general 
public by healthcare practitioners to prevent the 
spread of a disease. He acknowledges that his 
proposed quarantine measure may have priva- 
cy implications, but he asserts that looking at 
the health of a computer is not the same as 
looking at its content. 

I Google Invests 
In Wind Energy 

In a recent blog post, 
Google announced 
that it is investing in 
the building of wind 
farms off the mid- 
Atlantic coast of the 
United States. In the 
post, the search 
giant asserted that its 
new project, called 
the AWC, or Atlantic 
Wind Connection, 
"can enable the cre- 
ation of thousands of jobs, improve consumer 
access to clean energy sources, and increase 
the reliability of the Mid-Atlantic region's 
existing power grid." The AWC will stretch for 
350 miles from the coast of New Jersey down 
to Virginia and is designed to produce 6,000MW, 
or about enough energy to power 1 .9 million 
households. Google is providing 37.5% of the 
equity to launch the project and is partnering 
with Trans-Elect, Good Energies, and the 
Marubeni Corporation. 

I Broadcom To Purchase 
4G Chip Provider Beceem 

Broadcom, a leading vendor of wired and 
wireless semiconductors, announced that it 
has agreed to buy Beceem for $316 million. 
Beceem is a provider of 4G wireless prod- 
ucts, including a chip announced this year 
that features a 4G multimode platform sup- 
porting both LTE and WIMAX networks. The 
platform reportedly offers a peak download 
speed of up to 200Mbps. Broadcom says that 
the purchase will accelerate its time to market 
in the 4G space and, combined with its own 
3G/2G cellular, WLAN, Bluetooth, GPS, 
Ethernet switching, IP, and other products, 
will enable the companies' combined cus- 
tomers to accelerate the market availability of 
lower-cost 4G wireless broadband devices. 
The acquisition is expected to finalize in the 
fourth quarter of this year or the first quarter 
of next year. 

I IBM To Acquire PSS Systems 

IBM has announced its acquisition of PSS 
Systems, a maker of software that helps 
organizations analyze, automate, and imple- 
ment information governance policies in 
regard to a company's electronic files. The 
software also automates the disposal of that 
information to address legal obligations and 
reduce data storage costs. IBM plans to 
combine PSS Systems' software with IBM's 
own Information Lifecycle Governance soft- 
ware to provide clients a portfolio of solutions 
addressing these areas. Financial terms of 
the deal were not disclosed. 

I Federal Cybersecurity Officials 
Struggle With CyberScope 

A recent survey shows that despite a Nov. 15 
submission deadline, 85% of federal cyberse- 
curity managers haven't yet used CyberScope, 



a software application that allows them to sub- 
mit cybersecurity compliance reports instantly 
and meet requirements for FISMA (Federal 
Information Security Management Act). The 
survey was conducted by MeriTalk and includ- 
ed cybersecurity and IT vendors such as 
Brocade, McAfee, and Netezza. The report 
concluded that many IT leaders aren't ready 
for the software or don't understand why it's 
required, even though CyberScope was intro- 
duced in October 2009 and training is avail- 
able by the Department of Homeland Security. 

I Cyberthreat Bill Would Protect Cities 
& School Districts 

A new bill has been introduced by Sen. 
Charles Schumer (D-N.Y.) that is designed 
to protect municipalities and school districts 
against financial losses resulting from 

cybertheft. The bill (S. 
3898) would afford to 
cities and schools the 
same type of protection 
that consumers enjoy 
under the EFTA (Elec- 
tronic Funds Transfer 
Act), which limits con- 
sumer liability for un- 
authorized fund trans- 
fers to $50. Under the 
Schumer bill, cities, 
towns, and school dis- 
tricts would not be held 
liable for losses result- 
ing from online account 
takeovers and fraudulent fund transfers initi- 
ated by hackers. Cyberthieves have recently 
attacked municipal accounts in cities such 
as Poughkeepsie, N.Y., and Carson, Calif., 
transferring the cities' funds to multiple for- 
eign accounts. 

I Foreign Companies Create U.S. Jobs 

In a reversal of typical job-creation trends, an 
IBM study says that foreign countries are 
increasingly hiring staff 
in North America and 
Europe in order to sup- 
port expansion. The 
report, "Working Beyond 
Borders," notes that 45% 
of Indian companies plan 
to increase their North 
American staff, while 
33% of businesses in 
China will do the same. 
IBM spokesperson Denis 
Brousseau attributes the shift 
largely to the increasing global 
ization of the economy, pointing 
out that expansion requires that 
companies "redirect their workforce to 
locations that provide the greatest oppor- 
tunities, not just the lowest costs, and at the 
same time, re-imagine their management 
strategies to reflect an increasingly dynam- 
ic workforce." 

I Gartner Releases 
Windows Phone 7 Predictions 

Microsoft's new Windows Phone 7 mobile 
operating system may not be the success 
Microsoft hopes, according to research firm 
Gartner. Windows Phone 7 will give Micro- 
soft's mobile operating system share a slight 
boost into next year, going from about 4.7% 
market share this year to 5.2% in 201 1 . But 
by 2014, Windows Phone 7 will have only 
3.9% of the mobile OS market. Gartner 
expects that, in 2014, Symbian OS will still 
lead the market with a 30.2% share, followed 
by Google Android with a 29.6% share. 

I Government Report Shows Slow 
Progress In Cybersecurity Measures 

In May 2009, the White House issued its 
Cyberspace Policy Review. To date, only two 
of the 24 recommendations have been fully 
implemented, although the other 22 have 



been at least partially implemented. The 
Government Accountability Office released 
the findings in its latest report on cyberspace 
policy. So far, a privacy and civil liberties offi- 
cial and a special assistant to the president 
and cybersecurity coordinator have been 
appointed. Partially implemented recommen- 
dations include building a cybersecurity-based 
identity management vision and developing a 
framework for cybersecurity research and 
development strategies. Agency officials 
attribute the slow progress to not yet having 
been assigned roles and responsibilities relat- 
ed to implementing the recommendations. 

I Intel Reports 

Increases In Income, Revenue 

Beating analysts' expectations, Intel posted 
$3 billion in net income last quarter, a 59% 
increase from a year ago. Revenue reached 
$11.1 billion, an 18% jump from the $9.4 bil- 
lion recorded in the same quarter last year. 
Intel says the increased sales came from 
emerging markets and strong demand from 
the enterprise segment, which had been 
delaying computer purchases because of last 
year's recession. The company's PC Client 
Group, which includes PCs sold to business- 
es, saw revenue rise 14% to $8.1 billion, and 
the Data Center Group posted $2.2 billion in 
revenue, a jump of 30% from last year. Intel 
expects demand to remain steady during the 
fourth quarter, and it predicts 04 revenue of 
$11 billion to $11.8 billion. 

I Hype Cycle Report Released 

Gartner released its 2010 Hype Cycle report, 
which details the hype surrounding new tech- 
nologies. The five stages of hype, according 
to Gartner, are the technology trigger, the 
peak of inflated expectations, the trough of 
disillusionment, the slope of enlightenment, and 
the plateau of productivity. The latest report 
revealed that cloud computing, microblogging, 
and e-readers are currently in the "trough of dis- 
illusionment" stage — each with 
an expected two to five years 
before mainstream adoption. 
New technologies at the peak of 
the hype cycle include 3D TVs 
and displays, 4G mobile broad- 
band, and media tablets such 
as the iPad. 




I Study Examines Global Approaches 
To Social Networking 

Research firm TNS revealed some interest- 
ing stats on how different countries approach 
social networking and other online activities. 
According to its study, Web users in Latin 
America, the Middle East, and China spent 
an average of 5.2 hours each week on social 
networks and just four hours on email. In 
the United States and Japan, Web users 
spend significantly more of their week on 
email (5.1 hours) and less time on social 
networks (3.8 hours). Blogging is also more 
popular abroad; about 80% of China's online 
population and more than 50% of Brazilians 
have their own blogs. In the United States, 
just 32% claim the same. Based on the 
results, TNS concludes that consumers in 
more mature, Internet-saturated markets 
take Internet access for granted, while those 
in emerging markets are exploring the new 
ways to communicate and connect with 
fresh energy. 
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Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback@processor.com. 



- OCTOBER - 

ISSA Parsippany 

Oct. 23 
Deloitte Services 
100 Kimball Drive 
Parsippany, N.J. 
nj.issa.org 



ISSA Des Moines 
Oct. 25 
3920 SW Camden Circle 

Ankeny, Iowa 
www.issa-desmoines.org 



AITP Akron 

Oct. 26 
Akron, Ohio 
www.akron-aitp.org 



ISSA Inland Empire 
Oct. 26, 11:30 a.m. 
Coco's Restaurant and Bakery 
60 West Foothill Blvd. 
Upland, Calif. 
ie.issa.org 



ISSA Baltimore 
Oct. 27, 4:30 p.m. 
Sparta Inc. 
7110 Samuel Morse Drive 
Suite 200 
Columbia, Md. 
www.issa-balt.org 



AITP California Southland 

Oct. 27 
www.aitpcalsouthland.org 

- NOVEMBER - 

Windows Server 2008 R2: An Overview 
Nov. 2, 1 p.m. 
New Horizons Louisvi lle 
tinyurl.com/NHLouisville 

Nov. 3, 9 a.m. 
New Horizons Dayton 
tinyurl.com/NHDayton 

Nov. 3, 1 p.m. 
New Horizons Cincinatti 
tinyurl.com/NHCincinnati 

ISSA New England 

Nov. 3 
Weymouth, Mass. 
www.issa-ne.org 



ITIT v3 Foundations Training 
Nov. 8 
New Horizons 
Computer Learning Center 
Lexington, Ky. 
www.nhlexington.com 



AFCOM Dallas/Fort Worth 
Nov. 9 
Dallas, Texas 
www.dfwafcom.org 

AITP Garden State 
Nov. 9 

Jim Johnston's Steakhouse 
58 Eisenhower Parkway 
Mountain Plaza 
Roseland, N.J. 
tech.groups.yahoo.com/group 
/aitpgardenstatechapter 



AITP Richmond 
Nov. 9 
2015 Staples Mill Road 
Richmond, Va. 
www.aitprich.org 



PASS Wisconsin 
SOL Server User's Group 
Nov. 9, 4:30 
Microsoft Office 
2176 Woodcrest Drive 

Green Bay, Wis. 
wisconsin.sqlpass.org 



Windows Server 2008 R2: 
Migration & Deployment 
Nov. 9, 8:30 a.m. 
New Horizons San Antonio 
tinyurl.com/NHSanAntonio 
Nov. 10. 1 p.m. 
New Horizons Austin 
tinyurl.com/NHAustin 



For more Upcoming IT Events, see page 8. 
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The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up-to-date with what's new on the market and to find products you need. 



Manufacturers: 

Do you have a new product that data center/IT 
managers would be interested in learning about? 

Send your press release or product information 
to press@processor.com. 



Physical Infrastructure 



■ AFL WME-02 & WME-04 

AFL released two wall mount enclo- 
sures with the model names WME-02 and 
WME-04 that provide a convergence 
option for interconnecting and/or splicing 
in wall mount applications. The mounts 




offer 12 to 24 fiber patch and splice densi- 
ties and are provisioned for up to two 
LGX-compatible adapter plates or optical 
modules. Beyond including a modular 
design that's compatible with PoliMOD 
products and XFM optical cassettes, the 
mounts include a U-shaped cable entry 
that eliminates the need to feed precon- 
nected cables through an access port. The 
design also features steel construction and 
integrated roll-formed hinges. 

■ ATEN CE350 & CE370 

ATEN introduced two PS/2-based KVM 
extenders, the CE350 and CE370. The 
extenders feature automatic signal com- 
pensation and RS-232 serial functionality 
to allow convenient access to a computer 
from a remote PS/2 console. The CE350 
and CE370 are designed to let you place 
the computer system in a safe location, 
away from dust and dirt in environments, 
while conveniently operating it onsite from 
a distance. The CE350 uses a CAT 5E 
cable to connect to the PCs. The CE350 
can work up to 150 meters away, while the 
CE370 can work up to 300 meters away. 
The CE370 also supports manual tuning 
and saving of R/G/B signal settings. 

■ AVOB Energy Viewer Express 

Power management software developer 
AVOB released Energy Viewer Express, 
a free energy assessment tool aimed at 
helping SMEs estimate their energy con- 
sumption and carbon footprint. The com- 
pany also released the fourth generation 
of its AVOB Energy Saver application, 
which the company says maximizes sav- 
ings by throttling power to match actual 
computer needs. 

■ Black Box Outlet-Managed PDUs 
& Value Line Secure Device Servers 

Black Box announced a line of Outlet- 
Managed PDUs designed to enable remote 
and timed individual outlet switching, auto 



on/off/reboot, load shed switching, and 
outlet sequencing. The company also 
announced Value Line Secure Device 
Servers designed to enable access to serial 
console ports over any IP network. 

■ IBM Sustainability Solutions 

IBM announced a number of new soft- 
ware solutions and services that will add to 
its portfolio of environmentally friendly and 
sustainable products. The additions include 
smarter building solutions, IBM Maximo 
Asset Management for Energy Optimization 
7.1.1, Myincentivefinder, and the IBM 
Sustainability Management System. 

■ Perle Systems 48vDC 19-Slot 
Media Converter Chassis System 

Perle Systems released the 48vDC 
model of high-density 19-slot Media 
Converter Chassis System that it states 
offers an end-to-end, fiber-to-Ethernet 
conversion. The Media Converter Racks 
are aimed at telecommunication and gov- 
ernment applications and offer a cost- 
effective method for providing fiber 
connectivity in large networks. The con- 
verter includes an onboard microcontroller 
that handles error detection and recovery. 

■ Perle Systems lOLAN STS8-D 

Perle Systems announced its lOLAN 
STS8-D compact 8-port RS-232 terminal 
server. It includes extensive authentication 
and encryption features to increase securi- 
ty and flexibility. The lOLAN STS8-D 
uses an 87-MIP processor that helps with 
simple serial to Ethernet applications, 
secure console management, and serial 
data encryption. 

■ Upsite Technologies EnergyLok 

Upsite Technologies introduced Energy- 
Lok, which helps data centers solve air- 
flow inefficiencies by offering complete 
diagnostic, analytic, consultative, and 
remediation services. EnergyLok services 
can be tailored to address the individual 
needs of each customer, and each cus- 
tomized service helps customers attain 
maximum efficiency and offers a fast 
return on investment. 



Networking & VPN 



■ American Portwell Technology NIC-51240 

American Portwell Technology released 
the NIC-51240, a 5Gbps, 4 x RJ-45, 
10/100/lOOOGbps Ethernet adapter for 
PCI Express 2.0 x4 slots. Its watchdog 
timer automatically switches its ports to 
bypass mode should the host system 
freeze or power shut down unexpectedly. 
It's based on Intel's 82580EB controller. 

■ Berkeley Varitronics Systems 4G 
LTE YellowFin Analyzer 

Berkeley Varitronics released the 4G 
LTE YellowFin Analyzer, a portable RF 



Do you have a new product 
that data center/IT managers would 
be interested in learning about? 



Send your press release or related product information 
to press@processor.com. 



signal integrity test tool that comes with 
support for either 2 to 5.9GHz or 700MHz 
to 2.0GHz applications. It uses measure- 
ments such as Multipath, Carrier to 
Interference plus Noise Ratio, and Re- 
ceived Signal Strength Indicator, and it 
modulates the LTE physical layer. 

■ Cisco Application Velocity 
Network Service 

Cisco unveiled its Application Velocity 
Network Service, which accelerates appli- 
cation performance physically and virtual- 
ly. The offering is based on the Cisco 
Integrated Services Routers and is ideally 
suited to organizations expanding cloud 
infrastructure, growing virtual desktop 
environments, and integrating wired and 
wireless systems. 

■ Cisco Borderless Network Architecture 

Cisco released several upgrades for its 
Borderless Network architecture, includ- 
ing the Cisco Catalyst 4500 E-Series 
switch, the Cisco Adaptive Security 
Appliance 5585-X for MultiScale perfor- 
mance, and the Cisco ASR 1001 router. 
Cisco also introduced two end-user securi- 
ty and energy-saving enhancements: Cisco 
AnyConnect 3.0 and Cisco Energy Wise. 

■ Citrix Receiver 

Citrix introduced the latest version of 
the Citrix Receiver, which is a universal 
software client that organizations can use 
to access any existing business applica- 
tion, desktop environment, or document 
on any device, including PCs, Macs, lap- 
tops, thin clients, tablets, and smart- 
phones. Other features include HDX 
technology enhancements, data security 
for any user and device, and an open and 
extensible framework. 

■ Citrix XenDesktop 5 

& Desktop Transformation Model 

Citrix announced version 5 of its Citrix 
XenDesktop, which is a desktop virtual- 
ization platform. XenDesktop 5 features a 
variety of consumer devices, support for 
desktop virtualization on laptops thanks to 
Citrix XenClient hypervisor, and the 
Desktop Transformation Model initiative, 
which is designed to help users adopt 
desktop virtualization. 

■ Citrix XenServer 5.6 Feature Pack 1 

Citrix announced the latest version of the 
Citrix XenServer, which will deliver server 
and desktop virtualization to organizations 
large and small starting in Q4. XenServer 
5.6 supports a storage optimization tech- 
nology for VDI (Virtual Desktop Infra- 
structure) called IntelliCache. Other 
features include integrated virtual switch- 
ing, advanced VM protection and recov- 
ery, and easy Web-based management. 

■ ForcelO Networks S55 1/10 GbE 
ToR Access Switch 

ForcelO Networks announced the S55 
1/10 Gigabit Ethernet ToR (top-of-rack) 
access switch, the latest addition to the 
company's family of S-Series switches. 
Features include a resilient and energy- 
efficient hardware design; non-blocking, 
line-rate switching; and support for the 
ForcelO Open Automation Framework. 

■ KEMP Technologies LoadMaster DR 
& Virtual LoadMaster 

KEMP Technologies announced the 
availability of the LoadMaster DR and the 



Virtual LoadMaster virtual appliance. 
Both load balancers can divert Web 
and application traffic from one data 
center to another in case of an outage. 
The LoadMaster DR starts at $1,590, 
and the Virtual LoadMaster is available 
for $1,990. 

■ Lantronix AccessMyDevice 

Lantronix released AccessMyDevice, an 
enterprise-grade, Internet-based service 
that lets users securely view, manage, con- 
trol, and service various devices 24/7 from 
a Web browser. Lantronix is initially 
offering AccessMyDevice free to use for 
six months and in conjunction with the 
company's SpiderDuo product. Access- 
MyDevice is OS-independent, offers 
BIOS-level access, and includes Wake-On 
LAN support. 

■ Lantronix ManageLinx 3.0 

Lantronix released ManageLinx 3.0, 
which allows for secure remote access and 
management of nearly any equipment that 
is behind a firewall. The latest version 
brings support for cloud-based machine- 
to-machine and machine-to-application 
communications. ManageLinx 3.0 is part 
of the AccessMyDevice.com service that 
allows IT professionals to track and man- 
age a device from a Web browser. 

■ ManageEngine NetFlow Analyzer 

ManageEngine announced that its 
NetFlow Analyzer now includes an 
ASAM (Advanced Security Analytics 
Module) for monitoring network security 
events in real time. The ASAM feature 
brings the ability to monitor network flow 
behavior and provides threat monitoring 
for both internal and external systems. 

■ Motorola WING 5 WLAN 

Motorola announced the WiNG 5 
WLAN architecture for 802.1 In LAN 
access points and controllers. The archi- 
tecture distributes intelligence and ser- 
vices to a network's edge to assist IT in 
providing better mobile voice, video, and 
data service quality. Additionally, WiNG 

5 WLAN helps IT gain flexibility in 
meeting changing infrastructure needs 
while helping obtain lower total cost 
of ownership. 

■ Netgear ProSafe NMS200 

6 ProSafe XSM7224S 

Netgear unveiled its ProSafe Network 
Management System (NMS200), which is 
a centralized network management con- 
sole for its business products, and the 
ProSafe 24-port 10 GE Managed L2h- 
Switch (XSM7224S). The business-class 
networking products offer impressive 
enterprise-class performance without the 
enterprise-sized price tag. 

■ Network Instruments 
GigaStor Network Recorder 

Network Instruments announced its 
GigaStor Network Recorder, which fea- 
tures 192TB of storage, back-in-time 
analysis of 10Gb links at wire-speed, and 
a 16-lane PCI Express capture facility. It 
provides two ports for monitoring and also 
includes Network Instruments' Gen2 cap- 
ture card technology. 

■ Plixer Scrutinizer NetFlow 
& sFlow Analyzer Version 8 

Plixer International updated and en- 
hanced its flagship Scrutinizer network 
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monitoring and reporting package. 
Version 8 of the company's popular 
Scrutinizer NetFlow & sFlow Analyzer 
software adds advanced filtering options 
and 3D "Sphere" models that can be used 
to help visualize data. The new version 
also includes Mailinizer, a sophisticated 
monitoring, reporting, and analysis tool 

^Scrutinizer" 

Inaaa NetFlow & sFlow Analyzer 

that gives Exchange and network adminis- 
trators the ability to dig deeper into server 
activity. Mailinizer and Scrutinizer are 
both highly customizable and easily 
searchable and provide detailed informa- 
tion about the utilization of network and 
mail server resources. For more on this 
product, see page 21. 

■ Radware Virtual Application Delivery 
Infrastructure Strategy 

Radware introduced the VADI (Virtual 
Application Delivery Infrastructure) 
Strategy, which it says is designed to 
bring agility and efficiency of virtualiza- 
tion to application delivery solutions. 
VADI includes Virtual ADC instances at 
various SLAs and predictability levels, 
ADC computing resources in three form 
factors, VADI Services for tailored 
application delivery, and Open API and 
plug-ins. 

■ RF Code R170 PDU Tag For Raritan 

In conjunction with RF Code, Raritan 
has announced a wireless energy monitor- 
ing product for the company's PX line of 
intelligent rack PDUs. The $99 active 
RFID sensor tag monitors RMS current, 
RMS voltage, active power, apparent 
power, and breaker status. Raritan' s intel- 
ligent PDUs start at $449. 

■ Sybase Afaria 

Sybase announced the release of Sybase 
Afaria, which is software that allows 
enterprise IT to manage and secure the 
proliferation of personal and corporate 
smartphones and tablets from a single con- 
sole. Afaria includes a new over-the-air 
delivery of in-house, market, and App 
Store-developed apps that combine with 
client-side portal technology to allow only 
approved mobile users access. 



Storage 



■ Aberdeen AberSAN Z80 

Aberdeen released the AberSAN Z80, 
which aims to bring enterprise SAN uni- 
fied storage to a wider audience, the com- 
pany says. Supporting up to 64 drives in a 
rackmount unit just 8U tall, the VMware 
Ready Certified AberSAN Z80 can scale 
up to 128TB. Onboard is the ZFS file sys- 
tem and features such as WAN-optimized 




IP replication, inline deduplication, high- 
availability clustering, thin provisioning, 
no-limit snapshots, and data mirroring. 
Pricing starts at less than $9,000 for an 
8TB configuration, Aberdeen says, with a 
dual-CPU, 128TB model coming in near 
the $67,000 mark. 



■ Arkeia Network Backup Version 9.0 

The latest version of Arkeia' s dedupli- 
cation platform, Arkeia Network Backup 
9, will offer global, source-side, in-line, 
content-aware deduplication capabilities 
and can be deployed as software, an appli- 
ance, or a virtual appliance. New features 
include advanced encryption and a 
redesigned Web-based user interface. 
Network Backup 9 will include Arkeia' s 
Progressive Deduplication technology. 




which can generate faster backups that 
take up less space by utilizing an efficient 
algorithm to effectively skip over known 
files and scan for only new files within a 
sliding window. Arkeia Network Backup 
Version 9 will be available in the first 
quarter of next year and feature a capacity- 
based pricing model. For more on this 
product, see page 34. 

■ Crossroads Systems SPHINX 

Crossroads Systems released SPHINX, 
a suite providing companies holistic data 
protection, including data protection abili- 
ties covering remote offices and corporate 
and data center needs. SPHINX lets com- 
panies centralize, simplify, and consoli- 
date data from desktop systems in offices 
on through central data centers and disas- 
ter recovery sites, helping cut costs, 
improve efficiency, and consolidate tape 
media usage and backup management. 

■ Dot Hill AssuredSAN 3420, 3430 

Dot Hill released its AssuredSAN 3400 
Series, which it says offers affordable 
lOGbps iSCSI storage capabilities. The 
AssuredSAN 3420 and 3430 are suitable 
for HPC, post-production, video stream- 
ing, and applications running on virtual 
servers. The 3420 arrays will include 2.5- 
inch drives, and the 3430 will have 3.5- 
inch drives. Pricing starts at $18,970. 

■ EMC NetWorker 

EMC released NetWorker, backup soft- 
ware integrated with EMC's Data Domain 
Boost software. Together, the software 
increases backup speeds and eases backup 
configuration and management. Net- 
Worker's Management Console provides 
control of the Data Domain system, 
including Data Domain replication for 
scheduling and monitoring backups across 
all sites. Enhancements include checkpoint 
restart, simplified cloning, and disk load 
balancing and space management abilities. 

■ HP StorageWorks P9500 
DiskArray& HP-UX 111 v3 

HP launched the HP StorageWorks 
P9500 Disk Array, which is HP's latest 
user-friendly storage array built on a stan- 
dards-based architecture. The P9500 offers 
more data managed per administrator, 
improves power efficiency, and takes up 
half as much floor space as previous mod- 
els. HP also announced its updated HP- 
UX Hi v3 for Integrity systems, which 
now features updated HP Serviceguard 
Solutions for easier configuration, faster 
migration, and more efficient consolida- 
tion of legacy applications running on HP 
Integrity systems thanks to HP-UX 9000 
Container virtualization technology. 

■ IBM Storwize V7000, 
System Storage DS8800 

IBM recently announced storage sys- 
tems optimized for such workloads as 
transaction processing and real-time 



analytics. The releases include the 
Storwize V7000, which is able to re- 
duce storage rack space up to 67% com- 
pared to the competition. IBM also 
released the System Storage DS8800, 
updated SAN Volume Controller software, 
Tivoli Storage Productivity Center 4.2 
software, and Implementation Service for 
Disk Systems. 

■ MicroNet Technology RAIDBankS 

MicroNet Technology released RAID- 
Bank5, which the company says is the first 
storage system that combines 10TB capac- 
ity, RAID 5, USB 3.0, and AES-256 
encryption. The result is a super-fast, low- 
cost RAID solution for digital media 
applications. The RAIDBank5 delivers 
more than 200MBps and interfaces with 
FireWire 400/800, 300MBps SATA, and 
500MBps USB 3.0. 

■ NetApp FAS Family & VMware vSphere 

NetApp and VMware released the joint- 
ly developed NetApp FAS family and 
VMware vSphere, which lets midsized 
enterprises implement a comprehensive 
data protection and disaster recovery plan. 
Supported features include pooled server 
resources, thin provisioning, FlexClone, 
primary storage deduplication, and space- 
efficient Snapshot backups. 

■ Open-E Data Storage Software V6 

Open-E recently released DSS V6 
(Data Storage Software version 6), its 
storage management solution. It features 
network-attached storage, iSCSI, and 
Fibre Channel storage-area network 
functionality. DSS V6 also includes sup- 
port for the Adaptec MaxIQ SSD. Addi- 
tional spindles can be added with the 
upgraded DSS V6 LSI RAID manager 
for increased performance. 

■ Paragon Software Migrate OS To SSD 

Paragon Software released Migrate OS 
to SSD, a technology that helps netbook 
and notebook users upgrade to SSDs. 
Paragon says the technology features a 
resizing capability that guarantees OS 
migration to a new hard drive. Paragon 
Migrate OS to SSD can be downloaded 
free from the company's Web site. 

■ Pivot3 Scale-out 
Data Protection Platform 

Pivot3 released the Scale-out Data 
Protection Platform that's designed to 
minimize data center costs and to speed up 
disk recovery, deduplication, and redupli- 
cation. The software aggregates disk, net- 
work, and compute resources of server 
appliances to simplify configuration and to 
failover-protect storage and ISV data pro- 
tection applications. The system can also 
support 20TB/hour deduplication streams. 

■ Seagate BlackArmor NAS 440 & 
NAS 220 Network Storage Servers 

Seagate introduced the BlackArmor 
NAS 440 and NAS 220 network storage 
servers, which are 4-bay and 2-bay desk- 
top network-attached storage solutions, 
respectively, designed to help data-inten- 
sive small businesses address evolving 
storage needs. The BlackArmor network 
storage servers enable businesses to scale 
from 1TB to 12TB and help keep pace 
with growing stores of data. 

■ TwinStrata CloudArray Appliance 

TwinStrata announced that its Cloud- 
Array software is available as an appli- 
ance. The SAN appliance offers all the 
features and benefits of its CloudArray 
software in a preconfigured, performance- 
optimized package. The CloudArray SAN 
appliance provides cloud storage data 



protection for software, hardware, or 
mixed deployments both on-premises and 
in the cloud. 

■ Western Digital My Book Essential, 
My Passport Essential & My Passport 
Essential SE 

Western Digital released three USB 3.0 
external drive families. The My Book 
Essential ($129.99 to $249.99) is notable 
for its availability in capacities of up to 
3TB. The My Passport Essential ($99.99) 
holds 500GB, and the SE variant ranges 
from 750GB to 1TB ($129.99 to $169.99). 



Security 



■ Clearswift SECURE Web Gateway 2.2 & 
Email Gateway 3.2 

Clearswift announced the latest ver- 
sions of its SECURE line of Web and 
email security products: Web Gateway 2.2 
and Email Gateway 3.2. Web Gateway 
2.2 now features a safe search option 
that blocks inappropriate results from 

CLEAl? 
SWIFT 

displaying on search engines as well as a 
transaction log report feature that extracts 
log files to an FTP server automatically 
for easier management and compliance. 
Email Gateway 3.2 now has an Image- 
Logic feature that scans emails for inap- 
propriate images and can prevent those 
emails from being sent or received. 

■ Dell KACE PC Lockdown 

Dell announced improvements to its 
KACE systems management and security 
product by adding a PC Lockdown 
feature. The feature is built into the 
Dell KACE Systems Management Appli- 
ance and is included in the Dell Security 
Solutions Portfolio. The Dell KACE 
Secure Browser freeware tool is avail- 
able, as well. 

■ Entrust Discovery 

Entrust announced Entrust Discovery, a 
digital certificate solution designed to help 
enterprises gain a complete perspective of 
deployed certificates. Entrust Discovery 
finds, inventories, and manages digital 
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Entrust 

Securing Digital Identities 
& Information 



certificates across diverse systems to help 
prevent outages, data breaches, and non- 
compliance. Entrust Discovery is com- 
prised of Entrust Discovery Agent and 
Entrust Discovery Manager, which help 
ensure compliance. Features include iden- 
tifying and replacing vulnerable security 
certificates; scalability; the option of 
premises-based or cloud-based deploy- 
ment; and customized notifications such as 
multiple emails about expiring certificates, 
which provide administrators visibility as 
the expiration date approaches. 

■ Fortinet FortiGate-3040B 

Fortinet released the FortiGate-3040B 
security appliance, which the company 
says integrates firewall capabilities with 
unified threat management protection. The 
3040B can help users consolidate stand- 
alone security devices, reducing operating 
Go to Page 6 
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Continued from Page 5 
costs and capital expenditures. The 3040B 
delivers up to 40Gbps inspection perfor- 
mance and comes standard witli eight 
10Gb Ethernet ports. 

■ HP Converged Infrastructure Solutions 

HP released its latest Converged Infra- 
structure solutions. HP TippingPoint secu- 
rity service provides granular control of 
applications. The HP ProLiant SL6500 
Scalable System is a platform designed for 
hosting, Web serving, cloud computing, 
and outsourcing. The HP Performance 
Optimized Datacenter is a container envi- 
ronment with rapid expansion capabilities. 

■ ProQueSys FlowTraq 

The new ProQueSys FlowTraq soft- 
ware uses flow analysis to give adminis- 
trators better insight into their networks 
for the purposes of monitoring, security, 
and forensics. FlowTraq can help admins 
protect their networks by tracking the 
source of an attack and ascertaining its 
effect. The company says FlowTraq' s 
three chief benefits start with actionable 
intelligence, meaning fast access to the 
specifics of each unique risk factor. Next, 
the software's instant forensics reveals 



Q ProQueSys, 



the source and scope of a problem for 
faster resolution. Finally, FlowTraq' s 
threat anticipation features help security 
teams to recognize potential problems 
before they occur. For more on this prod- 
uct, see page 33. 

■ Q1 Labs QRadar 7.0 

Ql Labs released its QRadar 7.0, 
which is the latest revision of its SIEM 
(Security Information and Event Man- 
agement) platform. The offering now 
allows organizations to keep tabs on 
employee use of social media platforms 
and multimedia applications, including 
Twitter, Facebook, Gmail, Linkedin, 
Skype, and more. 

■ QNAPVioStor Pro Series 

QNAP Security launched the VioStor 
Pro Series, a Linux-based NVR capable of 
PC-less configuration, monitoring of IP 
cameras over the network, and video 
playback via an HD monitor or TV. The 
VioStor Pro Series models all feature 
dual-core Intel Atom processors and 
1GB memory to deliver network through- 
put of 176Mbps for high-quality megapix- 
el recording. 

■ Symantec Hosted Endpoint Protection 

Symantec announced that its Hosted 
Endpoint Protection will allow customers 
to protect their Windows-based laptops, 
desktops, and file servers through a cloud- 
based service. Symantec Hosted Endpoint 
Protection is designed to safeguard end- 
point systems with a single solution man- 
aged from a Web-based console offering 
advanced protection from the endpoint to 
the gateway. 

■ VASCO Data Security IDENTIKEY Server 

VASCO Data Security International 
announced that IDENTIKEY Server can 
now securely access corporate networks 
using strong authentication through wire- 
less Internet connections. IDENTIKEY 
Server secures remote access to corporate 
networks and various types of Web-based 
applications. It's ideal for SMEs and large 
corporations who want to secure remote 
access and business applications with the 
same DIGIPASS. 



Messaging & Telephony 



■ Black Box Wireless Video 
Presentation System II 

The latest version of the Black Box 
Wireless Video Presentation System 
enables multiple PC, Mac, and PDA users 
to project computer screen video presenta- 
tions via an 802.11b/g Wi-Fi connection. 
To share information, the company says 
you can simply log in to the system from a 
PDA and begin sending images. 

■ Digi International Digi ConnectPort X3 

Digi International released the Digi 
ConnectPort X3 programmable cellular 
gateway, which includes device interfaces 
such as ZigBee, RS-232 serial, analog, 
and digital input/output and GPS. Primary 
features include end-to-end remote 
device customization, IT back office 
integration, and an Eclipse-based Inte- 
grated Development Environment. The 
ConnectPort X3 starts at $249. 

■ Mitel Mobile 

Phoenix-based Mitel announced en- 
hancements to its Mitel Mobile voice and 
data service, aimed at improving efficien- 
cy and availability by increasing access 
speed and extending unified communica- 
tions to mobile users. Adaptive Mobile 
Connect uses hybrid 3G/4G data services 
to increase speed and improve through- 
put, with 3G service automatically avail- 
able in the absence of 4G. Adaptive 
Mobile Connect also includes disaster 
recovery in the event of wireline service 
interruption. In the United States, Mitel 
Mobile service is normally available 
through Mitel NetSolutions. 

■ Mitel Mobility For BlackBerry 
Mobile Voice System 5 

Mitel released Mitel Mobility for 
BlackBerry MVS (Mobile Voice System) 
5, which provides voice-over- Wi-Fi 
calling and securely extends the compa- 
ny's business communication tools to 
workers using BlackBerry smartphones 
over cellular and Wi-Fi networks. Calls 
made through BlackBerry MVS are routed 
through Mitel Communications Direc- 
tor, which encourages adherence to com- 
pany policies. 

■ NICE Systems Perform eXpress 

NICE Systems announced enhance- 
ments to NICE Perform eXpress, its call 
management solution aimed at small to 
midsized contact centers. The updated ver- 
sion captures all customer interactions and 
offers improved call retention, expanded 
support for additional telephony environ- 
ments, and expanded support for collec- 
tion of call metadata. The company says 
that the improvements can enhance regula- 
tory compliance while reducing total cost 
of ownership. 

■ Webalo BlackBerry OS 6 Interface 

Webalo announced the introduction of a 
user interface for BlackBerry OS 6, which 
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provides flexibility, more control, and eas- 
ier navigation. Webalo BlackBerry OS 6 
supports bi-directional, transactional 
access for application development. 
Mobile users can rely on encrypted, per- 
sonalized, task-oriented, and compatible 
UI interaction when they want to access 
enterprise applications. Enterprise data is 
consolidated into smartphone menus that 
are personalized for the individual user so 
he or she can be a more productive work- 
er, Webalo says. The UI also features nav- 
igation options, productivity-related use of 
color, and compatibility with older 
BlackBerry OS versions back to 4.1. 



Servers 



■ Marathon Technologies everRun MX 

Marathon Technologies introduced 
everRun MX, a software-based fault toler- 
ant solution for symmetric multiprocess- 
ing and multicore servers. Key features 
include application availability via down- 
time prevention, no hardware lock-in, 
native scaling for all applications, and full 
automation. everRun MX is accessible to 
Marathon's ISVs, OEMs, and channel 
partners and starts at less than $10,000. 



Clients 



■ Beta Systems UX-ContentMaster 

Beta Systems released its Beta UX- 
ContentMaster, a product for electronic 
creation, targeted management, and control 
of document-based business processes of all 
types. In addition to centralized document 
management, the Beta UX-ContentMaster 
offers role-driven and user-based document 
processing within an electronic folder. 
Archiving functions include storing docu- 
ments and their modification histories to 
facilitate legal compliance. 

■ dtSearch Engine Beta 

dtSearch released a beta version of its 
dtSearch Engine that includes native 64- 
bit Visual Studio 2010 support, as well as 
a .NET 4.0 SDK. The company says the 
.NET 4.0 support includes a sample 
application for the Microsoft Azure Cloud 
platform, a dtSearch API for indexing 
SQL-type databases, and the Spider API 
for indexing static and dynamic Web- 
based data. 



■ Eizo FlexScan T1751 

Eizo recently announced its FlexScan 
T1751 multitouch LCD monitor. The 17- 
inch monitor features a 1,280 x 1,024 
resolution and has 178-degree horizontal 
and vertical viewing angles. It allows 
users to pinch, drag, and scroll through 
applications using two fingers by tak- 
ing advantage of Windows 7's touch- 
screen capabilities. 

■ Jawbone & Cisco Jawbone 
ICON For Cisco Bluetooth Headset 

In a joint announcement, Jawbone and 
Cisco announced Jawbone ICON for 
Cisco Bluetooth Headset, a product 
designed to transparently bridge mobile 
phones and IP phones. The device will 
allow users to connect to mobile phones 
and Cisco Unified IP phones simultane- 
ously for a unified and hands-free tele- 
communications experience. 

■ Motorola Android Smartphones 

Motorola announced that it will release 
six new smartphones. In addition to the 
CITRUS, SPICE, BRAVO, FLIPSIDE, 
FLIPOUT, and DEFY Android devices. 
Motorola also announced DROID PRO, 
which is an Android smartphone designed 
with businesspeople in mind. It features 
corporate email capabilities, a unified cal- 
endar, and the QuickOffice Mobile Suite. 

■ Motorola CITRUS 

Motorola recently announced CITRUS, 
its latest smartphone for the Verizon 
Network. It features an on-screen QWER- 
TY keyboard and HTML Web browser, 
and can run many of the applications 
available in the Android Market. It also 
includes calendar and message widgets in 
addition to other productivity apps already 
preloaded on the device. 

■ Psion Omnii 

Psion announced the launch of the Psion 
Omnii mobile computing platform. The 
platform supports an adaptable bundle of 
computing devices, the first of which is 
the Omnii XTIO, a modular handheld 
computer for airports and logistics opera- 
tions. The Omnii XTIO includes an IP65 
and a 2-meter drop rating, superscalar 
architecture, and extended battery life. 
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GREEN TECH & TIPS 



Cooling Is Half The Battle: 

Improve Data Center Cooling To Save Energy & Money 



BYRODSCHER 



Ubiquitous connectivity, an explosion of online apps, and an increased emphasis 
on data mining are driving a major expansion of data center capacity, meaning your 
data center's server capacity is now several times what it was a few years ago, and it's 
still increasing. 



Yet, the physical size of the data center 
usually remains unchanged, which means 
that more — and more powerful — servers 
are being crammed into the same space. In 
an "always-on" environment, this means 
increased heat and decreased airflow. 




which in turn means an inefficient HVAC 
system that's costing you money and 
using more energy than it should. 

How much money? According to an 
Info-Tech Research Group report, "Top 10 
Energy-Saving Tips for a Greener Data 
Center," you're spending about 20% of 
I your data center budget on power and 
cooling. In fact, according to 
some analysts, annual 
cooling and energy 




costs 
now out- 
strip the cost 

of powering the servers themselves. And 
it's getting worse: According to The 
Uptime Institute, the heat density of data 
centers is increasing at a rate of 15% or 
more per year. Meanwhile, the portion of 
your data center's energy consumption 
attributable to cooling is 50%; yes, finding 
a way to cool your data center more effi- 
ciently is literally half the battle. 



Solutions To Your Data Center's 
Energy Crisis 

It would be wonderful to 
address the cooling problem by 
rebuilding the data center. New materials, 
new architectural strategies, and the "plug- 
and-play" modular approach that is now 
being utilized by such giant data center 
pioneers as Google and IBM would cer- 
tainly result in a more efficient, greener 
operation. However, we don't all have that 
luxury. We can — and must — revamp, but 
most of us can't afford to start from 
scratch. So what's left? Here are some 
cooling-related recommendations: 

Effective server utilization. According 
to Info-Tech, the average server utilization 
ranges from 10 to 20% of capacity. 
Reducing the number of servers lowers 
cooling costs by as much as 50%, and it 
also reduces your fixed asset investment. 
Info-Tech notes: "Significant energy sav- 
ings can be achieved by ruthlessly priori- 
tizing and only providing redundancy 
where it is really needed." This can 
include — but need not be limited to — serv- 
er consolidation and virtualization. 

Help IT and facilities communicate 
more effectively. Energy costs are often 
invisible to IT, thus providing little incen- 
tive to economize. "IT needs to understand 
how purchasing decisions affect facilities 




and what the baseline is in order to 
track improvement. Similarly, facilities 
must know ahead of time what's coming 
down the pipeline in terms of power, 
space, and cooling requirements," the 
report says. 

Upgrade legacy equipment. Older 
equipment is simply less efficient. Have 
migration plans in place for all IT equip- 
ment, and look into blade servers as 
a way to reduce and monitor your ener- 
gy consumption. 

Revisit those TCO numbers. Your 
TCO calculations may have omitted 
power and cooling costs when they were 
derived. That's bad. These days, energy 
costs can easily rival the cost of main- 
taining hardware. 

Target your cooling. Room-level air 
conditioning is not nearly as efficient as 
solutions at the rack level. And a study 
from the Rocky Mountain Institute shows 
that liquid cooling can reduce cooling 
costs by 30 to 50%. 

Work toward better airflow. Efficient air 
distribution can reduce heat-related mal- 
functions and lower operating costs, while 
Info-Tech notes that bad airflow can cost 
you 60% of the cold air that you deliver to 
the data center. 




BayTech 
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Going Green!!! 

Power Factor is Real 
and now it's Real-Time with the MRP Power Solution 

Reach operational efficiency and conform to new Green Energy 
standards witli tlie IVIRP outlet monitoring solutions. 

BayTech's metered outlet modules report Amps, Voltage, VA, 
Watts, power factor and efficiency per receptacle. 

Through our secure SNMP engine thresholds can be set to help 
identify equipment that is running inefficient. 



Standard Features 

• Single Phase and Three Phase 

• 20,30,50,60 Amp Support 

• On, Off, Reboot option 

• HTTPS, SSH, SSL Access 

• Radius, TACACS Authentication 

• Tool less Mounting 



Unique Features 

• Modular Design 

• All Receptacles Monitored 

• Power Factor per Outlet 

• kW Hour Meter per Outlet 

• Current, Voltage and VA and Watts 

• Reliable PCB Power Distribution 

• Fail Functional Design 



Metered Outlet - MRP 

Additional Unique Features 
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SEN50R INPUTS 



All Circuit Breakers Monitored 

Most metered power solutions only monitor input power. BayTech 
monitors all circuit breakers and reports via SNMP when thresholds 
are met. 

Outlet Metering with Effioienoy 

Monitor individual outlets and receive current, watts, and volt-amps. 
Continuously monitoring equipment for efficiency with power factor. 

Looking C13 Reoeptaole Optional 

Reliable integrated locking clips assure power cord retention. Unique 
to the industry and does away with nuisance wire clips. 

Reliable ROB Rower Distribution 

ISO's (Insulation Displacement) connectors are faulty and unreliable! 
All BayTech power solutions use reliable PCB power distribution. 

Integrated Sensor Inputs 

Eliminate the need for extra environmental monitoring devices. All 
BayTech power solutions offer two ports for external temperature and 
humidity probes. 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 
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Upcoming 



For more Upcoming IT Events, see page 3. 



How To Accomplish 
Global Software License 
Management Seminar 
Nov. 9. 8:30 a.m. to 1 p.m. 
Bryant Park Hotel, New York, N.Y. 
Nov. 10. 8:30 a.m. to 1 p.m. 
The Drake Hotel, Chicago, III. 
www.aspera.com/seminar 



Greater Wheeling AITP 
Nov. 10 
Wheeling, W.Va. 
www.aitp-wheeling.org 



ISSA Central Pennsylvania 
Nov. 10 
Harrisburg University 
of Science and Technology 
326 Market St. 
Harrisburg, Pa. 
centralpenn.issa.org 



ISSA San Diego 

Nov. 10 
San Diego, Calif. 
www.sdissa.org 



Software Licensing & 
Hardware Maintenance: 
Making Smart Decisions 
Nov. 10, 9 a.m. 
New Horizons Dayton 
1890 Commerce Center 

Dayton, Ohio 
tinyurl.com/NHDayton2 

Southern New England 
SQL Server User's Group 
Nov. 10 
www.snessug.com 



AITP Washington D.C. 

Nov. 11, 6:30 p.m. 

Alfio's Restaurant 

4515 Willard Ave. 

Chevy Chase, Md. 
aitpwashdc.ning.com 



ISSA Northeast Ohio 
Nov. 1 1 

Cuyahoga County Library-Parma South 
7335 Ridge Road 

Parma, Ohio 
www.neoissa.org 



SQL Server Society of Las Vegas 
Nov. 1 1 

The Learning Center of Las Vegas 
777 North Rainbow 
Las Vegas, Nev. 
sssolv.com 



Windows Server 2008 R2: 
Deployment & Migration 
Nov. 11. 8:30 a.m. 
New Horizons Dallas 
tinyurl.com/NHDallas 
Nov. 12. 8:30 a.m. 
New Horizons Fort Worth 
tinyurl.com/NHFtWorth 



7x24 Exchange 
Fall 2010 Conference 
Nov. 14-17 
JW Marriott Desert Ridge 

Phoenix, Ariz. 
www.7x24exchange.org 



AITP Pittsburgh 
Nov. 15 
Slovak Catholic Sokol 
205 Madison St. Road 
Venetia, Pa. 
www.aitp-pgh.org 
AITP's Association 
Outstanding Cliapter Award Winner 



AITP Long Island 

Nov. 16 
www.aitp-li.org 

AITP Southwest Missouri 
Nov. 16 
Springfield, Mo. 
aitpspringfield.org 



ISSA St. Louis Chapter 
Nov. 16 
St. Louis, Mo. 
stl.issa.org 



Oklahoma City AITP Chapter 
Nov. 16 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 



COVER FOCUS 



IT Budget Planning 
The Year Ahead 



The Fading Recession Lead To Increased 
Spending In The IT & Data Center Sectors? 



by Christian Perry 

If you listen to the National Bureau 
of Economic Research, you'll learn 
that the nation's recession is long 
behind us. In fact, the recession 
ended in June 2009, according to 
this independent group of 
economists that has 
studied the economy 
since 1920 and identifies 
the beginning and end of 
economic downturns. But 
despite these claims, all is 
not necessarily rosy in the bud- 
get picture of IT organizations. 

"The economy is taking bet- 
ter shape, but it is a slow process 
that requires time. There are peaks 
and valleys occurring with the econo- 
my, which has some believing that we 
might be in a double-dip recession, but for 
the most part, the economy has stabi- 
lized," says Randy Ortiz, director of data 
center design and engineering for Internap 




Key Points 



Despite reports that the recession is official- 
ly over, IT organizations are taking a wait- 
and-see approach and exercising caution 
when it comes to spending and budgets. 
Although IT spending likely won't increase 
substantially in the coming year, insiders 
see upticks in customer-centric technolo- 
gies as well as technologies in the green, 
cloud, and security areas. 
Instead of plowing forward with new pro- 
jects In the near future, companies are 
more likely to clear out their existing pro- 
ject backlog from the previous year. 



Network Services (www.internap.com). 
"The economy may be stable, but it is eas- 
ily influenced, which causes restlessness 
in the markets. This restlessness has many 
companies cautiously spending. In turn, IT 
departments are left with only essential IT 
spending, and discretionary spending is 
kept on a tight leash or nonexistent." 

Where The Money's Headed 

Managing IT and data center budgets can 
be difficult even in times of economic pros- 
perity, but a downturn or an outright reces- 
sion can put the process on par with rocket 
science. Although the economy appears to 
be improving, industry insiders recommend 
proceeding with caution for the near future. 

"Companies are very cautious on IT 
spending and doing what needs to be done 
to get by for now," Ortiz says. "Large 
investments in data centers and IT are few 
and far between, with some exceptions that 
include colocation providers who are 'bull- 
ish' and have the financing to invest in 
large-capital projects. We anticipate seeing 
some growth in IT spending, but until both 
consumer and corporate confidence is 
regained, we do not anticipate seeing any 
large leaps made in the coming year." 



Although overall IT spending will likely 
decrease or stay the same over the coming 
year, spending on innovative technologies 
will increase substantially, says Justin 
Cerilli, co-lead of the financial technology 
practice at Russell Reynolds Associates' 
New York office (www.russellreynolds 
.com). This trend is being driven by CIOs' 
need to deliver more with their current IT 
budgets and to deliver solutions more quick- 
ly to market, he says. 

"One particular area to look at is vendor 
management spending," Cerilli says. 
"Companies are either increasing or de- 
creasing the amount of services they out- 
source. When cost savings occur because of 
outsourcing or insourcing, CIOs are using 
these savings to invest in innovative tech- 
nologies or recruitment efforts, such as rela- 
tionship managers into the business." 

He adds that organizations are increasing- 
ly investing in customer-centric technolo- 
gies and technologies that can boost their 
speed to market. Other areas in which he 
predicts continued spending include green 
technologies, which he says are becoming 
an industry norm, and cloud computing, 
where infrastructure leaders will continue to 
look for investment opportunities. 



Spending Will Be Smart 

As with any major down- 
turn, the fear of a double- 
dip recession perpetually 
looms over contrasting reports 
that the worst is behind us. How- 
ever, Rob Juncker, vice 
president of technology at 
Shavlik Technologies 
(www.shavlik.com), not 
only doesn't foresee a 
double-dip recession, 
but says the economy is 
poised for growth and 
has the room to accommo- 
date that growth. This forecast 
won't have much of an economic 
impact on IT, he says, but it could 
change the IT landscape as enterprises 
optimize resources and spending via virtu- 
alization and cloud technologies. 

"We believe IT spending will hold largely 
flat, but this isn't due to the projects IT 
administrators are fielding holding flat," 
Juncker says. "IT organizations will main- 
tain their funding by increasing the defini- 
tion of IT to include more devices, software, 
and management. As a result, despite the 
flat or slightly up spending, this will come 
with additional project work, making the 
budget per project slightly down overall." 

Mike Logan, president of Axis Technol- 
ogy (www.axistechnologyllc.com), says 
many companies will take a wait-and-see 
approach and opt to clear their backlog of 
projects put on hold last year. These projects 
are generally of the tactical variety designed 
to save companies money by automating 
existing manual or semi-manual processes. 

"Generally, clients we speak to are being 
very cautious but continue to spend on tech- 
nology that they need to run the business, 
such as data security," Logan explains. 
"Companies are looking to be smarter about 
how they spend their IT dollars and are 
looking at technology that saves them 
money or helps them meet regulatory 
requirements. Very little spending is target- 
ed on strategic investments for next year, 
though some is allocated to analyzing what 
strategic options are available." 



Top Tip: Don't Forget The Stimulus Package 



The recession itself — or rather, efforts to 
fix it — will continue to affect the near future 
for IT budgets and spending. Stephen 
Spinazzola, vice president of the Applied 
Technology Group at RTKL (www.rtkl.com), 
notes that billions of dollars in the stimulus 
package are starting to work their way into 
the marketplace, and a portion of those 
funds will undoubtedly be allocated toward 
IT needs and requirements. 

"IT professionals should look at the stimulus 
package carefully, given it contains significant 
funding for high-performance computing and 
supercomputing," he says. "In today's wortd, 
a single new project can easily max out an 



existing data center's entire MEP [mechanical, 
electrical, and plumbing] infrastructure. There- 
fore, it's more critical than ever that IT profes- 
sionals look at their facilities from an overall 
perspective, taking it all into consideration 
before making a decision on cost allocations." 

However, Spinazzola adds that although the 
data center market is seeing plenty of activity in 
the higher education and healthcare markets, 
project budgets remain "very tight." He also 
says that there appears to be unrealistic expec- 
tations on the client side that the slow economy 
will drive down the cost for construction — 
although some cost reductions exist, it's not 
quite what has been anticipated by the market. 
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Sealing cable openings is about more than plugging holes. 



As energy costs rise and density demands increase, greater sealing 
capabilities result in more money saved than before. 
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News 



I Motorola Files Suit 
Against Apple 

Motorola is suing Apple over 18 patent viola- 
tions, claiming that the technology behind 
the iPad, iPhone, iPod touch, and some 
Mac computers was originally invented by 
Motorola. Motorola Mobility has filed com- 
plaints in Illinois and Florida and with the 
United States International Trade Com- 
mision. According to Motorola, the patents 
are associated with location-based services, 
antenna design, proximity sensing, software 
application management, and multi-device 
synchronization. Patent lawsuits such as 
these are commonplace among large tech 
companies: Microsoft recently filed suit 
against Motorola, HTC and Apple are in the 
middle of dual lawsuits, and Apple is on the 
receiving end of a patent infringement accu- 
sation from Nokia. 

I Microsoft Employees 
Love Company, Survey Shows 

Although Microsoft's employees say they 
love the company, they don't particularly like 
CEO Steve Ballmer. A study conducted by 
Glassdoor.com of more than 1 ,000 Microsoft 
employees shows that 51% of employees 
approve of Ballmer's performance as CEO. 
This lack of admiration could be attributed to 
Microsoft's stock decrease, the unsuccessful 
launch of the Kin phone, loss of market 
share, and the lack of a Microsoft tablet, 
which the company's board of directors cited 
recently as reasons 
Ballmer would 
not receive 
all of his 
potential 
bonus 
this 
year. 
Analysts 
predict 
that the 
new mobile 
platform Windows 
Phone 7 will be a make- 
or-break moment for Ballmer. This month, 
Microsoft is also expected to unveil its strate- 
gy for creating a tablet. 

I Study Looks At 
Critical Infrastructure 
Cyberattack Preparedness 

About 53% of the critical infrastructure firms 
in the energy, banking and finance, commu- 
nications, IT, healthcare, and emergency 
services industries have likely experienced a 
politically motivated cyberattack, according 
to a recent Symantec survey on cyberat- 
tacks. About half of the respondents expect 
to be attacked in the next year, and an 
overwhelming majority (80%) believe that 
cyberattacks will either remain constant in 
frequency or increase. Regarding prepared- 
ness, 28% to 33% (depending on the spe- 
cific type of attack) say they are extremely 
prepared for a cyberattack, compared to 
between 36% and 41% who say they are 
somewhat prepared. About 31% say they are 
less than somewhat prepared. 

I Microsoft Security Essentials 
Shows Threat Stats 

Microsoft is celebrating the first anniversary 
of its Microsoft Security Essentials, which 
the company says is used by about 31 mil- 
lion customers worldwide. During that time, 
about 27 million of those customers have 
been infected with malware. Security Es- 
sentials has detected about 400 million 
threats over the past year, and customers 
opted to remove 366 million of them. Stats 
from the Microsoft Malware Protection 
Center show that the United States is the 
country that's most frequently attacked with 
malware; China, Brazil, and the United 
Kingdom followed. 




COVER FOCUS 



Planning 
The Security 
Budget 

Plan Ahead, Remember E-Discovery 
& Include Scalability In Your Considerations 



by Elizabeth Millard 

■ • • 

With so many security software and ser- 
vices vendors, it would be easy to secure an 
enterprise by throwing more and more 
money at the issue. But extra funding isn't 
the only way to tweak security controls and 
reduce risk — with careful planning, an SME 
can get more bulletproof without having to 
buy a whole new technology battalion. 



Key Points 



• Develop an outsourcing plan that centers 
on using contracted resources according 
to their duration of service on a certain 
project; for example, a security consultant 
might be brought in for concept design, 
but not for implementation. 

• Make sure that all maintenance contracts 
include upgrades, enhancements, config- 
uration changes, and support time so that 
systems and software are scalable. 

• Budget for e-discovery strategies and 
systems to protect the company from 
legal and regulatory challenges. 



In general, funds should be put into 
building a solid security infrastructure 
based on a prioritized risk-based approach, 
notes Court Little, director of strategic 
security for Solutionary (www.solutionary 
.com), an information security firm. An IT 
manager should have a sense of which sys- 
tems are critical and what type of minimal 
care is acceptable for each, which is all 
part of a business impact analysis. Once an 
enterprise understands issues around prior- 
itization, there can be tweaks to the budget 
in other areas. Here are some additional 
tips for boosting an enterprise's security 
power while staying within budget. 

Develop A Comprehensive 
Outsourcing Plan 

There should be understanding of the 
level of effort required to support a secu- 
rity program, and that includes adding 



I outsourced and contracted ser- 
vices into the mix, says Terry 
DiVittorio, COO of Foreground 
Security (www.foregroundsecurity 
.com). These professionals should be 
brought in only at certain points in a secu- 
rity implementation, depending on their 
particular areas of expertise. 

For example, DiVittorio notes, a sea- 
soned senior security expert will be 
required during the concept design and 
development phases of a security frame- 
work, but that person wouldn't be required 
during the roadmap implementation phase 
of the program. "Understanding what 
types of resources are required and the 
duration those resources are required 
through completion of a project can save 
costs," DiVittorio says. 

If outsourcing is not an option, automat- 
ed software or services might be a viable 
alternative: Understanding an organiza- 
tion's resources and expenses is crucial 
when tweaking budgets. Little says, and 
often, spending a bit in automation using 
open-source or other lower-cost services 
can free up some resources. He suggests 
playing around with the services and soft- 
ware mix and not being afraid to do some 
experimentation to find the right blend: 
"Just because it's always been done a cer- 
tain way doesn't mean it should be done 
that way moving forward," Little says. 

Focus On Scalability 
& Avoid Point Solutions 

According to DiVittorio, technology 
security solutions — such as firewalls, 
intrusion detection systems, and encryp- 
tion software — should be scalable and 
flexible enough to support changes in the 
IT infrastructure. "Ensure operations and 
maintenance contracts supporting these 
technologies include upgrades and en- 
hancements as well as professional ser- 
vices support hours for modifications and 
configuration changes," he says. 

Flexibility is vital to scalability, so 
remember that point solutions that solve 
only one specific problem can be a drag 




Top Tip: Budget For Incident 
Response & IVIanagement 



According to Terry DiVittorio, 
COO of Foreground Security 
(www.foregroundsecurity.com), 
security incidents or com- 
promises happen to every IT 
infrastructure, no matter how 
much technology is in place or 
how well-written a security 
policy might be. "It is the 
unpredictability of the human 



factor that requires security 
managers to ensure they are 
adequately prepared for a 
security incident," he says. 

Depending on the breadth 
and depth of an incident, 
the response could be a 
simple downloaded patch 
for an operating system or 



a full-blown criminal investi- 
gation. "Security managers 
have to plan and budget for 
this contingency and ensure 
expertise can be brought to 
bear immediately upon identi- 
fication of an incident or com- 
promise to limit the exposure 
and potential loss of data," 
DiVittorio says. 



on a security budget. Little 
notes. "With a little research 
and patience, it's easy to ensure 
that your security dollars solve 
two, three, or four issues at the 
same time," he says. "If dollars 
are being spent to solve a spe- 
cific need, they really should be 
reviewed to see if you can't get 
greater value out of that." 

Include E-Discovery 
In The Security Mix 

When budgeting for security, IT man- 
agers need to make sure they can not only 
counter threats from malware and attackers, 
but also handle requirements from lawsuits 
and regulatory oversight, advises Craig 
Carpenter, vice president and general coun- 
sel at Recommind (www.recommind.com), 
a developer of automated information man- 
agement software. He notes that the average 
U.S. company faces about 300 lawsuits at 
any given time, and regulatory scrutiny has 
skyrocketed over the past two years. 

"The question isn't whether a company 
will be hit with a major case or investiga- 
tion, but when," he says. "When it is, the 
company's top executives will look to the 
IT department for a solution, which will 
come out of the IT budget." Because of 
that, data center managers should be think- 
ing about how e-discovery services and 
options can be included in the security 
budget. Carpenter says. 

Include Security 

In Initiative Development 

When any new IT initiative is planned, 
integrating security into the development 
life cycle at the beginning of the project 
will ensure that security is a major consid- 
eration at every phase, DiVittorio says. 
Basically, the enterprise will be "baking 
in" security, as opposed to bolting it on 
after an IT initiative is fully developed and 
ready for deployment. 

"Many times, when security is not inte- 
grated into the development life cycle 
of a new IT initiative, additional costs 
and schedule delays are incurred, and 
sometimes a complete rework of the de- 
sign and development effort is required," 
DiVittorio says. "By properly planning 
early for security, the IT community can 
develop and deploy IT initiatives with the 
assurance that their investment not only 
provides technology enablement, but also 
does so in a secure manner." II 
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Server Racks • Server Cabinets • Wallmount Racks • LAN Racks 
Network Racks • Portable Rackmount Cases • Accessories 
GSA Schedules • Custom Racks Manufactured As Needed 

Our products are a solid value for yourtime and money. We pride ourselves 
in providing quality customer service. Please call us at (866) 207-6631 and 
let us know how we can solve your rackmount ne 
www.rackmountsolutions.net. 




UCOUSTIC 

§(0)y[i5fl[D)[?)(^(0)[F[^(S[]^? 



MdweK mm 





W RACKMOUPir 

W SOLUTIONS, LTD 

where customer service matters^ 
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Prepare For The Unexpected With Room Alert 



one knows when or how disaster will 
.strike. We just know the potential is always there. 
So preparation is crucial to minimizing its impact 
on computers, networks, users & business. 

Wlien disasters occur, there are slgniflcant 
costs in areas tliat go far beyond the simple 
replacement of damaged hardware, t his is 
because what happens in the data center or other 
facility effects the entire organization. If disaster 
.strikes your facility, how will it impact business? 
Who will get the blame? Could it have been 
prevented? What will it cost? 





Stilutitms 




Start Al Sl95 


Room Alert products can mnnitnr: 


• Temperature 


' Smoke /Fire 


' Humidity 


■ Air Flow 


• Meat Index 


• Sound, Light 


■ Main / LJPS Power 


' Panic Buttons 


• Flood /Water 


• Dry Contacts 


' Room Entry, Motion 


' Switch Sensors 


■ IP NetworK Cameras 


■ Wireless & More 



AVTECH has a full line of powerful, scalable 
Room Alert solutions for real-time 
environinent monitoring in a computer room, 
data center or other facility. All models 
arrive assembled with easy to in.stall 
hardware, cables, sensors, easy-to-use 
logging & alerting software, printed 
documentation, unlimited technical support 
and a '30-Day Satisfaction Guarantee'. Users 
can typically install in under 10 minutes. 

Room Alert products monitor critical 
environment conditions like temperature, 
power, humidity, flood, smoke, room entry, 
air flow, motion and more, alert statTby any 
method and can take automatic corrective 
action. There is a model that is right for any 
organization and budget... yours too! 

Call or Visit Us Online Today 



2^ AVTECH 



888.220.6700 • 401.628.1600 
AVTECH.com 



Protect Your IT Facility... Don't Wait Until It's Too Late!' 
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PDUs Direct 
To You 

Top Quality At Tlie Lowest 
Price Available 

by Blaine Flamig 
• • • 

Premium power distribution without 
the premium price. Such a notion may 
sound too good to be true in today's sag- 
ging economy, but such an approach is 
precisely the customer-oriented mission 
PDUs Direct (www.pdusdirect.com) was 
built on and continues to operate by. 

As the online wholesaler of basic, 
metered, and switched PDUs from long- 
time PDU maker Server Technology's 
product line, PDUs Direct is dedicated 
to providing its customers the highest 
quality in-rack power strips, power dis- 
tribution, and rack PDUs offered at best- 
in-class prices. 

Established in November 2008 at 
the outset of the economic downturn, 
PDUs Direct understands the financial, 
cost-cutting challenges now facing 
SMEs. That's why PDUs Direct is com- 
mitted to supplying its customers with 
industry-standard, industrial-grade PDUs 
suitable for network and server environ- 
ments at prices falling 10 to 20% below 
competitors' online prices. PDUs 
Direct' s customer commitment extends 



contact 

PDUs Direct 

(888) 751-7387 
www.pdusdirect.com 
sales @ pdusdirect.com 
(product, application, 
and order inquires) 
support® pdusdirect 
.com (tecli support and 
return inquires) 



to the company's easy-to-use, unclut- 
tered Web site, which makes locating the 
right PDU a quick, streamlined process 
without skimping on the pertinent prod- 
uct information customers require. 

PDUs Direct' s dedication to its cus- 
tomers is seen through its next-business 
day shipping policy; 100% satisfaction, 
30-day money-back product guarantee; 
and ultra-convenient email and live chat 
technical support options. Whether the 
question or concern is in regard to a prod- 
uct, order, or application, PDUs Direct' s 
chat support pairs customers with live 
operators who possess years of real-world 
PDU experience and knowledge. Custom- 
ers can even request a chat transcript for 
reference following a chat session. 

PDUs Direct power distribution units 
are constructed in steel-case enclosures, 
available in a variety of outlet and 
power-level configurations, and ship 
with a customer-selected power cord. 
Each switched PDU sold also includes 
the latest firmware from Server 
Technology and fully networked outlet 
management and power and environ- 
mental monitoring abilities. 



PDUs 



direct 
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Study Highlights 
Increase In 
Security Threats 
For Mobile Employees 

Security threats on mobile devices are 
becoming more common, and when employ- 
ees are out of the office, the number of 
attacks and subsequent blockage of those 
attacks also increases. Those are among the 
findings of a recent study conducted by 
IVIessageLabs Intelligence, from Symantec 
Hosted Services. 

"Mobile devices are increasingly becom- 
ing targets for these threats because of 
the rising popularity and presence of these 
devices," says Dan Bleaken, senior mal- 
ware analyst at Symantec Hosted Services. 
"At the end of the day, the attackers are 
looking to make the most money possible 
from their activities, and if usage of mobile 
devices continues to increase, then these 
devices will be seen more and more as 
desirable targets." 



COVER FOCUS 





Bleaken says that some of the most sur- 
prising statistics in the study involve em- 
ployee behavior: 35% of employees "show 
worsening behavior when they leave the 
office," and 14% of them "have more than 
90% of all requests blocked" from malicious 
sources. Bleaken believes the use of unpro- 
tected networks is a major culprit in the rise 
of attacks on mobile devices, in addition to 
the fact that about 90% of these attacks 
come from legitimate Web sites that have 
been compromised. 

However, Bleaken notes that email is anoth- 
er area where companies must be diligent 
to avoid attacks. He stresses that spam is 
"constantly evolving and growing" and that 
it's important to remain up-to-date on poten- 
tial threats. The need for internal, first-per- 
son monitoring of systems and networks 
should be a priority to add an extra level of 
security for employees who are in and out 
of the office. 

Preventative Measures 

Companies must realize that multiple groups 
are after the information that is often noncha- 
lantly sent through various forms of communi- 
cation, Bleaken says, and that attacks are not 
exclusive to office networks and systems. 
Mobile devices are becoming targets for 
viruses, spam, and phishing scams that were 
once exclusive to email, he says, and so the 
importance of creating and enforcing policies 
specifically for mobile employees has never 
been more obvious. 

"In many cases, even with the best intentions 
and a high level of awareness, users may 
make the wrong choice, as some attacks are 
very convincing and sophisticated," Bleaken 
says. "The best way to avoid these threats is 
to have a system in place that denies these 
threats from even entering the company net- 
work — then users are not required to use 
their judgment regarding a threat." 

by Josh Compton 



Savvy Storage 
Budgeting 

Data Demands Won't Slow Down Anytime Soon, 
So Make Sure Your Budget Is Prepared 



by Carmi Levy 

• • ■ 

Storage is no longer an exercise in 
ensuring you have enough space to store 
your data. As data storage becomes ever 
more crucial to business continuity, data 
center managers are challenged to keep 
their storage infrastructures ahead of the 
curve. Consider the following tips as 
you finalize storage-related budget 
planning for the upcoming year. 

Understand The Data 

Traditional storage management 
methodologies that treat data as static 
are no longer sufficient. Basic size cal- 
culations and projections could force 
organizations to buy more storage than 
they really need — and, worse, result in 
ongoing management headaches as IT 
staff reactively battle capacity issues. 

"Fortunately or unfortunately, people 
aren't deleting their data, so it continues to 
grow, and we'll see capacities continue to 
grow as a result," says Moosa Matariyeh, 
an enterprise storage specialist with CDW 
(www.cdw.com). "What needs to change is 
how we view that data, and now we have 
tools that allow us to better understand 
what the data is, how old it is, when it was 
last accessed, and how it's being utilized." 



Key Points 



• Proactive management via deduplication 
and tiering allows more intelligent use of 
existing storage, which avoids the potential 
to overbuy as storage requirements change. 

• Tape-based backup is giving way to 
cheaper, simpler, and more reliable cloud 
solutions that don't depend on employees 
taking tapes home at night. 

• Simple dollars-per-gigabyte figures aren't 
enough; calculate backup, disaster recov- 
ery, and data migration into the storage 
budget, as well. 



Matariyeh says IT should increasingly 
involve data owners and other stakeholders 
from across the organizations in storage- 
related decisions, including budget plan- 
ning. This helps establish more realistic 
service-level agreements and makes it easi- 
er to obtain buy-in. 

Shift Backup/Archive Solutions 
Into The Cloud 

Traditional offsite backup, especially in 
remote office scenarios, has often involved 
disk-to-tape solutions that rely on employ- 
ees ensuring the right tape is placed in the 
backup drive and then taking the tape home 
after the backup runs. Steve Lesem, CEO of 
Mezeo Software (www.mezeo.com), says 
replacing the tape component with the cloud 
can reduce monthly costs from $1.50 per 
gigabyte to 50 cents per gigabyte. 

"This makes my end users happier, and 
it gives me greater assurance that my back- 
ups will be done on time, every day, and 



correctly," 
Lesem says. 
"I'm also 
going to save 
money, so I don't know why any- 
one wouldn't do it." 

Shift From Traditional Silos 
To Multitiered Storage 

Rising storage demand is driving greater 
complexity in the data center, which in turn 
drives costs higher. Bradley Brodkin, presi- 
dent of HighVail Systems (www.highvail 
.com), says 50% of data center space is cur- 
rently devoted to servers (27%) and storage 
(23%), and storage is now growing faster 
than anything else. Tightening compliance 
and archiving needs are also driving com- 
plexity, forcing IT to look for simpler, scal- 
able answers. 

According to Brodkin, "Companies can 
no longer afford to use 'cheaper' silo-based 
storage solutions since they ultimately lead 
to greater back-end costs when the time 
comes to scale up." He says IT must evolve 
its storage infrastructure such that the first 
tier manages the most business-critical data 
and second and third tiers are assigned to 
secondary data storage requirements. 

"Dynamic provisioning within a virtu- 
alized pool provides a significantly high- 
er level of efficiency, while reducing 
demands on storage requirements and 
mitigating potential risk," he says. "It 
does this by allowing organizations to 
virtually allocate storage resources as 
needed for an application." 

Don't Underestimate Data Growth Curve 

Increased reliance on relatively thick 
multimedia data types, such as audio and 
video, is driving an unprecedented and 
sustained explosion in storage. 

"You will use twice as much storage in 
half the time you expect. Budget for it," says 
Mike Klein, president and COO of Online 
Tech (www.onlinetech.com). "I've never 
met any IT manager looking to cut back on 




their storage from one year to the next," he 
adds, "and we've never had a client feel like 
they ordered too much storage up front." 

Calculate End-To-End Needs 

When calculating total storage needs, 
don't just focus on primary capacity, as 
the total storage infrastructure is much 
broader than that. 

"Look at end-to-end storage costs consid- 
ering all factors," says Dan Decasper, CEO 
and co-founder of Cirtas Systems (www 
.cirtas.com). "There is a tendency to focus 
on dollars per gigabyte of raw storage, 
but the true cost of storing data includes 
backup, disaster recovery, end-of-life data 
migrations, facilities costs, and more." 

Decasper says these additional items 
can add up to several times the basic per- 
gigabyte cost, and IT needs to allocate 
additional budget accordingly to avoid 
being squeezed. 

Don't Pay For Training 
You Don't Need 

The more complex the storage solu- 
tion, the tougher it will be to arrange 
training. This affects companies of all 
sizes, of course, but smaller organiza- 
tions in particular may be worse off. 

"Some midtier customers may only 
have two or three people in their IT 
department, so losing one person for 
four or five days of training can have 
a significant impact on service lev- 
els," CDW's Matariyeh says. "Larger 
organizations have also had their staff 
numbers cut, so they're also affected." 
Managers should confirm how 
much training a given storage solu- 
tion requires and whether staff can 
ramp up their skills while still per- 
forming their roles. Longer-term mea- 
surement criteria include what it'll take 
to upgrade and whether such upgrades 
involve downtime. Ultimately, simpler 
solutions that minimize skill-based needs 
are more budget-friendly. 

As complex as storage planning has 
become, Matariyeh says there's never 
been more promise in the space. "IT man- 
agers should really seize the opportunity 
today to rethink the way they run their 
storage environment," he says. "They need 
to implement data retention and backup 
policies and redesign the way the business 
utilizes storage." 

Matariyeh concludes, "Now that they 
have these technologies to proactively 
manage storage, they can help their busi- 
nesses run much leaner, which will help 
the company run better overall." Ui 

Top Tip: Use Growth 
Stats To Make The 
Business Case 

According to Bradley Brodkin, president of 
HighVail Systems (www.highvail.com), storage 
growth outpaces all other categories in the 
data center, a trend which will only accelerate: 

• Most companies are experiencing up to 
200% compound annual growth rate in 
storage, Brodkin says. Over five years, 
this translates to tenfold growth. 

• Storage costs increase with the levels of 
resiliency required. As compliance demands 
increase, resiliency needs will only escalate. 

• Critical services depend on secondary 
services such as data recovery, increas- 
ing both storage requirements and costs. 

• Initial purchase price of storage equip- 
ment represents less than 25% of TCO. 
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s a U.S. designer and manufacturer of 
hnical Workspace Solutions. 



Command Centers 
Control Stations 
PACS - Mobile Carts 



Relay Racks 

Flat Panel Monitor Arms 
Motorized Work Stations 




IGrgO'888.222.7270 hergo.com 




GSA Contract # - GS-29F-01 33( 

f 56-01 55th Avenue, Maspeth, New York 11378 



Corporate 
America 
Sell To Us. 

We Buy Memory! 



Call or Email now! Wanted: 

■ 1 ,2,4,8 GB Desktop, Laptop, 
Server Memory 

■ Intel & AMD CPU's 

■ Cisco Switches 



The low price leader for quality memory modules since 1 989 

(239)-596-2254 

JeffSMSmemory@gmail.com | www.smsassembly.com 




How Do You Measure the Energy 
Efficiency of Your Data Center? 
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Sentry Power Manager 
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> Device Monitoring 
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PRIMARY ETHERNET PIPELINE 



WEB BASED CDU INTERFACE 




Sentry: POPS Switched CDU 

with Device Monitoring 

> Rack Levei Power Management 
■> Outlet Power Monitoring (POPS) 

> Input Power Monitoring 

> Environmental Monitoring 

> Outlet Groups 

> Alarms 
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Solutions for the Data Center 
Equipment Cabinet 



Server Technology 
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I Internet Regulation Lacks Support 

A recent survey from Broadband For 
America found that 57% of likely U.S. voters 
would not support any Internet regulations 
by the federal government. The survey 
asked people if the United States should 
"continue the current approach that has 
brought us the Internet we have today," 
through competition regulation. Then, it 
asked if the respondents would prefer "addi- 
tional government rules and oversight in 
place to ensure that Internet service 
providers are acting in the best interests of 
consumers." Broadband For America is a 
coalition of organizations, including Alcatel- 
Lucent, AT&T, Qwest, Time Warner Cable, 
Verizon, and Windstream. 

I Most Americans 
Don't Have Smartphones 

Just 17% of Americans have a smartphone, 
and even among younger generations who 
are typically technology-savvy, the number 
is below 25%, according to a report by 
Forrester Research. About the same per- 
centage has an unlimited data plan. IVIore 
than 80% of consumers have a mobile 
phone. Close to half of mobile phone users 
have access to the Internet on their phones, 
which means that most consumers with 
mobile Internet access have feature phones 
instead of smartphones, although less than 
25% of mobile phone users actually use 
the access. 

I Chrome Gains Browser Share, 
IE Loses & Firefox Remains Flat 

Google's Chrome browser posted a market 
share gain of about half a percentage point, 
rising from 7.52% to 7.98% from August to 
September, according to findings from 
research firm Net Applications for the month 
of September. Microsoft's Internet Explorer 
slipped slightly, losing about 0.7% to fall from 
60.4% to 59.65%. Mozilla's Firefox browser 
stayed relatively flat from month to month, 
increasing only a fraction of a percentage 
point from 22.93% in August to 22.96% in 
September. The mobile browser market con- 
tinued to make gains, due in large part to the 
release of the latest generation of devices; 
mobile browsers accounted for 2.8% of all 
browsing in September, up from 1 .1% in 
October 2009. 

I iPad Posts Record Adoption Rates 
In Electronics Market 

According to Colin McGranahan, an analyst 
with Bernstein Research, Apple's wildly 
successful iPad tablet computer has sur- 
passed the DVD player as the fasted-adopt- 
ed non-phone electronics device of all time. 
Though analysts were skeptical about the 
device's success prior to its release, iPad 
sales reached 1 million in its first month of 
availability and more 
than 3 million within 
the first 80 days. 
McGranahan and 
Bernstein Research 
expect the IPad to 
reach $9 billion in rev- 
enue next year, putting 
the device just behind 
the markets for TVs, 
smartphones, and lap- 
tops; however, analysts 
say, Apple will have to 
work to maintain its 
level of sales as more 
competing products 
enter the market. 
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IT Staffing Budget 



Considerations 



As The Economy Picks Up Steam, It's Time 
To Think About Adding To The Payroll 



by Dan Heilman 

• • • 

Even if recovery from the recession is 
right around the corner, as we've been 
told, odds are your enterprise has been 
extra cautious lately about hiring and is 
likely to remain so. However, even though 
it may be slim, your department likely still 
has a hiring budget for the coming year. 
What are some of the ways to get the most 
out of your IT staffing dollars? 

Some experts see a hiring boom after 
many companies have been recently forced 
to put both hiring and IT projects on hold. 
"The speed-to-hire is increasing as compa- 
nies strive to make up for lost time, and 
2011 will see an even greater increase in 
hiring," says Mike McBrierty, COO of 
Eliassen Group (www.eliassen.com). "One 
tricky factor is that historically, data center 
budgets usually moved in conjunction with 
a company's revenue stream. Naturally, 
during the recession, companies have tend- 
ed to skimp on IT, but some expect that to 
be corrected as things get better." Here are 
some things to keep in mind as you allocate 
your hiring budget for the year. 

All About Timing 

There are a couple of key factors to rid- 
ing the wave of recovery as you ponder 
hiring: salaries and timing. 

"Over the last two years, employees have 
accepted salary freezes and cuts and 
are now looking to be compensated for 
their loss by requesting additional pay," 
McBrierty says. Also, companies have 
grown accustomed to taking their time with 
the hiring process, but in today's market, 
McBrierty adds, candidates are being 
snapped up quickly. "This makes it critical 
for companies to reduce their time-to-hire 
in order to find the right person," he says. 

So when planning on filling those long- 
dormant positions, what else should you 
be thinking about? One is the IT industry 
itself and where departments like yours 
are seeing demand, according to Alok 
Shrivastava, senior director at EMC Educa- 
tion Services (www.emc.com). "Information 




' infrastructure — including 
storage and management — 
is one of the fastest-grow- 
ing segments of IT, and 
managers are constantly 
looking for ways to better 
address the storage, organi- 
zation, and management 
of this infor- 
m a t i o n , " 
Shrivastava 
says. "Profes- 
sionals who can 
design, deploy, 
and manage informa- 
tion infrastructure solu- 
tions will be an asset to 
companies as data continues 
to grow." 

Another thing to keep in mind is that 
during the downturn, workers have been 
beefing up their resumes in hopes of jump- 
ing to the front of the hiring line when 
things get better. "The dynamics of IT 



Key Points 



• Your hiring pattern might be dictated by 
which essential tools in your data center 
need updating. 

• In this economy, contract workers can be 
just as valuable as full-time employees. 

• Don't be cheap: Keep an eye on market 
rates if you want the best talent. 



always call for people to upgrade their 
skills and certifications," says Terry Erdle, 
senior vice president of skills certification 
at CompTIA (www.comptia.org). 

Seek out workers who have demon- 
strated the initiative to obtain multiple 
industry certifications. "A certification 
means a candidate has the requisite skills 
for a particular job, so they are a good 
candidate," Erdle says. "It's about being 
able to document through some credential 
an individual's skill set. You may have a 
wonderful resume and pedigree, but a 



Top Tip: Determine Long-Term 
vs. Sliort-Term Hiring Needs 



Skimping on IT spending 
has meant that some com- 
panies will have to do at 
least some hiring to catch 
up in the latest versions of 
their crucial tools. There 
could be a need to find peo- 
ple to upgrade systems that 
might be becoming obsolete. 

'The challenge will be to 
determine how much of this 
extra demand is short-term 
vs. long-term," says Swastik 
Lahiri, lead principal at 
Technisource. 'The use of 



contingent labor is one way 
to eliminate the risks of over 
hiring in this situation; another 
is to bring in solution pro- 
viders to implement these 
upgrades or even outsource 
their IT operations." 

Jack Williams, vice president 
of strategic recruiting with 
Staffing Technologies (www 
.staffingtechnologies.com), 
gives the example of a normal 
data center expansion for a 
large company. It would be 
best served by one or two 



additional full-time employees 
(such as at the engineer level) 
and two or three contract em- 
ployees who could use their 
specific experience to lead the 
physical needs of the build-out. 

"The full-time staff is focused 
on long-term stability for the 
data center, and the contract 
staff is focused on delivering 
the build-out on time and in 
budget," he says. "Adding staff 
if a data center needs a multi- 
million-dollar expansion is 
simply part of business costs." 



certification 
is evidence 
that you can per- 
form the functions." 

Big Talent, Small Rates 

Another reason it' s a good hiring market 
in IT is the growing migration toward 
cloud computing and other technologies 
that remove some of the need for human 
talent from the data center. Some 
companies are taking this opportunity to 
transform their data centers into cloud 
computing centers, which will not only 
enable them to run their IT at lower capital 
expenditure costs but will ultimately lower 
operating expense costs, as well. 

"There is great talent available in the 
market today, and they are available at very 
reasonable rates," says Swastik Lahiri, prin- 
cipal at Technisource (www. technisource 
.com). "Companies that move to this model 
will only need a couple of strategic IT lead- 
ers and architects after the transformation 
but need to position themselves to take 
advantage of this model by moving noncore 
resources to a contingent labor model." 

Consider a strategic team that includes a 
small number of additional full-time work- 
ers complemented by a larger number of 
contract workers that can help you meet 
rigid deadlines but still scale back down 
quickly when those deadlines are met, says 
Jack Wilhams, vice president of strategic re- 
cruiting with Staffing Technologies (www 
.staffingtechnologies.com). This allows you 
to manage cost and still meet deadlines. 

One reminder, though: "Contract workers 
generally are only fully engaged for six- 
month or longer contracts, because to accept 
a shorter contract means a contractor will 
still need to find his or her next position," 
Williams says. "An unusually short-term 
contract of, say, a month will also cost you 
more, since you are moving into consulting 
needs and, as a result, consulting pricing. 
Three-month contracts can be a good solu- 
tion when the pay is competitive." 

Overall, as the budget process looms, it's 
important for companies to evaluate accu- 
rate market rates for positions they are look- 
ing to attract and retain, Eliassen Group's 
McBrierty says. "Evaluating the skills that 
are truly necessary for a given position will 
help companies both scope the position cor- 
rectly as well as set the correct pay." B 
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Buying Tips: 

Environmental 
Monitoring Equipment 



by Andrew Leibman 

Environmental monitoring offerings are 
not things an enterprise invests in on a 
whim. Every organization has unique infra- 
structure limitations, climate issues, and 
monitoring needs, so no one-size-fits-all 
solution exists. Furthermore, decision mak- 
ers need to be well versed in the latest envi- 
ronmental monitoring tech available, and in 
areas such as sensor applications, notifica- 
tion capabilities, and management automa- 
tion, to make appropriate choices. 

Gina Dickson, product manager for 
Black Box Network Services 
(www.blackbox.com), ranks 
ease of configuration and 
management, variety of 
notification options, scala- 
bility, reporting and data 
collection, and variety of 
sensors available as top con- 
cerns for users of environ- 
mental monitoring products. 

Wi-Fi, cellular, Power over 
Ethernet, and more. Until 



recently, any active monitoring product 
needed to be wired to be networked, and it 
also often needed to be powered indepen- 
dently. But Wi-Fi and cellular technologies 
have taken up the slack, enabling customers 
to implement a monitoring system in even 
remote and infrastructure-constrained loca- 
tions. Power over Ethernet and USB-based 
sensors and equipment also negate the ther- 
mal impact of the extra hardware and effec- 
tively leave the power envelope intact. 
Many products also offer internal battery 
backup features to maintain alerts even 
when most other things have gone down. 

Monitor a variety of conditions. The 
key to any data center's 



Buyers' Checklist 



^ Do you 



need to monitor remote or 



local systems? 
power limitations? 



DO you nave wired networking or 

^W.atkindso,notiticationsdoyounee.^^^^^^^^^^^^^^^^^^ 

DO you have other monitor,ng needs beyo 
inolmanyandw^attypesotsensorsdoyouneed. 



operation is uptime, but not all data is creat- 
ed equal. For critical systems that handle the 
most important data, it is vital to monitor a 
variety of conditions, even those unlikely to 
affect performance, to ensure against loss 
and downtime. Key environmental sensor 
types that can deliver proactive feedback 
include temperature, humidity, airflow, 
water leakage, and dry contacts. Power and 
voltage sensors are also important, even if 
the power sources have a reliable track 
record. Other sensors that can be incorporat- 
ed into an enviroimental monitoring system 
include security-based monitors, such as 
motion detection, intrusion and anti-theft 
warning systems, and cameras. 

Notification options. A 
state-of-the-art environmental 
monitoring system is nothing 
without notifications, and 
having options is important to 
making sure personnel can 
quickly address critical situa- 
tions. Common notification 
options include email, 
LEDs, audible alarms, bea- 
cons, sirens, Web alerts, 
SNMP, automated phone 
calls, and SMS. 



Ease of installation. According to an 
Upsite Technologies representative, ease of 
installation is imperative. Most environmen- 
tal monitoring products don't require any 
speciaUzed expertise to install, enabling cur- 
rent IT staff to do the work without addi- 
tional training. Many products are also 
designed to be installed by non-technical 
personnel, so seek these out if technical staff 
is more limited. 

Compatibility with existing network 
tools. Compatibility is one of the most 
attractive features for enterprises looking 
to implement a comprehensive envi- 
ronmental monitoring system. Many 
products connect to existing network 
monitoring tools and enhance their capa- 
bilities, so users can work with familiar 
equipment and interfaces to keep tabs on 
critical systems. _^ 



Key Terms 



Dry contact. Refers to an electrical contact 
that does not make or break a circuit. 

PoE (Power over Ethernet). A technology 
that enables devices to receive their operat- 
ing voltage from the same Ethernet cable 
that passes along data. 

SEMS (Server Environmental Monitoring 
Systems). Refers to products designed to 
record and report the environmental condi- 
tions of sen/ers and clients. 

SNMP (Simple Network Management 
Protocol). A network protocol that lets users 
monitor network availability and performance. 




• Color LCD Touchscreen 

- Enhanced productivity - interactive screen allows for local management 

- Quick and easy setup - configure network access within 5 minutes with no laptop needed 

• Cyber Breaker® the Virtual Circuit Breaker 

- "Trips" an individual outlet when the amperage exceeds a user-defined threshold 

- Limits overcurrent conditions to a single outlet, protecting equipment 

- More freedom with faster response times and user-definable trip curve 

• individual Outlet Power Metering and Control 

- Utility-grade metering and control (±2% accuracy) | 

- Track usage and reduce costs when enrolling in 
Utility Company Incentive Programs 

• Demand/Response Load Shedding 

- Proactively shed loads manually or enroll in AutoDR program 

- Protect your mission-critical applications during Demand/Response events 

• Two High-Speed USB ports 

- External peripherals: environmental sensors, web cams, flash drives, hubs, etc. 

• Slimmest PDU with Individual Outlet Metering on the Market 

- Product depth only 2.25 inches thick 

• 60+ High Density PDU Configurations 

- Wye and Delta 3(|) inputs from 4.2 kW to 27.3 kW 

Contact: sales@cyberswitching.com or (888) 31 1 -6277 to place your order or for more informatii 




DAlA 




EPOC 



A Gaw Associates, Inc. Company 

Toll Free: 877-GAW-RACK • DataCenterDepot.com 

(429-7225) 



We are an industry leader, nationally recognized 

Bfor the highest quality 
products and services, gm 
as well as most iT 
economical solutions. 





Made in the USA 



Adjustable height tables 



Standard & 
Seismic racks 




Numbers speak for 
themselves! 



Customer satisfaction 97.5% 
On-time delivery 95.3% 
Quality 99.0% 

Source: ISO/R 9000 Certification Oatg 




Wall mount racks 



Rack accessories 




• Cable ladders 

• Cable management 

• Custom manufactured 
racks and accessories 

• Design solutions 
and free expert 
consulting 

• Rack and stack 




Technical furniture 



Rack mount travel case 



Call us today, receive answers today: 877-429-7225 
Give us 1 % of your business . . . we'll earn the rest! 



ISO 

9001 

CertifKO 



VMxner's BusmesB Enterprise 



WBENG bIb 



Some Of Our Valued Customers Include: Adobe Systems • ANL • Blue Cross Blue Shield 
Brocade Communications • Cisco Systems • General Dynamics • Department of Defense 
^^^^^^^ Extreme Networks • Hewlett-Packard • Intel • Jabil • NEC • Telenav • WebEx 

ePouier 



www.cyberswitctiing.com • (888) 436-9830 



by CYBER@SWITCHING® 
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PRODUCT SPOTLIGHT 



Environmental Monitoring 



Product 



AVTECH TemPageR 3ER 



Description 




AVTECH's TemPageR 3ER monitors temperatures in 
multiple locations and comes in a standalone or 1 U 19- 
inch rackmount form factor. The TemPageR 3ER lets 
users log temperature sensor status for immediate alert 
notification, historical review, and graphing. The unit can 
send alert notifications via email, email-to-SIVIS, SNIVIP, 
and more. TemPageR 3ER offers an easy-to-use Web- 
based interface for changing settings and viewing real- 
time sensor status. 

• Real-time sensor status, data logging, graphing, 
advanced alerting, sensor values in alerts, high and 
low watermarks, and more 

• Advanced alerting by email, email-to-SMS, SNMP, 
Web page update, and more 

• Includes one internal temp sensor and two digital sensor 
ports for external digital temp sensors (one included) 

• IVIonitor units with built-in Web server, bundled Device 
IVIanageR, or any SNIVIP application 

Best For: Any facility that houses critical equipment sen- 
sitive to temperature and the environment. 

Price: Starts at $225 

Contact: (888) 220-6700 I www.avtech.com 



AVTECH Room Alert 26W 




AVTECH's Room Alert 26W is an advanced hardware 
appliance designed for IT and facilities environment moni- 
toring, alerting, automatic corrective action, and wireless 
sensor monitoring. It can monitor computer room tempera- 
tures, humidity, power, flood, room entry, and more in 
multiple locations. The Room Alert 26W's Wireless Sensor 
Hubs and Wireless Sensor Hub & Powered Relays 
communicate via a secure, private ZigBee-compatible 
protocol, letting users monitor a large number of indoor 
and outdoor sensors up to 250 feet away. 

• Includes built-in digital temp, digital humidity, power and 
flood sensors, UPS, one external digital temperature, 
one external room entry, and one powered WiSH sensor 

• Features six digital sensor ports and 1 6 channels for 
switch sensors or dry contacts 

• Advanced alerting by email, email-to-SMS, SNMP, 
Web page update, and more 

• Monitor units with built-in Web server, bundled Device 
ManageR, or any SNMP application 

Best For: Enterprise-level monitoring in any location 
where running cables may be difficult or impossible. 

Price: Starts at $995 

Contact: (888) 220-6700 I www.avtech.com 



Black Box AlertWerksll 
ServSensor(EME108A) 




The Black Box AlertWerks II ServSensor is a solid envi- 
ronmental monitoring hub that's easy to manage across 
your IP network. As a central component of the 
AlertWerks environmental monitoring system, this unit 
bridges your network with your AlertWerks Intelligent 
Sensors to let you remotely view the status of your data 
centers and other facilities. Monitoring functions include 
temperature, humidity, liquids, and open doors. 
Supported applications include remote monitoring of 
HVAC systems, security equipment, UPSes, generators, 
and industrial equipment. 

• Eight ports accept a range of sensors, including tem- 
perature, humidity, water, and airflow 

• Extensive management and notification features 

• Includes data collection and graphing package 

Best For: Organizations that need general-purpose 
environmental monitoring. 

Price: $650 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



Product 



Description 



Rackmount Solutions' 
Remote Physical Monitor 



The Uptime Devices Remote Physical Monitor unit from 
Rackmount Solutions supports remote monitoring that 
lets users protect equipment and sensitive electronics. 
The RPM uses Remote Intelligent Multi Sensors technol- 
ogy, which lets it collect environmental and security data 
to send alerts via email, SMS, or SNMP when the moni- 
tored equipment exceeds the user-defined limits. Each 
unit has a battery-backed clock for accurate recording, 
and the device also supports up to 250 different RIMS, 
located up to 1 ,000 feet away. 

• Real-time monitoring of temperature, humidity, airflow, 
and dry contacts 

• Dry-contact sensors for use with 10-port dry contacts 
and HEAT RIMS 

• Monitor and control third-party power strips 

• Two-port power RIMS monitor, track, and manage IT 
equipment current load and voltage 

Best For: Data centers and standalone applications 
that require temperature, humidity, and remote power 
management. 

Price: Starts at $799 

Contact: (866) 207-6631 I www.rackmountsolutions.net 




Server 

Technology 

Environmental 

Monitoring 

Control 

Unit-1-1B 



Server Technology's 
EMCU (Environmental 

Monitoring Control Unit)-1-1B is an IP-based product that 
monitors temperature and humidity, features water and 
fluid sensors, supports four dry contact door sensors, and 
accommodates additional power-fed analog input sensors. 
A Web interface provides at-a-glance reports of tempera- 
ture, humidity, water detection, and cabinet door status. 

• Support for HTML and command-line interface 

• Supports two temperature and two humidity measure- 
ments out of the box 

• No additional software necessary 

• Mounting tabs included for OU mounting 

Best For: Data centers, colocation sites, Web hosting 
facilities, telecom switching sites, POP sites, server clos- 
ets, and any unmanned area that needs to be monitored. 

Contact: (775) 284-2000 I www.sen/ertech.com 



Temperature@lert Cellular 
Edition TM-CELL300 




Setting up the third-generation Temperature @lert Cellular 
Edition CELL300 is as easy as plugging it into an AC out- 
let. The device monitors one or two ambient temperature 
and/or humidity sensors and sends email, text message, 
or voice alerts when the readings exceed user-set limits. 
Built-in battery backup enables the device to operate for 
up to four weeks without power. The HealthCheck feature 
lets you know when the device has been out of communi- 
cation or when it stops functioning, and PowerSense lets 
you know when there has been a power outage. 

• No network required — uses local cellular providers 

• Features multiple alarm limits, with alerts via email, 
text message, and/or phone call 

• Reports temperature and/or humidity readings every 
15, 30, 60, 120, or 240 minutes 

• Capable of storing and forwarding up to 1 ,500 read- 
ings when out of range 

Best For: Geographically distributed, remote, or mobile 
facilities and for situations where monitoring is needed 
even when power outages occur. 

Price: $399.99 plus monthly monitoring plan (starting at 
$15 per month) 

Contact: (866) 524-3540 I www.temperaturealert.com 
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Processots Product Spotlight fiigtilights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Andrew Leibman 



Black BoxAlertWerksll 
ServSensor Junior (EME102A) 




The AlertWerks II ServSensor Junior from Black Box is 
designed to provide detailed insights into the environ- 
mental conditions of smaller installations. This unit 
can be used as the central hub of the AlertWerks envi- 
ronmental monitoring system to track temperature, 
humidity, liquids, and open doors. Other applications 
include remote monitoring and management of HVAC 
systems, security equipment, UPSes, generators, and 
industrial equipment. 

• Two ports accept a range of sensors, including tem- 
perature, humidity, water, and airflow 

• Java-based Web user interface provides hub access 
over any IP network 

• Sends alerts through SNMP or email 

Best For: Organizations with limited environmental mon- 
itoring requirements. 

Price: $250 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



Black BoxAlertWerksll 
ServSensor V4E Hub (EME134A) 




Black Box's AlertWerks II Sen/Sensor V4E is a real-time 
environmental and video monitoring and alerting system 
that lets users integrate environmental sensors and sur- 
veillance cameras into a single seamless remote moni- 
toring system that keeps tabs on your equipment and 
facilities. This product is ideally suited to data center and 
office monitoring, but it also works well wherever you 
need real-time monitoring and surveillance. 

• Supports up to eight plug-and-play Intelligent Sensors 

• Can be daisy-chained to expansion hubs, increasing 
the total sensor count to more than 600 

• Supports up to four surveillance cameras 

• Extensive management and notification features 

Best For: Organizations that require security in addition 
to environmental monitoring. 

Price: $1 ,395 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



Black Box AlertWerks ServSensor 
Contact (EME111A-20) 




The AlertWerks ServSensor Contact from Black Box is 
designed to let you remotely view the status of equip- 
ment and devices that use dry-contact outputs to send 
alarm signals. Data centers and other facilities can use 



the unit to monitor humidity, liquids, open doors, and crit- 
ical over-temperature conditions. The device is also well 
suited to other applications, including HVAC systems, 
security equipment, UPSes, generators, and industrial 
equipment monitoring. 

• Adaptable to a range of devices such as UPSes and 
building management systems 

• Features eight autosensing RJ-45 ports for connecting 
sensors plus 20 additional two-wire, dry-contacts 

• Rackmount chassis 

• Extensive management and notification features 

Best For: Organizations that want to customize a moni- 
toring system to their particular devices. 

Price: $900 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



Temperature@lert 
USB Edition 4.0 

I£MPfl!AIUHE@l[ST 



Temperature@lert 
iFi Edition TM-WIFI220 




Upsite Technologies 
Upsite Temperature Strip 



inClh^^ "C m 11 tJ 13 14 14 \7 \i \1 20 i1 11 13 21 2i 


■ 


n J9 30 Jl 33 33 31 3S 37 3S 3« 


r^^ri'ihie^ °' " " " " " " " '* " '* " " 


I 


S2 H S« SS !0 12 71 96 11 0(1 02 




Temperature@lert's USB Edition 4.0 is a low-cost, high- 
reliability temperature monitoring device that's easy to 
install and use. Users set their own temperature thresh- 
olds and receive email alerts when the temperature 
reaches or exceeds these limits. With USB 4.0 software 
and the optional Dashboard browser-based Web inter- 
face, users can set up text, email, and phone alerts for 
multiple alarm limits. 

• Real-time temperature alerts and temperature graphs 
(0.5 degrees Celcius accuracy) 

• Connect to any computer or Windows server, includ- 
ing Windows 64-bit systems 

• Data files for Web sites and reports available in text 
and XML formats 

• Capable of sending alerts to one or more email 
addresses 

• Multiple alarm limits 

Best For: Situations requiring reliable and easy-to-install 
and -use temperature monitoring on a budget. 

Price: $129.99 



Temperature ©lert's WiFi-enabled sensor monitors 
ambient air temperature and emails you when the serv- 
er, telecommunications, or computer room or other 
enclosed space gets too hot or cold. The unit doesn't 
require a PC to run and is built around a highly customiz- 
able version of Linux. The WIFI220 displays the current 
conditions and a graph of the day's temperature read- 
ings. When temperature exceeds the user-set thresh- 
olds, the device notifies personnel immediately. 

• Monitors one or two temperature and/or humidity sensors 

• Offers enhanced security, as it does not reside on 
computers or servers 

• Supports AC or PoE power and 802.11b/g wireless 

• Logs temperature readings to text and XML log files 

• Expandable to up to 1 sensors per base unit 

Best For: Upgrade, expansion, and retrofit installations 
with compact spaces and large-scale deployments where 
direct connection to computers or servers is impossible. 

Price: Starts at $299.99 

Contact: (866) 524-3540 I www.temperaturealert.com 



The Upsite Temperature Strip, from the LOK family of 
solutions, features an acrylic self-adhesive backing that 
lets users install it on any IT equipment or cabinet door 
where the potential for hot spots and other heat-related 
issues exists. It accurately provides a visual reading of 
intake air temperatures based on standards established 
by the Uptime Institute, ASHRAE, and equipment manu- 
facturers for acceptable operating ranges. 

• Colored range indicators display reliable temperatures 
within two minutes 

• Calibrated in accordance with ASTM standards 

• Measurements accurate to within +/- 1 degrees 
Celcius 

• Monitor the intake air temperature of any piece of IT 
equipment for a low cost per strip 

• Displays same-sized Fahrenheit and Celsius tempera- 
ture scales 

Best For: Monitoring temperatures and hot spots on any 
IT equipment and in data centers. 

Contact: (888) 982-7800 I www.upsite.com 



Contact: (866) 524-3540 I www.temperaturealert.com 
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Yahoo! Opens 
"Chicken Coop" 
Data Center 
Designed For 
Energy Efficiency, 
Cost-Effectiveness 

With green initiatives at the forefront of 
many business development plans, it's no 
wonder that Yahoo! has undertaken a 
sizable project that burrows to the roots of 
green IT. 

In late September, Yahoo! announced the 
completion of a data center in Lockport, 
N.Y., that the company says is unmatched 
in energy efficiency and cost-effectiveness. 
"The goals of the Yahoo! Computing Coop 
(YCC) design were to develop a data center 
design that was highly efficient, environ- 
mentally friendly, and took advantage of the 
natural environment," says Scott Noteboom, 
vice president of data center operations and 
engineering at Yahoo!. 

The 120- by 60-foot data center is also 
known as the Yahoo! Chicken Coop 
because of its design. "The YCC design 
emulates the long, narrow design of a 
chicken coop to recirculate outside air," 
Noteboom says. The data center can 
house 50,000 servers and still use 40% 
less energy than traditional data centers. 
According to Yahoo!, that's enough energy 
to power more than 9,000 New York state 
households for an entire year. Overall, the 
Yahoo! Computing Coop will have a power 
usage effectiveness rating of 1 .08, which 
is significantly lower than the industry's 
standard of 1 .92. 

A Design Made To Save 

The savings are a result of the data center's 
coop design, which promotes natural airflow 
through the building, made even more use- 
ful by Lockport's cooler climate and by the 
use of hydropower — energy derived from 
moving water. "For the majority of the year," 
Noteboom says, "the data center will 
employ 100% outside air economization." 
The design also reduces the number of 
chillers needed to cool the building, ulti- 
mately decreasing water usage by 95%. 
According to Yahoo!, the water saved in 
one year works out to be more than what 
goes over Niagara Falls in a minute — about 
4 million cubic feet. Yahoo! says that less 
than 1% of the building's energy consump- 
tion will be used for cooling. 

The data center was funded partially by 
$9.9 million given to Yahoo! by the 
Department of Energy's Green IT grant 
program. The data center will create 125 
jobs and will help to power several of 
Yahool's products, including Yahoo! Mail, 
IVIessenger, Flickr, News, Sports, Finance, 
and Answers. 

by Kris Glaser Brambila 




PHYSICAL INFRASTRUCTURE 



SIX QUICK TIPS 



Evaluating Data Center 
Fire Suppression & Protection 



Preventing The Unthinkable 



by Sixto Ortiz Jr. 

• • ■ 

A FIRE IS PROBABLY the single worst disas- 
ter that could occur in a data center. Besides 
the inevitable material damage caused by 
flames and smoke, there is also the collater- 
al damage that may ensue from lost data, 
damaged competitive position, and soon-to- 
rise insurance rates. Thus, fire prevention 
should be a key element of every data center 
administrator's contingency plans. 

A poorly implemented suppression and/or 
protection system will do little to mitigate 
the disaster and may even make things 
worse; on the other hand, a well-designed, 
effective fire suppression system may pre- 
vent or largely mitigate the effects of a data 
center fire. Here's a look at various strate- 
gies data center administrators can follow to 
ensure their fire suppression/protection sys- 
tems are optimal. 

Sprinkler Considerations 

Putting out a fire is easy: just add water. 
A sprinkler system is the obvious way to 
ensure the data center has enough water to 
quell a conflagration, but there are some 
considerations to keep in mind when assess- 
ing sprinkler systems. 

Randy Ortiz, director for data center 
design and engineering at Internap (www 
.internap.com), says fire sprinklers are a 
must, but it is important to make sure the 
data center is equipped with a pre-action 
sprinkler system. Such a system, Ortiz says, 
is designed to avoid accidental activation 
inside the data center. In a single interlock 
configuration, a pre-action sprinkler system 
only delivers water to the overhead piping if 
the detection system is activated. On the 
other hand, a double interlock system dehv- 
ers water to the overhead piping when both 
a detection and a sprinkler head activation 
are detected, he adds. 

A double interlock system, Ortiz says, is 
significantly more expensive than a single 
interlock system, so administrators should 
take this into consideration. Also, he adds, 
it's important to be aware that most jurisdic- 
tions and codes for data centers require 
sprinkler system installation. 

It is also important for personnel to be 
aware that water is not recommended 
for Class C electrical fires, says Darren 
Bonawitz, co-owner of 1102 GRAND 
(www.1102grand.com), a Kansas City- 
based data center. Adding water to an elec- 
trical fire will exponentially worsen an 
already bad situation. 

Non-Water System Options 

Even though water is effective at putting 
out fires, it doesn't mix well with expensive 



' electronics. So, many data centers may 
choose to go with a clean agent, non-water 
suppression system. 

Internap' s Ortiz says even though clean 
agent suppression systems are often associ- 
ated with data centers, they are not manda- 
tory. Administrators considering such 
systems should weigh cost and risk factors 
to arrive at the best possible decision and 
carefully think about the pros and cons, he 
says. For example, clean agent systems 
require additional space for the canisters 
that store the clean agent. Also, if the clean 
agent system is discharged, recharging the 
canisters will cost money. In some jurisdic- I 
tions, he warns, a clean agent discharge will 
power off the data center. 

Also, it's important to understand that 
clean agent systems are added protection for 
the data center and are not recommended to 
serve as the primary source of suppression/ 
protection. But, Ortiz says, clean agent sys- 
tems can eliminate a fire before it begins 
and provide added protection, especially for 
sites that are not manned 24/7. 

When considering non-water-based 
systems, building landlord insurance require- 
ments must be considered, because a code- 
compliant non-water-based design may not 
satisfy the landlord's insurance policy, says 
CoreXchange's Walti. An insurance policy 
may require additional safeguards to be 
installed above and beyond local city codes, 
because chemical suppression agents are not 
particularly good for data center occupants. 

Do Ttie Homework 

Fire suppression and protection system 
requirements are governed by a variety of 
local, state, and federal codes. These codes 
and regulations can be complex and often 
vary depending on the type of building and 
business requiring fire protection. Admin- 
istrators should understand these codes and 
tailor their fire suppression and protection 
system choices accordingly. 

To save time and money on data center 
fire suppression options, administrators 
should enter the process armed with perti- 
nent information, says Ed Eacueo, director 
of the data center business unit at Wright 
Line (www.wrightline.com). For example, 
data center personnel should contact local 
fire marshals to learn first-hand the local 
and regional fire codes. This is particularly 
important, he adds, with the increasing 
adoption of aisle containment. The local 
authority having jurisdiction interprets 
National Fire Protection Association codes 
and how they are applied locally. 

Understanding city building codes and 
landlord requirements early in the design 
phase can save time and money in the 



BONUS TIPS 



■ Maintain cables. Ade- 
quately managing and main- 
taining data and power cables 
above, below, and inside 
server enclosures and racks 
can reduce the chance for 
fires caused by electrical 
faults, says Ed Eacueo, 



director of the data center 
business unit at Wright Line 
(www.wrightline.com). 

■ Use a single contact. 

Using a unified process for 
setting up fire suppression 
systems for all data center 



locations via one central 
contact ensures training 
and operational consistency 
and can also reduce admin- 
istrative costs, says Rock 
Marcone, president of APi 
National Service Group. 



future, says Mike Walti, a founder of 
CoreXchange (www.corexchange.com). So, 
choosing an engineering firm familiar with 
data center code nuances can help guide 
decisions on fire suppression system design 
and provide options that adhere to local 
code and landlord requirements. 

For example, many cities require a water- 
based suppression system, even if a non- 
water suppression system is installed. This 



Easiest To Implement: 

Train Personnel 
On Fire Extinguishers 

It's easy to overlook training and maintenance 
requirements for fire extinguishers, says 
Randy Ortiz, director for data center design 
and engineering at Internap (www.internap 
.com), so data center administrators should 
ensure that personnel have the proper fire 
extinguisher training. Also, even though a facil- 
ity may have a clean agent or sprinkler sys- 
tem, it's important for fire extinguishers to be 
properly placed in the data center. Facilities 
that are manned 24/7, Ortiz says, should 
require that personnel always report to alarms 
with a fire extinguisher in hand. 

Best Tip: 

Evaluate 
Early Detection Systems 

Optional early detection devices detect 
traces of combustion before flame ignition 
occurs, Ortiz says. This level of sensitivity 
requires that staff be able to respond to 
those alarms, trace the problem, and re- 
spond accordingly. Because these systems 
are designed to go off from the slightest 
traces of smoke, if sensitivity settings are not 
properly set, even cigarette smoke on a per- 
son's clothing may cause an alarm, he adds. 



means operational procedures may need to 
address the complexity that comes with the 
operation and monitoring of two types of 
fire suppression systems, Walti says. 

Reduce Costs 

A state-of-the-art fire suppression/protec- 
tion system may provide peace of mind, but 
the potential budget-busting consequences 
of sparing no expense must be considered. 
Fortunately, there are a number of ways to 
save money when planning and installing 
fire suppression/protection systems. 

Rock Marcone, president of APi Na- 
tional Service Group, says administrators 
should have online access to real-time 
information about the status and progress 
of inspections, maintenance, and repair 
work. Other money-saving considerations, 
Marcone says, include performing compre- 
hensive inspections to save on trip charges 
and negotiating onsite repairs when inspec- 
tions occur so additional service calls can 
be avoided. Also, inspection schedules 
should be spread evenly throughout the 
year, he says. ■ • 
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BLACK BOX 



NETWORK SERVICES 



1 



Choose from the industry's widest selection 
of cabinets and raclcs or build your own. 

Twenty seconds to configure. 
Two business days or less to ship. 




Open Frame Rack 



try our cabinet configurator 



www.blackbox.com/go/CabCon 



Laptop Storage 



Climate-Controlled Cabinets 
(self-contained cooling) 



get the 90-page Cabinet and Rack Solutions Guide 



www.blackbox.com/go/CabinetSolutions 



Biometric 
Access 



See the Black Box Cabinet Configurator at blacl<box.com/go/CabCon. Or call our cabinets specialist at 888-433-5049. 



We Buy Used 

Cell Phones 
^00 



&pay 
up to 



for each 
phone! 



Some phones have no value. See current purchase price list 
for individual model prices at www.pacebutler.com 



We'll issue your check 
within 4 days! 






Pace 


ButlerJ 




corporation 



www.pacebutler.com 

1-800-248-5360 (405) 755-3131 



Physical Infrastructure 



CW-24V5 Sentry Switched CDU 




Server Technology 

Viliilicfii for ihf- OiilB tirScr il!:?iipmcf!l Ciihirel 



Mixed Outlet 3-Phase 
415V/240V 

• Achieve greater efficiencies 
by bringing 3-Phase 415V to 
the cabinet and 240V to the 
devices 

• Single-power input feed; 24 
outlets per enclosure 

• Delivers up to 21.6kW 

• Remote power management 

• IP access and security 

• SNMP traps and email alerts 

• Environmental monitoring 

• Ability to add an expansion 
module 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com/products 



Physical Infrastructure 



USB Interface 



Rugged Plastic Enclosure 



High Accuracy Digital 
Temperature Sensor 




$129.99 

Free Shipping 



TEIVIPERATURE@LERT 

• Notifies You Via Email Of Changes In Room Temperature 

• Runs On All Windows Platforms 

• Logs To TXT, Temperature Graph, Event Log, and XML 

• Runs As A Windows Service 

• SNMP Support 

• Free Shipping 



TEMPERATURE@LERT^ 

USE TEMPERATURE MONITOR WITH EMAIL A1£RTS 

Temperature@lert 

(866) 524-3540 
www.temperaturealert.com 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 

• High Density 

• Multiple Voltage Outputs 

• Input Current Monitor 

• IP Access & Security 

• SNMP Traps 

• Environmental (Temperature 
& Humidity) Monitoring 

• Branch Circuit Protection 

• NEW! Linking for Smart 
CDU (Expansion Modules) 




Server Technology, Inc. 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 



Snake Tray® Cable IVIanagement 
& Power Distribution 

Designed To Reduce Construction Costs! 



Cable Management 

• Built-in mounting hardware 

• Integrates with access 
floor or mounts directly to 
the subfloor 

Power Distribution 

• Modular energy-efficient 
bus bar technology 

• Power and data 
distribution boxes 



Snake Tray 

(800) 308-6788 
www.snaketray.com 





Physical Infrastructure 




CS-2HD2/HDE Smart Power iVIonitor 

Easily add input current load and power monitoring to any ex- 
isting cabinet 

Quickly added to SAN's or other cabinets that do not have 
any power monitoring capabilities 
Measure aggregate current draw on each power circuit 
IP access and security/Environmental monitoring 
Provides automated SNMP-based alarms or email alerts 



Server Technology 

Wilicsft (oi Its' Dala Ccnfcr ft?iipmmT C.ibinpl 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 
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News 



I Android Users More Likely 

To Unintentionally Share Private Data 

A recent study shows that half of the 30 most 
popular Android applications share location 
Information with advertisers and about a third 
of those same applications send phone num- 
bers and more sensitive information to the 
developers of the apps. The study was con- 
ducted by researchers at Duke University, 
Penn State, and Intel Labs. The fact that 
Android Is an open platform Is often used as 
justification for why privacy issues are more 
prevalent. But recent reports that some apps 
on the IPhone are mining personal data show 
that this phenomenon Is not exclusive to 
Android phones but Impacts most smart- 
phones In general. 

I Android Smartphones 
Increasingly Taking Market Share 

Although Research In Motion's BlackBerry still 
has the largest market share of all smart- 
phones, Google's Android-based devices are 
quickly catching up. According to a Nielsen 
report, BlackBerry smartphones hold 31% of 
the market, Apple IPhones have a 28% share, 
and Android devices account for 1 9% of the 
total smartphone market. However, the first 
eight months of this year proved that Android 
devices are a valid contender in the smart- 
phone space — the Nielsen study showed 32% 
of smartphones purchased during this time 
were Android-based; Apple's lOS and RIM's 
BlackBerry were virtually tied at 25%. 

I E-Waste Export Ban Introduced 

Two Congressional representatives have 
Introduced a bill that would ban the export of 
e-waste products to overseas recycling facili- 
ties. The bill, dubbed the Responsible Elec- 
tronics Recycling Act, would stop the sending 
of this material to third-world nations where It 
Is mostly disassembled In unsafe conditions, 
threatening the health of the workers and the 
environment. The bill, sponsored by U.S. 
Representatives Gene Green and Mike 
Thompson, has the support of such manufac- 
turing giants as Dell, Samsung, and Apple. 
The act Includes exceptions for products 
being recalled and products under warranty 
that are being returned to the facility that pro- 
duced them. 




I Verizon Wireless Will Repay 
Customers For Overcharges 

Verizon Wireless will pay up to $90 million in 
refunds to 15 million of its customers after 
wrongly billing them for data sen/ices. Some 
Verizon customers who did not have data 
access plans were charged $1 .99 one or 
more times because of data exchanges start- 
ed by software on their phones or because 
they Inadvertently tried to go online. The FCC 
says It will investigate why It took so long for 
Verizon to pay customers back for the unjusti- 
fied charges, which have been occurring since 
2007. The agency could fine Verizon If it finds 
that Verizon intentionally misled customers 
Into paying for services they didn't request. 



PHYSICAL INFRASTRUCTURE 



Special Interest To Government Data Centers 



Writing The (Guide)Book 
On Modular Data Centers 

Better Guidance Equals Fewer Issues During Container Deployment 



by William Van Winkle 

Utility-type companies such as Google 
and Microsoft pioneered the adoption of 
modular data center containers in 2007. 
Today, organizations ranging from the mili- 
tary to universities to medium-sized private 
enterprises are increasingly examining this 
data center approach when conventional 
server facility growth poses problems. 
However, getting a true fix on modular data 
center value can be tricky, in part because 
of insufficient information and in part 
because designs are changing so rapidly. 



Key Points 



Rising interest in modular data centers led 
Lawrence Berkeley National Labs to com- 
mission a guidebook for government 
agencies about how to plan for container 
deployment and evaluate various designs. 

The transition from chilled water to air and 
evaporative cooling is key in differentiating 
first-generation from second-generation 
modular data centers. The positive impact 
of this evolution on PUE is substantial. 

The advantages of modular data centers 
in mobility and energy efficiency allow 
them to be deployed in a wider array of 
locations and not be as restricted by 
local infrastructure. 



"Vendors have this spiel about how you 
can add a unit of data center capacity just by 
ordering a container and plopping it down 
in your parking lot," says industry consul- 
tant Mark Bramfitt. "The reality is you've 
still gotta worry about cooling systems 
because they don't come with chilled water. 
And you've got to worry about power 
because they don't come with generators. 
So the deployment story is misleading." 

LBNL (Lawrence Berkeley National 
Labs) learned this the hard way. The GSA 
(General Services Administration), which 
oversees U.S. government acquisitions, 
had been fielding a growing number of 
inquiries from agencies about modular 
data centers. To better guide agencies, the 
GSA tasked LBNL with crafting a set of 
guidelines for modular data center pur- 
chases. Not much later, LBNL investigat- 
ed deploying a container on its own site, 
and that's when reality struck. 

"We're on a really hilly site here in 
Berkeley," says Bill Tschudi, program 
manager in the Environmental Energy 
Technologies Division at Lawrence 
Berkeley National Labs. "They'd have to 
excavate part of the hill and put in a pad. 
Then there were drainage issues. Then it 
wasn't close enough to power and water. 
All these things added up. It was gonna be 
$5 million just to get the site ready . . . and 
that killed the deal." 

Tschudi turned to Bramfitt, who in March 
2010 had published a whitepaper titled | 
"Modular/Container Data Centers: Market 
Impacts & Utility Incentive Program 
Treatment." This paper would go on to 
become the foundation for the modular data 
center guidebook currently being written. I 



The Generation Jump 

The writing of this guidebook comes at 
a time when modular data center designs 
are in a state of transition. For the past 
three years, most offerings were based on 
20- or 40-foot ISO standard freight con- 
tainers that were subsequently modified 
and customized to fit clients' requests. 
Each container needed three services 
attached: communications, power to run 
systems, and cooling in the form of chilled 
water. Adhering to the ISO spec simplified 
shipping, but it didn't necessarily enable 
the best power efficiency, which, in many 
cases, was one of the key reasons for turn- 
ing to containers. 

Recently, open air cooling in data centers 
has received increasing attention and 
respect as a means for dramatically lower- 
ing energy consumption and increasing a 
data center's average PUE (power usage 
effectiveness), the measure of how much of 
a facility's total power consumption goes 
into actual computing rather than secondary 
uses, such as cooling. First-generation con- 
tainers were closed and had no means to 
utilize air cooling, forcing them to use hun- 
dreds of gallons of chilled water per hour. 
Many second-gen designs remedy this. 

In general, air-side economizers will 
deliver the best cooling power efficiency, 
followed closely by water-side cooling. 
However, this depends on the environ- 
ment. For example, climates that remain 
hot year-round may do best with naturally 
chilled water pulled from a nearby lake. 

Another shift happening in second-gen 
containers is more willingness to embrace 
industry-standard server form factors 
rather than proprietary systems. Newer 
designs are also reducing the number of 
power conversions and adopting in-rack 
UPS systems to increase power efficiency. 
All told, the most efficient modular data 
centers are realizing PUEs in the 1.2 
range, far better than the 2 to 2.5 typical of 
traditional facilities. In some cases, given 
three to five years of use, the money saved 
on power could pay for the modular data 
center itself. 

Key Considerations 

Geoffrey Noer, senior director of prod- 
uct marketing at SGI (www.sgi.com), 
notes that there are several questions that 



enterprises need to be asking about condi- 
tions inside and outside their modular data 
centers before deploying. Climate aside, 
does the area have enough networking 
links and access to dark fiber for its com- 
munication needs? Is power landscape 
conducive to dropping in a few extra 
megawatts of draw, or would the local 
utilities need to build more infrastructure? 

"Also, if the geography is too distant, a 
data center may not work as needed," says 
Noer. "A few years back, there was talk of 
using Iceland as a data center site, because 
of its inexpensive hydroelectric power. 
But one of the reasons that hasn't moved 
forward much is because of the latency 
between the servers there and mainland 
Europe. That's why you still see large 
deployments in, say. New Jersey, where 
power is more expensive." 

Such concerns broaden the appeal of 
modular data centers, which can be 
deployed more quickly to more advanta- 
geous locations and consume less power 
in the process. 

Inside the container, compute and/or stor- 
age density levels as well as the maximum 
number of physical servers possible are key, 
as this will impact the interior's design. For 
instance, deeper systems may need to be run 
down the center of the container in order to 
enable front and rear access while half- 
depth cases would allow for two system 
rows closer to the side walls. 

Rather than focus on individual prod- 
ucts, Bramfitt' s guidebook will focus on 
advances and issues such as those de- 
scribed above. He anticipates that compa- 
nies willing to follow the suggestions in 
his guidebook and invest in second-gen 
modular data center technologies will also 
save on consulting services from manufac- 
turers. With better guidance going into the 
evaluation process, there will be fewer 
issues to handle in planning and deploy- 
ment, which will help keep total project 
costs lower. Overall, companies that have 
been hesitant to embrace modular data 
centers should now feel the timing to be 
much better. 

"I don't think there are going to be dra- 
matic improvements beyond generation 
two," says Bramfitt. "I don't know what 
else they could do from a technology 
standpoint to make them more efficient 
than that." □ 



Public vs. Private Sectors 



Public and private sectors share most of the same concerns when evaluating mobile data centers. 
However, according to Geoffrey Noer, senior director of product marketing at SGI (www.sgi.com), 
there are occasional differences that crop up. 

• Federal agencies are more likely to prefer ISO standard containers, particularly for mobile 
requirements, even as the industry as a whole might move away from them. 

• All other factors being equal, government agencies may opt for modular data centers 
over colocation facilities for the added security of being able to drop a container within a 
trusted perimeter. 

• Don't assume that all federal organizations will handle modular data centers in the same way. 
Regulations will vary between jurisdictions, such as in the requirements imposed on buildings 
and add-on structures. 
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SIX QUICK TIPS 



Improving Network 
Traffic Management 

Keep The Pipes Clean While Improving Data Flow 



by Bruce Gain 

Ensuring that the right tools are in 
place is just part of the equation when it 
comes to improving network traffic man- 
agement. But in order to take advantage of 
technologies that can boost data-rate speeds 
in the network pipes, administrators also 
have to proactively play a part in optimiz- 
ing data flow. Here are some things you 
can do now to improve network traffic in 
your enterprise. 

Shape Packets, Smooth Flow 

Packet shaping and advanced flow 
smoothing can help network pipes operate at 
optimal capacity, says Clive Longbot-tom, 
service director for business process facilita- 
tion at Quocirca (www.quocirca .com). "A 
[data] pipe appears to be full when it isn't. 
The network backs off, measures that it is 
only 50 to 60% full, and then sends more 
packets again, while the pipe then appears 
full again, the network backs off, and so on," 
Longbottom says. "This leads to an equiva- 
lent throughput of around 0.3x, so a 
100Mbps pipe ends up maxing at around 
30Mbps, which is not good enough. Packet 
shaping and advanced flow smoothing can 
make sure that a pipe can work predictably 
at 80%-plus capacity, which is well worth 
looking at." 

Set Policy, Police Users 

Network users remain one of the single 
most potent threats to network traffic. As 
a case example, Joe Malec, the St. Louis 
chapter president of ISSA (Information 
Systems Security Association; www.issa 
.org), once observed a situation where 
an enterprise's network speeds sudden- 
ly began to slow drastically for no appar- 
ent reason. 

"We saw degradation of performance, and 
for ages, we struggled to find out what was 
wrong," Malec says. "We finally traced the 
problem to a single machine and interviewed 
the person and we found out he was watch- 
ing baseball games." 

As a remedy, administrators can shut off 
users' access to video streaming and other 
bandwidth-sapping applications. "Imple- 
menting access controls and limiting what 
people can download and what they can do 
still works well," Malec says. "A user can be 
prevented from downloading an FTP of 
'War and Peace,' for example." 

However, relying on access controls 
might not be enough, because users can fig- 
ure out how to "work around things," Malec 
says. So as a way to further discourage 
harmful use of the network, Malec says poli- 
cies should clearly outline what users are 
permitted to do. 

Receive & Act On Alerts 

One of the last things you want is to 
receive an irate call from the head of 
accounting on a Friday night about a band- 
width problem that requires you to spend 
your weekend fixing it. However, instead 
of hearing about problems from users, 
developing a reliable alert system can be a 



I big help when it comes to learning about 
potential issues before they develop into 
network traffic emergencies. "If certain 
thresholds are hit, then it is possible to 
receive alerts, and you can start investigat- 
ing what the problem is. Between email 
and pages, there are a lot of ways people 



Best Tip: 

Don't Neglect 
Network Virtualization 

Most admins are fairly familiar with server vir- 
tualization by now, although SMEs have yet 
to apply the technology to optimize networl< 
traffic flow on a wide scale, says David Chal- 
mers, HP's chief technology officer for enter- 
prise servers, storage, and networking in the 
UK and Ireland. "When you ask [administra- 
tors] if they have actually started to virtualize 
their networks, the answer is almost univer- 
sally 'yes.' But if you ask them what they have 
actually done, what they mean is that they 
have only bought the end-ware license." 

Indeed, administrators tend to start virtualizing 
on the server end, but they might not realize 
that there is a huge benefit by driving much 
more of virtualization across their network as 
well, Chalmers says. "I would recommend that 
after virtualizing at least 80% of their sen/ers, 
to then move on to virtualizing most of their 
network stuff," Chalmers says. "It comes down 
to the fact that there are many wires in the net- 
work and virtualization can help ensure that 
you are using them efficiently and are getting 
the most out of your investment." 

Most Practical Tip: 

Use Caching For Static 
Or Semi-Static Content 

Applying caching technologies to static or 
semi-static content can significantly help to 
optimize data traffic flow, so that data only 
passes through the network once or only as 
truly needed, says Clive Longbottom, sen/ice 
director for business process facilitation at 
Quocirca (www.quocirca.com). "If caching 
isn't used, then every request for information 
has to traverse the whole network route and 
the response has to come back," Longbottom 
says. "If the information is held centrally, then 
that means that every single request for the 
same piece of information has to be aggregat- 
ed through the one network point." 

If a piece of information is highly popular, 
then the amount of traffic will become con- 
siderable and hurt the network throughput, 
Longbottom says. "Caching, on the other 
hand, distributes such content to points far 
closer to the user, giving far less network traf- 
fic (and far less latency as a side benefit)," 
Longbottom says. "This frees up the core net- 
work to deal with dynamic content, which 
cannot be cached since only one copy can 
exist of it at any one time." 



can be alerted to know there is a degrada- 
tion of the network," Malec says. 

Know Thy Users' Needs 

Ensuring and optimizing business 
processes should be the ultimate goal in 
network traffic management. However, net- 
work planners often tend to gloss over user- 
s' business requirements without ever 
determining what their practical needs are, 
says David Chalmers, HP's chief technolo- 
gy officer for enterprise servers, storage, 
and networking in the UK and Ireland. 
"Administrators tend to not think clearly 
enough about what their users really do, 
before users start bogging down the net- 
work," he says. 

An example is when an enterprise once 
saw a major slowdown in network speeds 
after adding virtualization tools, Chalmers 
says. "For about a week, the virtualized 
network was running great, but then perfor- 
mance became worse, and worse, and 
worse. They then got the network analyzers 
out and did all the clever things, and then 



BONUS TIPS 



■ Think outside of tlie box. David 
Chalmers, HP's chief technology officer for 
enterprise servers, storage, and networking in 
the UK and Ireland, says HP had a medium- 
sized customer that thought its network wasn't 
large enough. 'They were looking at adding 
more technology to it, but instead, we sug- 
gested that they think outside of the box and 
use tools that looked at [network traffic] holisti- 
cally, to find out where the heavy loads were, 
with the [congested areas]," Chalmers says. 
"They then began to move their workloads 
around to avoid congestion in the network, 
instead of just adding more sen/ers." 

■ Reduce redundant data flow. Left 
unchecked, duplicated and thus redundant 
data can use up network capacity. A remedy 
is to use data deduplication to reduce the 
amount of data in the pipes, says Clive 
Longbottom, service director for business 
process facilitation at Quocirca (www.quocirca 
.com). "If you can start to cut down on data 
volumes at the point of creation, there is a 
minimal hit to the network." 



they found that in the shipping group there 
was one guy that was bungling up 50% of 
the bandwidth in the network as part of his 
job," Chalmers says. "It turned out that he 
was scanning in every shipping ticket, and 
nobody had gone and worked out that this 
was going to generate huge amounts of 
image-file traffic across the network, 
because nobody asked him what he really 
did on a daily basis." □ 



Plixer Scrutinizer NetFlow & 
sFlow Analyzer 8 



NEW PRODUCT 



by Rod Scher 



Network Utilities Provide Data, Protection 



Your network is the backbone of your 
entire operation: If its performance suf- 
fers, so does the company's health. But 
how do you quantify the condition of 
your network? How do you measure its 
performance? And if that performance is 
less than optimal, how do you know 
where the problem lies? 

The answers are in network analytics: 
software that analyzes the flow of net- 
work traffic and reports on any existing 
or potential problems. Your network is 
too valuable — and too much depends 
upon it — to leave unmonitored, espe- 
cially when there are sophisticated net- 
work traffic monitoring and analysis 
tools that can gauge the health of your 
network and sound the alarm when per- 
formance suffers. 

Plixer International's updated and 
enhanced Scrutinizer NetFlow & sFlow 
Analyzer provides powerful analytical 
tools, including network utilization 
reports, easy-to-interpret graphics, and 
powerful filtering and alarm options. 

The newest release includes Mailinizer, 
a monitoring, reporting, and analysis tool 
that gives Exchange and network adminis- 
trators the ability to dig deeper into server 
activity. Mailinizer helps admins discover 
the cause of bounce-backs and delayed 



plixer 



International 



emails and analyze sales and marketing 
initiatives to find out which email strate- 
gies are most effective. With Mailinizer, 
you can easily monitor your email servers 
for ingoing and outgoing mail, find out 
when large attachments are slowing the 
network, and discover and delete rogue 
and nonexistent email addresses. 



^Scrutinizer" 

faH^^ NetFlow &sFlow Analyzer 

Plixer Scrutinizer NetFlow & sFlow Analyzer 8 

A network management, analysis, and reporting tool 
that lets administrators monitor the health and per- 
formance of network resources. 
$3,495 (single-server license; $795 for support) 

Mailinizer and Scrutinizer let users 
include and exclude data, a feature that 
can be extremely useful, says Michael 
Patterson, Scrutinizer product manager. 
"You can include all traffic to Facebook 
.com, Yahoo.com, MySpace.com, etc., 
and then exclude the traffic to Facebook 
that involved a company announcement. 
You can filter on anything exported in 
NetFlow, including MAC address and 
VLAN ID." 



(207) 324-8805 
www.plixer.com 
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FEATURED PRODUCT 



Smarter Network 
Monitoring 

nMetrics Puts True Intelligence 
Into Network Intelligence Reporting 



As ENTERPRISE CUSTOMERS adopt new 

business applications as an integral part of 
their operations, they become increasingly 
concerned about the performance of their 
networks, as networks underpin not only 
the ability to achieve company objectives, 
but also overall company performance. 
This issue now extends beyond enterprise 
walls to their service providers. As a 
result, government departments, telcos, 
MSPs, and enterprises are all looking for 
network business intelligence solutions 
that enable them to measure and ensure 
the delivery of critical applications across 
their networks. 

In an ideal world, sophisticated net- 
work monitoring, reporting, and inspec- 
tion should be available at your fingertips 
to manage application or subscriber- 
aware activities, to identify and deal with 

nMetrics Offers 
Complete Traffic 
Visibility 

Visibility is money in the technology indus- 
try, so MSPs and enterprises need to have 
a complete view of data and voice traffic 
across devices and locations, and clear 
and accurate reports are needed to keep the 
network optimal. nMetrics can investigate 
your network or tailor a provisioned service 
around key fundamentals: 

• Visibility at multiple levels: flow, session, 
application, service, and user 

• Identification of protocols using deep 
packet inspection without the use of 
UDP/TCP ports 

• Inference of IP flows based on character- 
istics 

• Real-time reporting of traffic metadata, 
caller, download type, and content 

• Identification of de-capsulated tunnelled 
traffic 

• Ability to report on custom protocols 



anomalies, or to dive right down to exam- 
ining the contents of individual packets 
as necessary. Network monitoring should 
allow for traffic prediction to see who's 
doing what on the network, identify big 
users, and then help rationalize that infor- 
mation for accurate cost accounting and 
usage billing. 

However, as the reliance on and scale, 
complexity, and volume of network traffic 
expands exponentially, analyzing every 
piece of network traffic — no matter how 

>nmetncs 

MAKE YOUR NETWORK COUNT 

critical to the business — can simply 
become unworkable, unprofitable, or both. 
For many businesses, what is seen as 
essential is fast becoming unmanageable. 

nMetrics (www.acecomputers.com) has 
developed a network reporting suite that 
gives you the power to handle the biggest 
flows, the flexibility to analyze data to suit 
your needs, and the forensic capability to 
deeply inspect packets, no matter whether 
that is across a city, state, national, or 
international network. 

nMetrics Network Intelligence solutions 
are affordable, quick to deploy, and easy 
to operate and start providing detailed 
reports almost immediately, with zero risk 
to established networks and zero impact 
on network speed. nMetrics solutions are 
employed on some of the world's largest 
and most sophisticated networks, in the 
service of leading corporations, govern- 
ment departments, OEMs, telcos. Sis, 
MSPs, and SMEs. Let's take a closer look 
at why nMetrics is becoming a leading 
player in this field. 

Nl That Knows Your Friends 
From Your Enemies 

nMetrics has developed a network 
reporting suite that looks closely at flow, 
session, application, and user-level traffic. 
The key is to look at everything but be 



alerted only on problems. With millions of 
packets and flows traversing the network 
at any one time, the NI retrieval engine 
must be combined with a system that can 
scale to handle the needs of even the 
largest of organizations. In short, a super- 
fast database needs to combine with a 
super- smart NI engine and the flexibility 
to report quickly on important issues. 

Identification of the vast amounts of cur- 
rent and new applications running across 
the network is a challenge. Logging the 
information into a database and reporting 
on the traffic metrics are other challenges 
enterprises, government agencies, telcos, 
and MSPs need to address. nMetrics pro- 
vides a reporting portal that identifies good 
and bad traffic and then efficiently wraps it 
up and logs it into a compression-based 
database, which then allows for fast, mean- 
ingful performance reports. 

The nMetrics intelligent product suite 
can be used by enterprises to manage and 
report on subscriber traffic from device, 
access, edge, and core services. By grabbing 
the same granular network information, 
MSPs have the opportunity to assemble the 
information to provide a smart pipe service 
for their customers. Levels of services can 
be adapted to the SLA outlining what the 
customer needs and is prepared to pay for. 
The provision of managed services around 
NI is a powerful way of keeping customers 
informed of who, what, where, and how 
fast things are happening on the network. It 
also allows MSPs to retain their customers 
through good service while also realizing 
new forms of revenue. 

nMetrics is pioneering the delivery of 
NI reports to organizations. A combina- 
tion of dedicated hardware probes and 
reporting software licenses enables a 
smooth operating network for a corpora- 
tion or a toolset for managed services 
provisioning. A combination of traffic 
collection methods is appealing to cus- 
tomers with different networks. 

Traffic can be collected by SPAN, flow 
variable, SNMP, or combinations of all of 
them so that everything is captured and pre- 
sented. nMetrics looks at the protocol, ser- 
vice, and application layers, right into the 
payload. NI goes beyond deep packet 
inspection and provides granular control, 
smart provisioning of the network, and real- 
time understanding of network behavior. 
Additionally, nMetrics offers a full support 
desk, local distributors, and technical and 
sales support networks in all major regions. 

Usage-Based Billing & NI 

On the heels of a massive surge in 
mobile data traffic, service providers and 



MSPs are looking at new ways to create 
revenue streams. Yankee Group researchers 
predict that traffic will increase by 29 times 
between 2009 and 2015. Greater network 
capacity, along with bandwidth and latency 
issues, is the impetus for new revenue 
areas. If telcos and MSPs can accurately 
measure, control, support, manage, and 
respond to network challenges, customer 
retention and service revenues will grow. 

nMetrics has built an intelligent, real- 
time, and event-driven system that can be 
used to measure the effectiveness of the 
network and quality of experience while 
providing operational efficiency and 
reporting. Furthermore, nMetrics can 
assign a dollar value to any form of usages 
across the enterprise with respect to any 
protocol and user. 



nMetrics Network 
Intelligence Solutions 



Customization to individual customers 
or providers is critical as connectivity rev- 
enues are commoditized. Services must be 
built for catering to transaction and end- 
user experience from data and voice 
sources. Deeper insights into the behavior 
of customer networks will lead to cus- 
tomer retention and more avenues of ser- 
vice revenue. 

A complete system is needed to gather, 
log, and report on the issues that affect 
your organization. These three areas are 
normally differentiation areas of compe- 
tency. nMetrics combines a state-of-the-art 
identification engine with a state-of-the-art 
database and best-of-breed reporting. 
Visibility is everything, but relevance and 
the ability to find the problems in quick 
time are even more important. Complete 
visibility goes hand in hand with the 
recognition of every business service on 
the network. 



(877) 223-2667 
www.acecomputers.com 

Description: nMetrics Network Intelligence 
solutions go beyond deep packet inspection 
to gather all relevant and vital network infor- 
mation and are easy to deploy, easy to 
operate, and pose zero risk to existing and 
legacy systems. 

Interesting Fact: nMetrics can design a 
solution to suit almost any network intelli- 
gence need, from a small business network 
to an international network with thousands 
of subnets. Contact your local nMetrics dis- 
tributor for more information and assistance. 



News 



Report Shows Internet Attacks On The Rise 



IBM recently released its latest "X-Force 
Trend and Risk Report," which shows 
that online attackers are increasingly 
targeting victims on the Internet to steal 
sensitive financial or personal identity 
information. The biannual report offers 
highlights and statistics about the latest 
Internet security threats and vulnerabili- 
ties, including malware, spam, phishing, 
and cybercriminal activity. 

According to Tom Cross, manager 
of IBM X-Force Advanced Research 
and one of the report's contributors, 
the most important finding was the 
increase in the number of vulnerability 




disclosures that occurred in the first half 
of 201 0. "A 36% increase is substan- 
tial," he says, "and it is also surprising." 
Cross says that vulnerability disclo- 
sures had been steady for the past four 
years and actually decreased in 2009, 



which leads many to believe that cyber- 
crime is at its worst in 2010. But Cross 
explains that the increase in disclo- 
sures could be good news, too. "It's 
important to note that there may be 
a silver lining associated with these 
disclosures," he says. "Some of the 
increase in volume is a consequence 
of software vendors getting more seri- 
ous about security — ^finding and elimi- 
nating vulnerabilities in their products 
in order to make software safer." 

Also included in the report are updates 
regarding the techniques attackers use 
to compromise systems. Increasingly, 



attackers are using obfuscation — the 
masking or hiding of an application's 
code — in an attempt to confuse IT 
security professionals. Attackers are 
also continuing to use PDFs as end- 
points that act as a covert route to gain 
access to computers. Additionally, the 
Zeus botnet rages on, with a new Zeus 
2.0 release that offers even greater 
functionality to attackers. 

The Vulnerable SME 

The 1 12-page report discusses such 
topics as spam, browser-based attacks, 
and search engine poisoning, as well as 
future trends, including the adoption of 
virtualization. According to Cross, each 
of the report's topics is of special inter- 



est to the SME, though attacks originat- 
ing in the browser may be a priority. 
"Small and medium-sized businesses 
should pay careful attention to the secu- 
rity of Web applications," he says. 
"More than 55% of the vulnerabilities X- 
Force tracked in the first half of 2010 
were Web app vulnerabilities, but these 
only represent the tip of the iceberg, as 
most organizations run custom Web 
applications that aren't subject to public 
vulnerability disclosures." Cross also 
notes the importance of protecting the 
network from attacks that could turn up 
on a single computer in the form of a 
malicious email attachment or Web site. 

by Kris Glaser Bramblla 
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NETWORKING & VPN 



Selecting A WAN 
Optimization Solution 

Navigate The Confusing & Complex Array Of Optimization Products 



Key Points 



• IT strategies such as data center consolida- 
tion and more remote employees depend 
upon adequate WAN performance. WAN 
optimization products can address the prob- 
lems, but finding the right one entails first 
understanding those applications stressing 
links and identifying specific bottlenecks. 

• Some WANs are bandwidth-limited, while 
others provide inadequate interactive perfor- 
mance. With a variety of available optimiza- 
tion technologies, solutions vary in how well 
they address each scenario. 

• Because optimization entails intrusive modi- 
fication of network flows, network managers 
must also consider how they integrate with 
the existing architecture and whether a 
transparent or tunneling solution works best 
on their networks. 



by Kurt Marko 

Today's hyperconnected world, what 
Yankee Group CEO Emily Green refers to 
as the "Anywhere revolution," proves that 
the founders of Sun Microsystems were 
just a couple decades too premature back 
in 1985 when they coined their mantra 
"the network is the computer." Without 
networks, computers are little more than 
overly complex space heaters — hence the 
drive for network ubiquity fueling the 
growth of wireless, broadband, and enter- 
prise WLANs. 

Despite enormous increases in network 
capacity and performance, providing a 
LAN-like network application experience to 
telecommuters or branch office employees 
is challenging. Furthermore, scaling net- 
works to meet the voracious demands of 
new applications is a Sisyphean task: No 
matter how much bandwidth you throw at 
the problem, it's never enough. 

WAN optimization appliances are an 
increasingly popular way to combat such 
performance and scalability problems. 
Although there are several baseline tech- 
nologies any self-respecting optimization 
vendor must include, there's not a standard 
checklist applicable to all buyers and situa- 
tions. Furthermore, implementation details 
vary widely, meaning seemingly compara- 
ble features may operate and perform quite 
differently in practice. 

Selection Criteria 

Before diving into a technical analysis of 
various optimization products and spec 
sheets, Bojan Simic, president and principal 
analyst at TRAC Research, says buyers 
must first assess their application needs and 
network complexity. "There's no cookie 
cutter for evaluating WAN optimization 
vendors," he says. "The needs of a company 



with tens of thousands of network loca- 
tions and specific enterprise applications 
might be very different than one with 10 
locations, each running [time-sensitive] 
voice and video." 

Burton Group Senior Analyst Eric Siegel 
says WAN optimization requirements can 
be broadly divided into bandwidth-oriented 
goals, in which the cost or difficulty in pro- 
viding adequate throughput is the primary 
concern, and performance-oriented needs, 
where the problem is inadequate network 
application performance. For example, a 
business with dispersed retail outlets may 
find it difficult to get sufficient bandwidth 
in certain locations without using satellite 
links, which, due to orbital round-trip times, 
have very poor latency. Likewise, a remote 
disaster recovery or high-availability site 
might need to regularly transfer substantial 
amounts of data from the main data center, 
stressing even high-speed pipes. 

Although identifying your primary WAN 
deficiencies may be obvious in many cases, 
Simic still advises a thorough analysis of 
network traffic to see which applications are 
soaking up the bandwidth on specific links. 
He cautions that a simple protocol analysis 
isn't enough, because it's likely that 75% of 
the traffic is HTTP. Thus, it's important to 
use tools and seek optimization solutions 
with Layer 7 capability. "Having Layer 7 
visibility allows organizations to identify 
individual applications and apply individual 
rules to them," Simic says. Siegel adds that 
WAN optimization vendors are usually 
more than happy to help potential customers 
characterize their traffic — something that 
smaller enterprises lacking sophisticated 
network logging tools should keep in mind. 

Technology Choices & Architectures 

Identifying the source of WAN perfor- 
mance problems helps narrow the universe 



of potential vendors and solutions. Siegel 
notes that some offer specialized technolo- 
gies tailored to specific applications or 
protocols, such as video streaming or UDP 
(User Datagram Protocol) acceleration. 
Before diving too deeply into the technical 
features, though, he advises looking at 
how the WAN optimizer integrates into 
the rest of your network. Integration is a 
nontrivial issue because WAN optimizers 
typically alter packet headers and payload; 
thus, Siegel advises understanding their 
effects on network transparency, routing, 
and management. 

There are essentially two ways of insert- 
ing WAN optimizers into networks and 
routing traffic through them: a tunnel, 
which encapsulates traffic in a point-to- 
point connection between optimization 
appliances, or a transparent 'bridge,' in 
which the appliance sees and inspects all 
traffic, looking for flows that have been (or 
need to be) optimized. Both methods have 
benefits and drawbacks. Tunneling is a 
straightforward approach that doesn't 
require modifying or tagging packets to 
identify optimizable flows within the over- 
all traffic stream; however, tunnels obscure 
all traffic passing through them to any 
other network service (such as flow moni- 
toring, security policy, QoS inspection, 
etc.). Befitting its name, transparent mode 
optimizers don't obfuscate optimized traf- 
fic but do add tags to the packet header or 



I - Burton Group's Eric Siegel 

data. Unfortunately, Siegel notes that these 
subtle packet modifications can cause cer- 
tain applications or firewalls to fail. 

The WAN topology and total number of 
optimizable links is another key considera- 
I tion when evaluating solutions. Siegel 
notes that the needs of a large enterprise 
using WAN optimization to maximize 
bandwidth in large pipes between major 
data centers in a mesh network are quite 
different from those of one deploying a 
hub-and-spoke topology from one or two 
central facilities out to thousands of 
branch offices or retail sites. 

Next in the evaluation comes understand- 
ing the common optimization technologies 
and how each vendor implements them. The 
most common and safest features are data 
compression, caching, TCP/UDP optimiza- 
tions (such as protocol spoofing and win- 
dow scaling), traffic shaping/QoS, traffic 
equalizing, rate or connection limiting, 
remote file optimizations, and Web content 
acceleration. More aggressive, and thus 



riskier, techniques include data deduplica- 
tion and those targeting specific applica- 
tions, such as Exchange, SharePoint, SQL 
transactions, VoIP, streaming video, or vir- 
tual desktops. 

Optimization can have unpredictable 
effects on application behavior; thus, 
Siegel says any solution must have the 
ability to differentiate groups of network 
flows and create application whitelists and 
blacklists. Techniques can be specifically 



prohibited or, conversely, explicitly 
required by application. 

The goal of the preliminary evaluation 
process is a shortlist of those vendors with 
the best integration and feature set match. 
Given the complexity of WAN optimization 
technology, a paper analysis only takes you 
so far. Siegel stresses that there's no substi- 
tute for hands-on testing. "The safest thing 
to do is just try it," says Siegel. "The ven- 
dors will all loan you the equipment, and 
you'll also discover in the process how 
helpful they are when you have a problem." 

A solution also has to make financial 
sense. The basic calculus involves the cost 
of adding WAN bandwidth vs. that for the 
optimization solution. However, Simic 
advises against a quick fix by just focusing 
on short-term, up-front costs. "You have to 
look to the future," he says. "If adding more 
bandwidth fixes our problems now, is that 
still going to be a solution six months to a 
year from now?" Instead, consider the solu- 
tion's lifecycle TCO. B 



Top Selection Criteria 

For WAN Optimization Solutions 

Between July and September 201 0, TRAC Research conducted an end-user sun/ey to discover the 
key challenges and best practices for managing the delivery of IT services to business users. More 
than 350 organizations across different geographies and industry sectors participated in the sun/ey. 
The majority of them cite improvements in application response times and network throughput as key 
selection criteria when selecting optimization solutions. The key WAN acceleration technologies, 
such as compression, caching, and protocol optimizations, are designed to address these needs. 




Source: "WAN Acceleration Can't Do It All; Organizations Looking For More Advanced Capabilities For WAN Visibility And 
Control"; TRAC Research Market Insight by Bojan Simic; October 2010. 



"The safest thing to do is just try 
[hands-on testing]. The vendors will all 
loan you the equipment, and you'll also 
discover in the process how helpful 
they are when you have a problem." 
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Enterprise Email 

If your enterprise is lil<e most, email 
can be a constant frustration. Here are 
some tips for boosting security, planning 
for storage, and troublesfiooting other 
common problems. 



Securing Enterprise Email | 24 

■ These days, a large percentage of 
business is conducted over email. So 
how can you effectively and efficiently 
boost your email security? 



Resolve Email Storage 
Concerns | 26 

■ The growth in enterprise email 
brings with it time lost in sorting 
through emails, in addition to taking 
up valuable storage space. Here is a 
look at what you can do to keep email 
storage in check. 



Nip Email Problems 
In The Bud | 26 

■ Troubleshooting email problems 
in enterprise systems can be a full- 
time job, but here are some common 
problems and suggestions for how to 
solve them. 



Enterprise Email: 
Hosted Or In-House? 



28 



■ Running a complete email system 
can be complex and expensive, so 
many IT departments are choosing 
hosted email solutions. But is hosting 
email a slam dunk when compared 
with running email in-house? As 
usual, the answer is more complex 
than at first blush. 



Securing Enterprise Email 

The Right Tools & A Little Extra Effort Can Tighten Security Immeasurably 



by Chris A. MacKinnon 

These days, a large percentage of busi- 
ness is conducted over email; as such, 
securing email has become a critical part 
of the overall security strategy for organi- 
zations of any size. In fact. Magi Diego, 
global product marketing manager at 
Trend Micro (www.trendmicro.com), 
says email security is more important 
now for enterprises than it ever has been 
before. Diego says this is because the 
volume of email is the highest it's ever 
been, with unwanted and malicious email 
comprising between 90 and 97% of all 
email being sent to enterprises. So how 
can you effectively and efficiently boost 
your email security? 

Boost It Up 

Scott Cressman, product manager of 
gateway email security and data protection 
at Sophos (www.sophos.com), says IT and 
data center managers can boost email secu- 
rity by first understanding their business 
processes. "Business processes must be 
mapped to policies, which allow employees 
to do their jobs in a secure way," Cressman 
says. "It's easy to enforce a standard set of 
policies for email that generally stops spam 
and viruses, but that's just the start." He 
says it's also important to understand the 
needs of different groups of users in your 
organization that may need to send out sen- 
sitive information without being blocked. 

According to Diego, IT and data center 
managers should treat email security as 
not just an annoyance, but the first layer of 
security in a targeted attack. "IT and data 
center managers should be educated on 
how the threat landscape has changed and 
on how to put best security practices into 
place," she says. "They can boost email 
security by having a comprehensive gate- 
way security solution that checks Web 
reputation of embedded URL links as well 
as having layered antispam and anti-mal- 
ware email security." 

Diego adds that IT and data center man- 
agers can outsource spam protection by hav- 
ing a hosted email security service managed 
by email security specialists and threat 
experts that set policies and settings in real 
time to remove spam and malicious email 
hnks before it is delivered to the business. 

Joe Fisher, senior vice president of 
product and solutions marketing at Axway 
(www.axway.com), says management 
should ensure that they have the frame- 
work, engine, and policy infrastructure in 
place that will allow them to handle both 
today's business challenges and tomor- 
row's. Fisher explains, "First, they need to 
be able to handle spam, viruses, and 
denial-of-service attacks today, but they 




Key Points 



Email security can be fortified by imple- 
menting a comprehensive gateway security 
solution along with a layered antispam and 
anti-malware solution. 

Criminal gangs are not imaginary; serious 
money is being made behind malicious 
email activity, so enterprises should not 
underestimate cybercriminals and the 
threats they pose. 

Simplifying your environment, your policies, 
and your email security solution will simpli- 
fy the monitoring, enforcement, and com- 
munication of your security policies. 




also need to be ready for merger-and- 
acquisition events that may demand that 
they implement a new policy on the fly." 

Secondly, Fisher says, management 
should think about defense in-depth and 
ask themselves, "Where's the best place to 
solve this problem? Is it in the cloud, 
where you can stop threats before they 
reach the network? Is it in the DMZ 
(demilitarized zone), where you can cut 
IP-level traffic off through simple, unob- 
trusive directory lookup? Or is it deep in 
the innards of the organization, where the 
most sensitive information is kept?" 

Biggest Issues ' 

When it comes to the biggest challenges 
that managers need to consider, Cressman 
says data security tops the list. "As each 
organization has a different opinion on 
what they consider sensitive data, this is 
the most difficult challenge to solve — 
more so than stopping spam or malware," 
Cressman says. "It can be very expensive 
and time-consuming to implement effec- 
tive solutions, but it's a problem that orga- 
nizations are no longer able to ignore 
given the maturation of compliance regu- 
lations and emergence of very public 
incidents of data loss that damage an orga- 
nization' s reputation and bottom line." 
Cressman adds that the tools to address 
data security problems are still maturing, 
but they are must-have features in today's 
email security solutions. 

Trend Micro's Diego says there are also 
criminal gangs and serious money being 
made behind malicious email activity. She 
says cybercrime is a real industry, and 
companies need to take it seriously. 
"Businesses need to be aware of how tar- 
geted and serious these emails are and 
address them," she says. "They also need 
to decide if they should move to the cloud 
or not. One big challenge for companies is 
deciding whether they can let a security 
vendor scrub their email and support host- 
ed email security." 

In Diego's opinion, there are more and 
more benefits to moving email to the 



cloud. "The biggest concern for compa- 
nies moving their email to the cloud is 
privacy, and that's not an issue with the 
way security vendors have architected 
their solutions," she says. "If companies 
don't move to the cloud, then they'll be 
challenged with consistently adding hard- 
ware and resources to manage the gate- 
way because mail volume will increase 
over time." 

Sifting Solutions 

When enterprises have a plethora of 
email security solutions to choose from, 
how can they find the best fit for their 
organization? In Fisher's opinion, enter- 
prises need to be "thinking holistically 
about the problem set." He adds, "What is 
best going to serve the business, both 
today and in the future? What you don't 
want to do is roll out a solution that solves 
the problem yet demands that every month 
you have to reinvest in it. Does the solu- 
tion meet your security profile? Does it 
have the right certifications from a FIPS 
standpoint? Is that important? Are they 
using the right encryption algorithms for 
securing the data?" 

Cressman says when it comes down to 
it, enterprises must simplify things as 
much as possible. He says if data centers 
have an environment made up of all kinds 
of special cases, exceptions, and complex 
requirements, they may already have a 
problem. "The simpler you keep your 
environment, your policies, and your 
email security solution, the easier it will 
be to monitor, enforce, and communicate 
your security policies," he notes. "By 
doing so, such teams will be more suc- 
cessful in keeping the threats out and the 
sensitive data in and will spend far less 
time and money on clean-up or plugging 
security holes." 

Cressman concludes, "In the end, email 
security is just a part of your overall secu- 
rity strategy, and anything IT and business 
executives can do to enforce more consis- 
tent and effective security policies is 
strongly encouraged." 



Top Tip: Educate Users On Email-Borne Tlireats 

According to Magi Diego, global product marketing manager at Trend Micro (www.trendmicro.com), 
threats today encompass many different aspects. "An email with an embedded link can take some- 
one to a legitimate page that redirects the user to a malware page that serves the user an infected 
file," Diego says. 'This file infects their computer and then sends an email out to all their contacts in 
their email address book trying to infect them." 

Spam has increased to such a high number because there is a network of spam bots, run by cyber- 
criminal gangs that send out the vast majority of all spam emails. One of the easiest things you can do 
to defend your company is to educate your users on what to look for in emails that may be question- 
able or malicious. Users should be trained to not click suspicious links or give out personal information. 
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Resolve Email Storage Concerns 

What SMEs Can Do To Take Control Of Rapidly Growing Inboxes 



by Phil Britt 

Email is the lifeblood for many enter- 
prises, but as the communications continue 
to grow, they carry with them an increasing 
amount of challenges in terms of storage, 
security, and the risk of spam and other 
malware. Experts agree that the centerpiece 
of handling these burgeoning issues is to 
put in place a strategy for email manage- 
ment that centralizes administrative control 
of email policies regarding file size, stor- 
age, and malware prevention. 

"Email volumes are increasing rapidly, 
as is the size of the emails themselves," 
says Barry Gill, enterprise consultant for 
Mimecast (www.mimecast.com). "The pri- 
mary messaging infrastructure is Microsoft 
Exchange, which was designed with low 
volume and message sizes in mind." 

That is no longer the case: Just a few 
years ago, the average email size was 1KB; 
it's now 250KB, with those including mul- 
timedia several factors larger, according to 
Gill. This growth brings with it time lost in 
sorting through emails, in addition to tak- 
ing up valuable storage space. Here is a 
look at what you can do to keep email stor- 
age in check. 

Controlling Growth 

Experts recommend several steps to reign 
in email growth. For starters, unwanted 



Key Points 



• Email volume and size are rising at a 
rapid pace, but there are several steps 
that enterprises can use to rein in some of 
the growth. 

• Cloud storage is providing help for some 
enterprises, but the rate of email recovery, 
security, and control should all be 
weighed when and if considering cloud- 
based solutions. 

• PST files present their own challenges for 
IT administrators if there is no central 
enterprise control for email. 



emails such as spam should be filtered 
out at the outset, eliminating the need to 
store or even read them. To protect against 
false positives, which result in important 
emails going to a junk folder. Gill recom- 
mends a two-filter system in which the 
primary filter blocks known spam and 
malware while the secondary one conducts 
a deeper packet inspection before making 
the decision. 

Gavin Mines, president and CEO of 
Avansic (www.avansic.com), recommends 
that firms use retention storage strategies 
to determine which emails to delete imme- 
diately, which to keep, and how long to 



keep them. Retention management should 
be combined with content management so 
that attachments as well as emails are 
retained no longer than necessary. 

Brian Curry, vice president of product 
and business strategy for Yousendit (www 
.yousendit.com), recommends that enter- 
prises drive down storage needs by separat- 
ing emails from attachments. "Ninety-eight 
percent of the bits are from the attach- 
ments," Curry says. "Email was never 
designed to work that way." 

By separating the attachment delivery, 
the enterprise can easily track and store 
the critical email information while stor- 
ing the attachments themselves in the 
cloud with a predefined deletion date 
(which the enterprise can adjust for differ- 
ent documents). 

Cloud Considerations 

Malware threats are another grow- 
ing concern as hackers become more cre- 
ative in how they infect user systems. 
Curry says, so an increasing amount of 
companies are going to cloud-based ser- 
vices to manage security for email and 
other applications. 

Mines suggests that following the rec- 
ommended steps will enable enterprises to 
keep email in-house where it is more 
accessible for e-discovery needs. Putting a 
company's email in the cloud adds risk, he 



says, because cloud providers don't have 
the same vested interest in recovering all 
necessary email documents in a timely 
manner for an e-discovery case. 

On the other hand. Gill says the 
providers are under certain perfor- 
mance contracts — complete with non- 
performance penalties — to meet clients' 
needs in those situations, so therefore, 
placing email in the cloud with a 
qualified vendor does not have the 
latency that Mines fears. (For more 
information on deciding between a 
hosted or in-house email solution, see 
"Enterprise Email: Hosted Or In- 
House?" on page 28.) 

Matthew Covington, senior director 
of product management for Smith 
Micro (www.smithmicro.com), adds 
that the email administrator should 
have a dashboard that enables him to 
set and enforce email standards such as 
file size, how emails interact with cloud 
storage systems, and other company 
rules and policies. 

Need For Speed 

Whether in the cloud or in-house, 
speed to access specific emails is more 
of an issue today than ever before, says 
Sina Miri, manager of product man- 
agement and SaaS architect at Cisco 
(www.cisco.com). 



Nip Email Problems In The Bud 

Troubleshooting Solutions To Common Email Grievances 



by Holly Dolezalek 

Few applications are more visible than 
email, and when it goes down or isn't per- 
forming, everybody notices. Troubleshoo- 
ting email problems in enterprise systems 
can be a full-time job, but here are some 
common problems and suggestions for how 
to solve them. 

Users Can't Send Email Messages 

Sometimes, this is an individual problem. 
If it's only one user, is he only unable to 
send messages to one recipient, or to any 
recipient? If only one recipient, did he 
check the spelling of the address? Was the 
attachment too large for the system to han- 
dle? If he got a nondelivery message from 
the system, did he actually read it? 

When it's many users, check to see 
whether the email client is connecting with 
the server. "Try to ping the server with an 
IP address and network name," says Prasad 
Natu, vice president and delivery head for 
managed services at ITC Infotech (www 
.itcinfotech.com). "If you are not able to 
ping a mail server from a user machine, 
then it can be a network issue." 

Check the queue to see whether a mes- 
sage with a too-large attachment is holding 
all other messages up. "Most messaging 
systems can't handle more than about 15 
megs, but users often assume that because 



Key Points 



• Monitor your email queue for problem 
messages, pile-ups, and capacity issues. 
This will help you spot problems before 
they bring down the system. 

• Spam filters protect you from a lot of email 
problems, but keep in mind that randomly 
generated messages won't have valid 
email addresses and can cause problems 
for your email server even when the spam 
filter is working correctly. 

• Be proactive: Update spam filters and 
antivirus software with the latest signa- 
tures, monitor user inboxes, and watch the 
email server's capacity. IVIany email prob- 
lems only come after a long period of 
neglect of one or many of these factors. 



the client let them send it, it went out," says 
Mark Gilmore, president and co-founder of 
Wired Integrations (www.wiredint.com). 
"In cases like this, you'll have to search the 
queue and delete the message. Keep in 
mind, too, that the message may be there 
multiple times because the user tried to 
send it repeatedly." 

What if the attachment is smaller than the 
system's size limit? Natu notes that some- 
times sending the message puts it over the 
limit. "Once a user has sent the message. 



the message size could increase up to 33% 
to add system information," he says. 

More rarely, spam filters are the culprit. 
The recipient's spam filter may be reacting 
to a mismatch in the DNS or other issues 
that cause spam filters to reject traffic from 
a given server. "That doesn't happen as 
often as it used to because many companies 
have shifted to antispam service providers, 
and the service provider does trusted deliv- 
ery for the client," Gilmore says. 

Users Can't Receive Email Messages 

If a user complains of being unable to 
receive mail, you should again check to see 
whether it's just that user or many experi- 
encing difficulties. Occasionally, the prob- 
lem turns out to be a spam filter. Software 
spam filters may have settings that rule out 
certain messages, such as a ceiling for how 
large a message can be that's lower than 
the system's attachment size limit. 

Spam filters are also a likely culprit if 
it turns out that the user can't receive 
messages only from a particular domain 
or company. Natu suggests checking 
whether the server is registered with the 
RBL (Real-time Blackhole List), and if it 
is, temporarily whitelisting the server. "The 
administrator should also advise the remote 
server administrator to 'delist' his server on 
the RBL Web sites," Natu says. "Once the 
server is out of RBL, the administrator 



should remove the IP address from the 
whitelist, as adding to the whitelist can 
help spammers send more spam." 

Checking the message queue can show 
you whether the system is busy with a 
large amount of inbound traffic and if your 
system might be undergoing a spam 
attack. When spammers send vast num- 
bers of emails to a domain, hoping to hit 
on a correct address, the server still has to 
deal with all the emails that don't have a 
valid address. "You have to deal with all 
that spam that isn't going to a valid 
address," says Paul Wood, MessageLabs 
Intelligence senior analyst for Symantec 
(www.symantec.com). "Companies will 
sometimes see that the spam filter is work- 
ing, but something is causing bandwidth to 
get eaten up and the server to move slow- 
ly. So they put more money into band- 
width or throw more hard disks at the 
problem without realizing that the problem 
is all these messages bouncing around that 
aren't addressed to valid addresses." 

Performance Problems 

That leads to another category of trou- 
bleshooting: performance problems. 
What looks like a traffic or connectivity 
problem can be a capacity problem. 
Check your disk capacity and make sure 
that someone's inbox hasn't grown to a 
problematic size. Consider your email 
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"Email has become mis- 
sion-critical," Miri says. 
"Companies want sub-one 
second return time for [non- 
archived] email, so they are 
going to faster and faster 
storage devices and disks for 
faster back-end performance." 

However, the more email 
grows despite any email reduc- 
tion strategies, the less likely it 
is that the enterprise can absorb 
the expense of malware protection 
upgrades and storage equipment, 
according to Miri, who recommends 
that firms consider email hosting 
solutions as their needs grow. 

Miri further recommends that enter- 
prises use content management systems 
within email to eliminate duplicate files, 
using a data retention policy to deter- 
mine what files to retain and how long to 
retain them. Miri adds that switching 
from streaming backups to VSS (Volume 
Shadow Copy Service)-based "snap" 
backup technology enables enterprises to 
back up email files more quickly. 

Backup Issues 

David Hunt, CEO of C2C (www.c2c 
.com), says that enterprises can save 
costs by centralizing email management 
and storage. Otherwise, individuals 
quickly reach their email capacity limits, 
so they create their own individual PST 
repositories, which create backup and 
storage headaches. 

"Sixty to 65% of email users have 
PST files," Hunt says. "Going into a 
company with 1,000 [email] users and 
finding each one with five to 10 PST 
files is not uncommon." 




There are two basic problems with the 
files, according to Hunt: The files them- 
selves are hidden from standard company 
technology, and PST files are easily cor- 
rupted, meaning they're not doing any good 
for the user, even if the archives are neces- 
sary in the future. 

Hunt recommends using an application 
that not only locates PST files throughout 
the enterprise, but also enables the data 
manager to determine the best storage 
method, enabling them to eliminate un- 
needed files and to put others on lower-cost 
storage media. Ill 



Top Tip: Upgrade Exchange 

Lee Dumas, director of architecture for Azaleos (www.azaleos.com), says upgrading to the latest 
version of IVIicrosoft Excfiange enables companies to use larger mailboxes and to use lower-cost 
SATA drives for email storage. The newest version also enables companies that want a hybrid 
approach to mix on-premises and cloud-based email solutions. Configuration options in Exchange 
also provide administrators with greater email control. 
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server or remote server's capacity, too. If 
a message has been delayed significant- 
ly, that message's header can be a good 
diagnostic, Natu says. "From the time 
stamp, the administrator can determine 
the server where the message got 
delayed," he says. "If the server where 
the message got delayed is internal, 
make sure the performance of the server 
is OK during peak hours." But don't 
assume that a delay means a problem. 
Occasionally, messages come in during a 
scheduled outage or maintenance period. 

On Exchange servers in particular, 
performance problems or stoppages 
might come from the logging system. 
"In Exchange, you set an amount of 
disk space for logs," Gilmore explains. 
"But if the logs don't get cleaned out 
and that space gets filled to capacity, 
the system stops the server once the 
logs can't track anymore." 

Remember, too, that sometimes what 
seems to be an email problem is actual- 
ly a symptom of another problem alto- 
gether. If normal methods don't resolve 



Top Tip: Establisli Policies 



Email usage policies are another good way to prevent problems before they happen, says Mark 
Gilmore, president and co-founder of Wired Integrations (www.wiredint.com). By spelling out rules 
about what to do and what not to do with email, IT managers can help users avoid creating entirely 
preventable problems. Policies should cover message forwarding, attachments, nondelivery mes- 
sages, and other guidelines. "The majority of email problems are caused by performance issues 
and by users doing things that they shouldn't," Gilmore says. 



performance problems, check the health of 
applications that regularly interact with 
email, Gilmore suggests. "You might actu- 
ally be having issues with your Active 
Directory servers, which control active 
logon, that cause problems with Exchange 
because they're tied together," he says. 

Be Proactive 

One great way to troubleshoot problems 
is to prevent them from happening at 
all. Regularly clean up disk space on 
the email server and keep an eye on any 
user mailboxes that are getting too large. 
Monitor the message queue for too-large 
or simply large messages; freezing those 



messages to let smaller ones go through 
will improve performance. 

Natu suggests keeping up on regular 
updates, too. "Keep checking to see if the 
company's sender servers are in any RBL," 
he says. "If you update the PTR and SPX 
records for the sender server, this will 
increase the reputation of the SMTP sender 
servers and decrease the chances of the 
sender server being added into the RBL." 

Check your spam filters, too, he says. 
"Make sure the spam filters and the 
antivirus solutions are updated with the lat- 
est signature," Natu notes. "And continual- 
ly monitor the antispam rules to reduce 
false positives." □ 
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I Virtualization Lagging, Says Gartner 

Although the vast majority of enterprises 
have a virtualization program underway, at 
the end of this year, only about 25% of all 
server workloads will be virtual, according to 
Gartner researchers. And while many IT 
managers claim to have virtualized their 
servers, they have not planned for the growth 
of virtualization that's expected. A Gartner 
spokesperson notes that the "next big thing" 
will be the automation of the composition and 
management of those virtualized resources. 
Gartner estimates that 80 to 90% of server 
capacity is underutilized and that virtualiza- 
tion is good for more than just saving money: 
Some organizations find that such programs 
result in faster deployments, reduced down- 
time, and other benefits. 

I Tech Employment Holds Steady 

Overall employment dropped between 
2008 and 2009, but employment in the 
technology sector — including those jobs 
associated with computers and mathemat- 
ics — held steady, according to the U.S. 
Census Bureau's recently released Amer- 
ican Community Survey. About 3.5 million 
people were employed in tech jobs last 
year. New Hampshire, the District of 
Columbia, and Tennessee showed the 
steepest declines (all at about -3%), while 
Colorado, North Carolina, and Kentucky all 
showed gains of about 2%. North Dakota 
lost the greatest percentage of tech jobs 
(-33%), while West Virginia showed the 
greatest gain (almost 31%). 

I Study: Network Outages 
Cost $1.7 Billion In 2009 

IT vendor CDW estimates that U.S. business- 
es suffered at least $1 .7 billion in lost profits 
last year because of network outages and the 
resulting disruptions in productivity. The com- 
pany polled 200 IT decision makers working 
in medium-sized and large businesses and 
found that nearly all — 97% — suspect that out- 
ages hurt their businesses in the past year. 
A quarter reported outages of four hours or 
longer since July 2009. More than 80% be- 
lieve their IT resources could weather such 
disruptions and maintain operational continu- 
ity during unreliable network conditions. 
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I IT Health Contracts Handed Out 

The United States Social Security Admin- 
istration has picked four prime contractors as 
part of the Information Technology Support 
Services Contract, which will be used to 
amass a diverse array of health-related IT 
development and modernization services 
aimed at least in part at operating EHR (elec- 
tronic health record) systems used to process 
disability benefits applications. The contrac- 
tors include Accenture, Computer Sciences, 
Northrop Grumman, and Lockheed Martin. 
The ITSSC has an aggregate ceiling valued at 
$2.8 billion and includes a one-year base peri- 
od and six more one-year options. The Social 
Security Administration's move toward using 
more modern technologies and electronic pro- 
cessing is motivated by the fact it will be faster 
and easier to move records related to disabili- 
ty applicants through the process. 
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Enterprise Email : 
Hosted Or In-House? 

Compare Both Sides To Make An Informed Decision 



by Sixto Ortiz Jr. 

• urn 

Email is undoubtedly the most widely 
used technology today. Technologies such 
as texting and instant messaging may be 
gaining traction, but email still reigns 
supreme as IT's ultimate killer app. Thus, 
providing a reUable email service is one of 
the IT department's most important roles. 

Email systems can be quite complex: 
Beyond the hardware and software needed 
for email itself, there are other ancillary 
applications that are also important parts 
of the overall email system, including 
spam and malware filters, backup and 
archiving hardware and software, and cat- 
aloguing solutions. 



Key Points 



Hosted email services are often a good 
clioice for smaller companies that lack 
access to necessary infrastructure 
or expertise. 

Larger companies or companies that 
require highly customized email sys- 
tems might do better with an in-house 
email solution. 

An email system decision must be 
made that makes business sense for 
the organization and supports overall 
organizational goals. 



Running a complete email system can be 
complex and expensive, so many IT depart- 
ments are choosing hosted email solutions. 
But is hosting email a slam dunk when 
compared with running email in-house? As 
usual, the answer is more complex than at 
first blush. 

The Case For Hosted 

An obvious reason why a hosted email 
solution may make sense is cost. An email 
system, along with all the associated soft- 
ware, hardware, and anti-malware solutions, 
usually requires an extensive capital invest- 
ment. Additionally, an organization must 
contend with ongoing maintenance and 
upgrade expenses as well as staff personnel 
able to work with the system. 

Josh Jones, CEO and co-founder of Web 
hosting service DreamHost (www. dream 
host.com), says there are thousands of ser- 
vices that will host email either free of 
charge or for as little as $20 per month. 
For example, he adds, Google's Gmail 
allows organizations to set up email for all 
employees at the organization's own 
domain name for free. 

Cost savings should not be the main 
driver for choosing between a hosted or 
in-house email solution, however. John 
Stanners, senior vice president at Gordano 
(www.gordano.com), says even though 
there is a perceived advantage when compa- 
nies move corporate software requirements 
to the cloud, this may not make sense for 
some companies, particularly larger enter- 
prises. Gordano says hosted messaging 
solutions are much more appropriate for 
small companies, where there is a lack of 



technical expertise in-house and the costs 
for in-house hardware are disproportionate 
to the small number of users. 

A hosted email solution also makes sense 
from the standpoint of staffing considera- 
tions, says James Bond, vice president of 
product and software development at 
Apptix (www.apptix.com). When an orga- 
nization turns to a hosted email solution, he 
adds, it frees up IT staff from the arduous 
task of managing an email system, eUminat- 
ing routine maintenance, daily database 
backups, keeping antivirus and antispam 
systems current, etc. These tasks now 
become the email host's problem, so IT 
staff can be used for other projects with 
business value to the organization. 

Reliability is another reason why host- 
ing email may be a sound idea, says 
DreamHost' s Jones, who adds that a host- 
ed email provider is going to have a com- 
pletely redundant email setup all the way 
down the line and people on staff dedicated 
solely to the management and protection of 
email systems. On the flipside, however, a 
hosted solution is more likely to get tem- 
porarily blocked from other providers if 
some of its customers start spamming. 
Running an outgoing email server in-house 
means the organization will most likely not 
get blocked for spamming. 

The Case For In-House 

Even though choosing a hosted email 
solution may make lots of sense for one 
organization, choosing an in-house email 
system may be the only choice for another, 
especially if it is a larger business. 

Alan Silverman, practice leader for the 
Advanced Systems group at Atrion 
Networking (www.atrion.net), says a host- 
ed email solution is not a viable alternative 
for midsized companies that have internal 
systems integrated with email. "We have 
found that CRM integrations, unified 
voice and presence solutions, as well as 
on-premises SharePoint solutions have 
necessitated an onsite email solution," 
Silverman says. Because the onsite solu- 
tion is the most customizable option, a 
company gains efficiencies that outweigh 
the benefits of a hosted solution. 

When email is outsourced to a hosted 
email solution, so is control of the system. 
For example, says Marcus Farmer, direc- 
tor of networking and systems at InlOsity 
(www.inlOsity.net), an organization has 
no direct control of the mail server at a 
hosted solution if the mail IP is suddenly 
blacklisted. Also, he says, personnel have 
limited or no ability to troubleshoot email 
issues, and network outages are out of the 
hands of the organization, which is at the 
mercy of the provider to get things back in 
order. Additionally, a hosted email solu- 
tion may not have all of the features 
required by the business. 

Gordano' s Stanners says that when an 
organization utilizes a hosted solution, it is 
giving complete control of its data to a third 
party. This third party becomes solely 
responsible for data integrity and message 
delivery, so any deUvery problems that arise 
must be resolved by the third party. 




Stanners adds that there 
are issues with the confiden- 
tiality of data stored on 
servers belonging to third 
parties, so SMEs should 
make sure that there are 
guarantees provided by the 
third party that ensure data 
is encrypted and unreadable 
by someone with physical 
access to the server. And, he 
warns, many hosted solu- 
tions also share hardware 
between customers, so the 
possibility of another cus- 
tomer accessing potentially 
critical business intelligence 
must be considered. 

Other Considerations 

When it comes to choos- 
ing between a hosted or in- 
house email system, there is 
no right or wrong answer, 
says Vaclav Vincalek, presi- 
dent at Pacific Coast Infor- 
mation Systems (www.pcis 
.com). When choosing be- 
tween hosted and in-house 
email solutions, organiza- 
tions should consider the 
size of the company, the 
number of systems to be integrated with the 
messaging systems, and user provisioning 
and authentication, as well as legal require- 
ments such as data retention, backups, and 
physical location of the data. 

Oftentimes, the decision comes down to 
whether an organization already has a high- 
ly reliable data center for all its systems, 
says Paul Cunningham, technical consultant 
for ExchangeServerPro.com. If it does, he 
says, the email system can be hosted in- 
house with that same level of reliability. On 
the other hand, if the company doesn't have 
this infrastructure, then an externally hosted 
system makes sense because of email's 
importance to the business. 




Organizations considering a hosted 
solution should also take a look at their 
email integration points for other sys- 
tems and workflows and ensure that the 
external system provides continued com- 
patibility for them, Cunningham says, 
adding that organizations should ensure 
that the provider meets security and/or 
retention standards they may be required 
to comply with. Finally, IT personnel 
must ensure that their Internet connec- 
tion has sufficient capacity to deal with 
all the user connections to the email 
server and understand the migration 
process for moving to and out of the 
hosted solution. 



Top Tip: Remember Legal Considerations 

Before deciding on a hosted vs. in-house email solution, organizations must think about legal 
requirements. Regulations such as Sarbanes-Oxley and HIPAA have strict requirements when it 
comes to email backup, retention, and overall usage. For example, says John Stanners, senior 
vice president at Gordano (www.gordano.com), organizations considering a hosted solution 
should ensure that the provider guarantees an email retention period that is long enough to meet 
regulatory requirements. Also, he adds, e-discovery and legal hold requirements must be consid- 
ered and addressed with the hosted email provider. 
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Superior Security 

Arcot's A-OK On-Demand Service 

Provides Cloud-Based Security That's IVIore Than Just OK 



by Robyn Weisman 

Since its founding in 1997, Sunnyvale, 
Calif., -based Arcot Systems has designed 
a wide range of authentication, fraud pre- 
vention, and security solutions that are 
being used by more than 12,000 banks and 
financial institutions, in addition to its 
other customers. It co-invented the 3D 
Secure protocol for online payment securi- 
ty with Visa that is currently used by Visa, 
MasterCard, and JCB J/Secure in their 
cardholder authentication programs. 

"Our goal has always been to make peo- 
ple secure, while making it easy and conve- 
nient for end users. The intellectual property 




Arcot 



® 



that we have developed continues to support 
those goals," says Sanjay Vyas, vice presi- 
dent and general manager of cloud services 
at Arcot (www.arcot.com), which was 
recently acquired by CA Technologies. 

Arcot's cloud-based offering, its A-OK 
On-Demand service, played a huge role 
in CA's decision to buy the company. 
Through its multitenant architecture, A- 
OK On-Demand provides users with the 
same security and reliability of its on- 
premises solutions in a pay-as-you-go sub- 
scription model. SMEs that may have 
found Arcot's offerings too pricey in the 
past now can leverage that same level of 
security and peace of mind for a fraction 
of the cost and IT resources that they 
would require for an in-house equivalent. 

One-Stop Authentication 

Vyas explains that the move to cloud- 
based applications and services is one of 
the biggest trends in IT, no matter the size 
of the organization. "IT managers at enter- 
prises no longer have the control they used 
to have over their resources because [their 
employees] are using Salesforce.com, 
Google Apps, and other forms of SaaS 
that are out in the cloud," he says. "A data 
center manager has no way to directly 
secure these applications, and he has to 
find a way to protect them with something 
more than just a username and password." 

A-OK On-Demand enables end users to 
hop from one Web-based application to 
another with a single login, which elimi- 
nates the headache of expecting users to 
memorize multiple passwords. More impor- 
tantly, A-OK makes sure the same strong 
authentication credential runs inside the 
enterprise and across the cloud by adding a 
transparent layer of security to the authenti- 
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cation process without the 
need for tokens or other 
hardware. 

"The single sign-on 
means the user doesn't 
have to know the differ- 
ence between a cloud 
app and an app within 
the enterprise," Vyas 
says. "When he or she 
logs onto Google Apps, 
the A-OK On-Demand 
service redirects him or 
her back to Arcot for 
identity validation. 
Behind the scenes A-OK 
is doing a sophisticated 
exchange of PKI keys to ensure that [the 
right person] is presenting the password." 

Vyas says the beauty of A-OK On- 
Demand lies in its ability to perform two- 
factor authentication with cloud-based 
software, where the end user can log in 
seamlessly with a single sign-on name and 
password. "Once he or she is ready to 
leave Google Apps to go on to the next 
application, he or she just points to that 
application's URL without having to log 
in again because A-OK On-Demand is 
protecting it, as well," he explains. 

Internal & Peer-Reviewed 
Security Differentiators 

According to Vyas, A-OK On-Demand 
is unique for successfully incorporating 
strong authentication and fraud prevention 
technologies in a single cloud-based ser- 
vice. Its competitors offer strong authenti- 
cation functionality but don't provide risk 
assessment or fraud prevention capabilities. 

Moreover, Arcot uses peer-reviewed, 
open standards-based technologies in 
all of its products, including A-OK On- 
Demand. "Luminaries in the field of cryp- 
tography — including Taher Elgamal, the 
father of DSS (Digital Signature Stan- 
dard), and Martin Hellman at Stanford, 
who is professor of management and [co- 
inventor] of PKI — have reviewed our 
solution and have made public statements 
that it is highly secure." 

Finally Arcot hosts and controls the 
data centers where A-OK On-Demand' s 
core technologies are run. "Our data cen- 
ters are not colocation facilities or out- 
sourced hosting centers," Vyas says. "We 
have our own operations team, so when a 
customer of ours asks where his data is 
going to be and who can access it, he gets 
assurance that only Arcot employees have 
access. We can even name these individu- 
als if we need to." 

Vyas adds that Arcot's data centers 
meet the SAS 70 auditing standard and the 
American Institute of Certified Public 
Accountants certification requirements, 
two of the highest levels of certification 
available. "Our highly secured PCI DSS- 
compliant data center is at the highest 
level possible for commercial-grade appli- 
cations," he says. 

Multitenant Architecture 
Makes The Difference 

Despite its power, A-OK On-Demand 
lets you control it via a browser. At its 
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With A-OK On-Demand's single sign-on functionality and two-factor 
auttientication, users only need to remember one username and password. 



dashboard, you can access reports and set 
policies with ease, based on whatever 
attributes you wish. "You can run a report 
that says how many people logged in with 
an IP address that traces back to Europe, 
set policies that set a three-strike rule 
for incorrect passwords, or set password 
policies that require your PIN to be a min- 
imum of eight characters with special 
characters and at least one upper-case let- 
ter," Vyas says, citing a few examples. 

Vyas adds that A-OK On-Demand's 
multitenant architecture, which has dri- 
ven the company's products since 2002, 
drives the economies of scale in the cloud 
that allow for its granular scalability. 
"Multitenancy is the single most impor- 
tant reason why a SaaS service [such as 
A-OK On-Demand] is better than an on- 
premises one," Vyas says. "If one cus- 
tomer requests a bug fix or we update a 
security feature, all of our customers get 
those immediately." 

And if you want to get bulk pricing for 
1,000 seats, but you need to bill each of 
your 15 divisions separately to monitor 
costs within each one, Arcot can do that 
through multitenancy. "A-OK On- 
Demand's ROI is a slam dunk because 
we bill based on [the number of] users, 
not a fixed amount over, say, three 
years," Vyas says. "And if you're facing 
a round of cost-cutting, [where you're 
cutting] 75 employees, that matters a lot 
to a CFO." 

Argot Systems A-OK 
On- Demand Service 



(408) 969-6100 
www.arcot.com 

• Description: A pay-as-you-go, cloud- 
based, multitenant authentication 
service that provides users with single 
sign-on functionality and robust fraud- 
prevention capabilities. 

• Interesting Fact: Arcot Systems is 
named after the Indian locality of Arcot, 
which was famous for its massive fortress 
that neither the British nor the French 
could destroy. In a nod to its namesake, 
many of the component products Arcot 
Systems offers have names that end in 
"Fort," including RiskFort Web Fraud 
Detection and WebFort Versatile Authen- 
tication Server. 



I Server Chip Market Slowing 

IT departments went on a bit of a spree dur- 
ing the respite from the recession, refresh- 
ing their equipment after a long drought of 
funding. Now, analysts say, spending could 
slow down for servers and the processors 
powering them. Ticonderoga Securities 
analyst Apurva Patel notes that many buy- 
ers are taking a wait-and-see approach in 
response to confusion over server vendors' 
product lineups going forward. And, while 
there's no confirmation yet that server num- 
bers will decline, Patel says, it's reasonable 
to expect that the market will soften. 

I E-book Piracy On The Rise 

A new survey from Attributor, a book piracy 
awareness firm, found a 20% increase in 
pirated e-book demand since the iPad 
launched and a 54% increase in demand 
since August 2009. The survey, which used 
Google to acquire its data, showed a 50% 
increase in online searches for pirated 
e-books over the past year, which amounts 
to between 1 .5 and 3 million Google queries 
per day. The survey also found that, while 
piracy is an international problem, the 
biggest offenders are the United States 
and India, which both accounted for 11% 
of the piracy searches. Mexico ranked third 
with 5%. 




I Research Shows Majority 
Of Tweets Go Largely Unnoticed 

Analytics company Sysomos has revealed 
the results of its Twitter study in which the 
research firm examined 1.2 billion mes- 
sages over a two-month period last year, 
and according to Sysomos, 71% of 
all tweets get ignored. Of those that do 
generate some response, just 6% are 
retweeted, and a vast majority of those 
(92%) occur in the first hour after the 
original posting. Likewise, 96.9% of all 
©replies are posted within an hour of the 
original tweet. The study also revealed 
that 85% of tweets that garner replies only 
get one reply, 10.7% of the replied-to mes- 
sages get two replies, and 1 .53% of them 
stir three replies. 

I AT&T To Create 
Multiple Innovation Centers 

AT&T announced its plans to build three 
new innovation centers, one each in 
California, Texas, and Israel. These loca- 
tions will serve as R&D centers intended to 
accelerate the process of moving an idea to 
market. AT&T is partnering with Alcatel- 
Lucent, Juniper Networks, Cisco, Ericsson, 
and Amdocs in hopes of bringing a variety 
of products to consumers. AT&T has 
likened this collaboration to "speed dating," 
hoping that the quick exchange of ideas 
between multiple parties will lead to new 
and exciting discoveries. The company 
plans to have the centers operational by 
early next year. 
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The versatile, do-it-all Spam & Virus Firewall appliance 
from Barracuda Networks uses a multilayer approach 
to content filtering, with three layers dedicated to virus 
blocking alone. The Spam & Virus Firewall alleviates 
strain on the network and mail servers by winnowing out 
unwanted content ahead of time. 

• Supports up to 1 00,000 users with per-user customer 
filtering policies 

• Available in eight models 

• Speeds up recipient verification in Exchange and 
Domino environments 

• Protects against phishing and DoS attacks 

• Updates are provided by Barracuda Central, a 24/7 
security operations center that continuously monitors 
and blocks the latest Web-based threats 

Best For: Enterprises, midmarket organizations, and 
service providers. 

Price: Starts at $699 with no per-user or other 
licensing fees 



Barracuda 

Web Application Firewall 




The Barracuda Web Application Firewall brings com- 
prehensive security functions into a single enclosure. 
It's capable of stopping hack attempts, outgoing data 
theft, digital vandalism, DoS attacks, and more. Barra- 
cuda claims that its Web Application Firewall not only 
safeguards Web applications and services but can also 
stabilize them and improve their performance. 

• Supports SSL acceleration and offloading plus 
secure HTTP 

• Intuitive interface 

• Supports granular policymaking 

• Load balancing 

• Fights against such threats as cross-site scripting, SQL 
injection flaws, OS command injections, site reconnais- 
sance, session hijacking, application denial of service, 
malicious probes and crawlers, cookie or session tam- 
pering, path traversal, and information leakage. 

Best For: Enterprises, midmarket organizations, and 
service providers. 

Price: Starts at $4,999 with no per-user or other 
licensing fees 



Cisco IronPort C-Series 
Email Security Appliance 




The IronPort C-Series Email Security Appliance line from 
Cisco provides advanced threat prevention, spam and 
virus blocking, and corporate email policy enforcement, 
as well as phishing protection. Models range from the 
affordable C160 for SIVIEs to the high-end C670 for ISPs 
and large enterprises. 

• Shares the same code base with Cisco IronPort's 
top models 

• Provides mail system perspective as it frees up 
IT staff 

• Features centralized management and an intuitive GUI 

• Protects from spam with IronPort Reputation Filters 
and IronPort Anti-Spam 

• Enforces policies with content filters and IronPort 
email encryption 

• Uses antivirus software from Sophos and McAfee 

Best For: Enterprises of all sizes that need reliable 
spam and virus protection. 

Price: Starts at $7,000 



Panda GateDefender Performa 




The GateDefender Performa from Panda is a family of 
all-in-one secure content management appliances that 
delivers high-performance Web filtering and perimeter 
protection against Internet-borne malware and spam. 
The company says that HTTPS scanning will become 
available in the next version. 

• IM/P2P application and content filtering 

• Scans commonly used HTTP, FTP, SMTP, IMAP4, 
and NNTP Internet protocols 

• Profile-based user policies integrate directly with 
LDAP and Active Directory 

• Secure quarantine for malware, inappropriate 
content, and spam 

• Low resource consumption improves performance 
and usability 

• Prevents loss of traffic in the event of failures 
or incidents 

Best For: Enterprises of all sizes. 



SonicWallNSA3500 




The SonicWall NSA 3500 is a fully integrated deep pack- 
et inspection firewall that's designed for speed and easy 
deployment. It's outfitted with file and content inspection, 
application intelligence, and intrusion prevention fea- 
tures. SonicWall designed it to accommodate a variety 
of configurations and advanced networking needs, the 
company says. 

• Quad-core processing power 

• Six 1 0/1 00/1 000 Gigabit Ethernet ports 

• Includes gateway antivirus, antispyware, intrusion 
prevention, and application intelligence for perimeter 
and internal protection 

• Features multi-WAN support, ISP failover, and 
WAN load balancing 

Best For: SMEs, distributed environments, and 
branch offices. 

Price: $3,395 



Sophos Email Security 
& Data Protection 




Featuring tough security software that's housed in a 
Sophos Email Appliance, the Email Security & Data 
Protection solution from Sophos provides anti-malware 
with a bit of muscle. The system protects the entire email 
infrastructure — from gateway to workgroup — from spam, 
phishing, malware, and unwanted applications. 

• Innovative spam, DLP, and phishing protection 

• Includes Sophos' Behavioral Genotype malware 
engine to protect against even zero-day threats 

• SPX data encryption 

• 24/7 tech support 

• Appliances available for up to 550,000 messages 
per hour 

• Updates automatically as frequently as every 
five minutes 

Best For: Enterprises of all sizes. 

Price: $27.25 per user (one year, 500 users); appliance 
sold separately (75-user minimum) 
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Fortinet FortiGate-200B-POE 




Performance, purpose-built processors, and a paucity of 
per-user pricing are the points to ponder with this PoE 
(Power over Ethernet)-capable gateway. The FortiGate- 
200B-POE can handle up to 500,000 concurrent ses- 
sions. It also boasts firewall throughput of up to 5Gbps, 
eight Gigabit ports (four of which are hardware-acceler- 
ated), and eight powered 100Mbps ports. 

• Power over Ethernet support for up to eight WAPs 

• Security zones by devices, access methods, users, 
and entire departments 

• IVIodular interfaces 

• Antivirus throughput of up to 95Mbps 

• Consolidates multiple standalone security tools, 
providing lower operating and capital costs 

• Integrates wired and wireless security policies to 
improve policy compliance 

Best For: Small and midsized enterprises. 

Price: $3,495 



Fortinet FortiWeb-1000C 




The FortiWeb-1 OOOC Web security appliance from 
Fortinet supports XIVIL security enforcement as well 
as server load balancing and app acceleration. The 
FortiWeb-1000C also speeds up deployment of Web 
applications, Fortinet says, while protecting data privacy 
and facilitating regulatory, HTTP RFC, and PCI DSS 
6.5/6.6 compliance. 

• Supports up to 27,000 transactions per second 

• Four copper Gigabit ports 

• Independent SSL and XIVIL encryption co-processing 

• Supports up to 2TB hard drive (1TB included) 

• Protects from cross-site scripting, SQL injection, 
buffer overflows, file inclusion, denial of service, 
cookie poisoning, and schema poisoning 

Best For: Midsized and large enterprises, SaaS 
providers, and ASPs. 



Panda GateDefender Integra SB 




Panda says that its GateDefender Integra SB is a unified 
perimeter security device that's easy to install. Right off 
the bat, it starts to provide protection for small and branch 
offices against a variety of threats, both network-level and 
content-based, through a single, simple interface. 

• Provides firewall, IPS, and VPN services 

• 400Mbps firewall throughput 

• Protection modules include Anti-Malware, Content 
Filter, and Web Filtering 

• Rules and fingerprints are automatically updated 
every 90 minutes for malware, IPS, and Web filter- 
ing and every minute for spam 

• Real-time monitoring and graphic reports on 
protection activity 

• Offers optimum performance without negatively 
affecting network speed 

• Provides complete graphical reports on detection of 
spam, viruses, and any inappropriate content it blocks 

Best For: Small businesses with fewer than 50 users. 

Price: $1,899 



Sophos Web Security & Control 




The Sophos Web Security & Control offering is an antispy- 
ware and antivirus gatekeeper as well as a network policy 
enforcer and intelligent data loss prevention tool. Like the 
company's Email Security & Data Protection Appliance, 
this hardware solution brings Sophos' Behavioral Geno- 
type engine to bear on malware of all kinds. 

• Can filter encrypted HTTPS traffic 

• URL filtering policy wizard lets admins restrict employ- 
ees from accessing risky sites and blocks millions of 
infected sites across all categories 

• Blocks the use of anonymizing proxy servers to 
bypass security 

• Flexible deployment options such as explicit proxy, 
WCCP, and transparent mode 

• Features an intuitive Web-based console 

Best For: Large enterprises, smaller organizations, and 
branch offices. 

Price: $27.50 per user (one year, 500 users); appliance 
sold separately 



Vircom modusGate m100 




The modusGate mlOO from Vircom is an inbound and 
outbound email scanner that can detect zero-day threats 
thanks to its Sequential Content Analyzer feature and 
continual antivirus/antispam updates. It can scale to the 
needs of up to 1 ,000 users and any number of domains. 

• Capacity of up to 4 million daily messages 

• Dual Gigabit Ethernet connectivity 

• Windows 2003 Server and SQL Sen/er 2005 Express 

• Compact 1 U mini form factor 

• Offers advanced reporting, compliance tools, an 
intuitive interface, high performance, granular 
security, and access control for inbound and out- 
bound messages 

• Integrates seamlessly with Microsoft Exchange, 
Lotus Domino, and Novell Groupwise 

Best For: Small to midsized enterprises and ISP and 
email sen/ices. 

Price: Starts at $4,180 



Vircom modusGate m150 



i 



VIRCOM 



The Vircom modusGate ml 50 antivirus and antispam 
device can extend its coverage to up to 2,500 users and 
unlimited domains. It's capable of working with network 
loads of up to 5 million messages on a given day. The 
appliance is easy to install, configure, and use; most 
installations can be completed in less than 10 minutes, 
the company says. 

• Powered by a 1 .8GHz Intel Core 2 Duo 4300 processor 

• RAID 1 storage drive mirroring 

• Features three levels of granularity for maximum cus- 
tomization of user and administrative settings 

• Complete inbound and outbound email scanning 

• Real-time spam and virus definition updates require 
no involvement on the part of the user 

Best For: Midsized enterprises, small to medium-sized 
ISPs, and hosting and mail service providers. 

Price: Starts at $5,045 including Windows Server 
license and 50-user Vircom modusGate software license 
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Unique Wave 
Could Revolutionize 
Communications 

Researchers at NIST (the National Institute of 
Standards and Technology) may have just 
discovered a new way to secure wireless 
transmissions. Although the advancement 
consists of merely theory and mathematical 
evidence, the researchers believe that a 
unique natural formation, called a soliton, 
may be the key to the next technological 
advancement in communications. 

A soliton is a solitary wave that is capable of 
holding its shape as it moves; they were first 
observed in nature during the 17th century. 
According to NIST researcher Tom Silva, 
"Some examples of solitons in everyday life 
include tsunamis and rogue waves in the 
ocean, as well as the sonic boom that you 
hear if a jet exceeding the speed of sound 
passes overhead." Silva also says solitons 
were used in fiber-optic communications in 
the 1990s and early 2000s. 

Magnetized Layers 

The electron spin-generated magnon droplet 
soliton that NIST is studying might be able to 
be contained within magnetized layers of 
material, which would oscillate orientation 
more than 1 billion times per second, which is 
a microwave frequency. This highly secure 
and stable oscillator could, in theory, produce 
a strong signal that would be resistant to 
interference and nearly impossible to inter- 
cept and decrypt. 

The military and secure communications are 
ideal candidates for such a technology, but 
the magnon droplet soliton also has the 
potential to change the way mobile cellular 
communications work. Other potential uses 
could eventually be discovered, Silva says, 
adding that's "the way it goes with most tech- 
nological advancements. Who would have 
predicted the many uses of the laser when it 
was invented?" 



SECURITY 




Silva says the technology is still a long way 
from implementation. "A lot would need to 
be done before the magnon droplet soliton 
may be used for any practical purposes. 
First, the effect must be experimentally veri- 
fied. Give that a couple of years. Then, 
there is the matter of improving materials 
and fabrication to come up with a repro- 
ducible device with reliable performance 
specs. Since this is a nanoscale object, and 
we are still on a learning curve when it 
comes to reproducibility at these length 
scales for spintronic devices, I would give 
that another two to four years. So, where 
are we? Four to six years out." Silva admits 
it's not exactly a shovel-ready advance- 
ment, but the potential upsides make it a 
worthwhile investigation. 

by Andrew Leibman 



Getting A Handle 
On Data Loss 

The Steps To Take To Ensure Your Data Is Protected 



by John Brandon 
• « • 

According to a recent study by KroU 
Ontrack (www.krollontrack.com), 21% of 
enterprises do not know where data loss 
occurs. Fortunately, many of these breaches 
can be prevented by establishing airtight 
security policies, enforcing them, and being 
proactive about data leaks. 

According to Alyn Hockey, the director 
of product management at Clearswift 
(www.clearswift.com), an email and Web 
security company, many security leaks 
occur through human error, such as leav- 
ing a laptop unattended in a public place 
or misplacing a backup tape with an 
important archive. I 

"Once you've identified the source of 
the leak, you need to plug it fast," says 
Hockey. "The first question is, how did it 
happen? If it was malicious, it's more than 
likely that the authorities should be con- 
tacted; if the leak was human error, then 
the individual should be retrained to 
ensure it won't happen again or moved to 
a position whereby the chance of a repeat 
occurrence is not possible. You may also 
consider making the security systems and 
processes stricter, but you have to get the 
balance right, as locking the system down 
too tightly will prevent business and will 
throttle the company further." 

Hockey says one of the main issues with 
data loss is that many smaller companies 
do not have the resources of a larger orga- 
nization that might hire a CSO who con- 
trols the processes around data security. 
Instead, they learn how to deal with 
breaches only after they occur and lack the 
expertise to develop the legal and techni- 
cal process to prevent leaks. 

Gary Bahadur, CEO of KRAA Security 
(www.kraasecurity.com), a consultancy 
and managed security company, says the 
first step in figuring out how data loss 
could occur is through proactive monitor- 
ing, which examines end points, data 
stores, and client systems for possible 
leaks before they occur. He says there are 
a plethora of security tools that can pro- 
vide DLP (data loss prevention) services. 
These tools can monitor every possible 
leakage point, from a USB thumb drive to 
email, FTP, and instant messaging. 

Preventing The Leaks 

Proactive monitoring is a good first step 
because it means a company examines all 
points of possible data loss. This ensures 
that a company has taken action on leaks 
right away — a move to plug holes on a 
potentially dangerous scenario, such as 
hackers stealing data and using it nefarious- 
ly. The very next step, Bahadur says, is to 
investigate the kinds of data that need to be 
protected. Part of this process, he says, is 
determining which data is mission-critical, 
because it's impossible to block all data. 
Instead, developing a security policy on 
which data has to be blocked is crucial. 

Bahadur says policies are even more 
important in a smaller company than a 
larger one, which may be able to invest in 
enterprise-security software. But regardless 



of size, the real danger is in how employ- 
ees use data: For example, someone might 
use a USB drive at work and then go home 
with sensitive company data that is then 
exposed. He says many SMEs probably 
know about potential security risks but 
lack the resources to really block gaps such 
as this. Creating policies about personal 
use of company drives, data transport, and 
remote access can all help reduce the risk. 
Policies are also a preventive move as 
opposed to reactionary. 

Beyond policies, Bahadur says an SME 
needs to evaluate software that is available 
for ongoing monitoring and protection and 
decide if the tools are manageable within 
the organization, or if they need to go to an 
outside provider who can help manage data 
security functions. 

Ongoing Prevention 

Blocking leaks that exist today, dev- 
eloping policies, and then using monitoring 
software will help keep a data center safe, 
especially when it comes to the most com- 
mon leaks and employee mistakes. Yet, as 
Robert Hamilton, a product marketing man- 
ager with Symantec Data Loss Prevention 
(www.symantec.com), says, it's also impor- 
tant to develop a long-term strategy for 
understanding potential risks in data loss. 

One aspect in the long-term strategy is 
continuing education about security risks, 
which helps employees understand the 
dangers in using company resources. This 
can include letting them know about the 
seriousness of the issue; the common ways 
criminals can steal data; and the estab- 
lished policies on using USB drives, email, 
instant messaging, and even social net- 
working tools. 



Key Points 



Block leaks first to prevent any loss, even 
before starting to develop corporate poli- 
cies, as the leaks could cause serious 
problems in the short term. 

An SIVIE should develop tight policies for 
preventing data loss because most small- 
er companies do not have the resources 
for the staff or expensive enterprise-class 
monitoring software. 

Long-term, it is important to keep educat- 
ing users with regular policy updates and 
then to develop a more synergistic plan for 
data discovery and monitoring. 



However, there are other steps to take, as 
well. "Long-term issues are best addressed 
by implementing improved data security 
controls . . . discovery to find where sensi- 
tive data is stored, and monitoring to under- 
stand who is accessing sensitive data and 
what they are doing with it," says Hamilton. 
"One of the most important things that a 
company can do is to perform an entitle- 
ments review. File access permissions are 
far more permissive than most organizations 
ever intended, and this is often the reason 
that people can access data they shouldn't. 
Locking down data by limiting access to 
only those with a legitimate business pur- 
pose is a strong data governance standard." 

The education process and policy 
enforcement can help solve the critical 
problem facing many IT managers today, 
especially in smaller companies: They just 
do not know where leaks occur, and 
because they do not know about the poten- 
tial leaks, they can't address the issue in the 
data center. 

"Organizations do not know how much 
sensitive information they have, and they 
have no idea of the various locations where 
it is stored," says Hamilton. "They may not 
be aware of the role of the insider in data 
loss and they may be unaware of how 
aggressive outsiders have gotten with trying 
to steal data." 

Taking steps to find potential leaks, 
blocking them right away, and instituting 
policies and ongoing monitoring services 
within an organization will all make com- 
puting operations safer and more secure. I 



Kroll Ontrack Survey Measures 
Impact Of Data Loss On Business 

In a survey of almost 1 ,200 business owners, Kroll Ontrack asked how data loss impacts busi- 
ness. The majority said the impact is from the actual data loss, while the second most common 
impact is on disrupting business flow. 




H Loss of personal data 3 Disruption of business process 

U Disrupted from providing product J Legal/compliance violation 
P Loss of individual business data H [No Answer] 
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Assess Your Data Protection 



Make Sure Your Company's Data Is As Safe As You Think It Is 



by Brian Hodge 
• • • 

For most companies, data is arguably 
their single most valuable asset. Even 
star employees can be replaced, but 
losing vital data can have devastat- 
ing consequences. 

Undoubtedly, you've taken great pains to 
protect your company's data. But is it real- 
ly as safe as you think it is? 

Data Protection Clarified 

On the surface, data protection implies 
that data has been adequately backed up. 
However, a backup isn't the insurance poli- 
cy it's meant to be unless you can quickly 
restore it where it needs to be. 

"The chief goals of data protection are to 
ensure your data is recoverable. That's first 
and foremost," says Nancy Hurley, CEO of 
Bocada (www.bocada.com). "While people 
focus on making sure that the backups are 
successful, it's really about ensuring it's 
recoverable, because if anything happens, 
you have to make sure you can go back to a 
specific point in time." 

Set Testing Benotimarks 

Before you can make a meaningful 
assessment of your data protection, you 
must first have concrete objectives your 
system needs to meet. 

Eric Burgener, vice president of market- 
ing for InMage (www.inmage.com), speaks 
in terms of an SLA (service-level agree- 
ment) that defines how data recovery will 
be performed, how quickly it needs to be 
done, and how much data loss is accept- 
able. Although the term SLA is more often 
used in a formal contract between, for 
instance, a client business and a data pro- 
tection service, the same principles apply 
when the job is handled in-house by IT. 

In defining an SLA, two metrics are key: 

RPO (recovery point objective). This is 
the point in time to which you need to 



restore, factoring in an allowable loss of the 
most recent data. 

"Let's say a problem happened at 2 
p.m.," Burgener says of a hypothetical 
company with a four-hour RPO. "They 
should be able to recover data up to and 
including 10 a.m. They may not be able to 
get the last four hours back, but they should 
be able to get up to four hours ago back." 

Because not all data is equally vital, it can 
aid efficiency, as well as clarify priorities, to 
divide applications and their data into tiers. 

"They might have a Tier 1 set of applica- 
tions that have a two-hour RPO and then 
another set that has a 24-hour RPO," 
Burgener explains. "Usually the most criti- 
cal applications are the ones that have the 
most stringent RPOs." 

RTO (recovery time objective). This is 
the target time needed to restore a backup 
and resume operations. In a tiered system, 
data from Tier 1 applications would have 
the tightest RTO, with longer timeframes 
for the lesser tiers. 

In addition to RPO and RTO, two other 
metrics will be important for evaluating 
recovery effectiveness: 

Backup window. This is the amount of 
time the backup process affects an applica- 
tion's performance. Degradations of 15 to 
20% aren't uncommon, so careful schedul- 
ing may be necessary to minimize potential 
impact on business operations. 

Recovery reliability. Reliability is often 
related to the backup medium. While tape 
is more cost-effective than hard disks, it's 
also less reliable. 

"The success rate in getting data off of 
disks is well in excess of 99%, whereas if 
you're looking at tapes, in up to 20% of the 
cases you're not going to be able to get that 
data," Burgener says. 

This might have a huge impact on 
RPO and RTO. A missing or malfunction- 
ing tape will not only waste time, but it 
could also force you to resort to an earlier 



The Data Protection 
Service IVIanagement Process 

This workflow from Bocada (www.bocada.com) breaks down the data protection service manage- 
ment process and illustrates how assessing your data protection is just the first stage in a larger 
scheme of operational and environmental refinements. 
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Policy 
Management 



SLA 
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Key Points 



• Data protection isn't merely about running 
a successful backup but also ensuring 
that data is recoverable when and where 
it's needed. 

• Data recovery benchmarks should be 
defined with a recovery point objective, 
recovery time objective, and other metrics. 

• Testing will ideally run 14 to 30 days to 
reveal nuances in the environment that 
may only become apparent over time. 



backup, thus doubling, or worse, the 
amount of recent data lost. 

Testing & Aftermath 

With SLA benchmarks in place, it's time 
to put them to the test and see how well 
your results measure against them, in 
recovering everything from individual files 
and data sets to complete servers and the 
entire system. 

This initial assessment shouldn't be just a 
day's work, however. Idecilly, you'll test for 
14 days or longer, so you can examine trends 
over time and spot the kinds of failures that 
might not be evident in a short-term test. 



"I think it's more valuable if it's a 
month-long assessment, so you can start 
really seeing the nuances in the environ- 
ment," says Bocada' s Hurley. "It might be 
that certain jobs don't work on Saturdays, 
because so many other things are getting 
kicked off at the same time." 

Wherever test results consistently fall 
short of objectives, that's a good indica- 
tion of where to make strategic invest- 
ments necessary to achieve your SLA, 
with Tier 1 applications and data being the 
top priority. 

Testing can also reveal where you could 
benefit from refining backup policies. For 
example, you might find that you're over- 
protecting certain nonessential data, thus 
wasting capacity and resources. "Do I real- 
ly need to back up all my marketing 
PowerPoints every day? Probably not," 
Hurley says. "But do I need to back up my 
data warehousing every day? Yes." Con- 
versely, you might uncover a need to run 
more frequent incrementals to increase pro- 
tection for mission-critical data. 

The assessment may make for a rude 
awakening. "If you think you're at 90% 
success rates and you're really at 70 or less, 
you've got a lot of stuff to fix," Hurley 
says. Ultimately, though, your data will end 
up much better protected. 



ProQueSys FlowTraq 



NEW PRODUCT 



by Marty Sems 



Know Your Network Flow 



A PROBLEM OF Unknown origin and 
scope is the nightmare of every IT secu- 
rity worker. When your mission-critical 
systems go offline, interrupting business 
continuity, you can't afford to fly blind. 

You need to know what's going on and 
what caused the trouble before you can 
effectively fix it. And if you don't already 
have a good grasp of the unique way in 
which your network operates, you could 
be in for trouble. 

FlowTraq is new software from devel- 
oper ProQueSys, a young company 
known for its Process Query System cor- 
relation technology. FlowTraq, devel- 
oped in part through customer feedback, 
is a full-fidelity network flow analyzer 
designed to give administrators better 
insight into both the traffic and infra- 
structures of their networks. 

The customizable software makes it 
possible to conduct advanced network 
monitoring and forensics. It's a proactive 
security tool that can not only protect a 
network and inform its administrators 
but also track the source of an attack and 
ascertain its effects. 

FlowTraq's three chief benefits start 
with actionable intelligence, meaning fast 
access to the specifics of each unique risk 
factor. Next, the software's instant foren- 
sics reveals the source and scope of a 
problem for faster resolution. Its Full 
Fidelity Flows — the software doesn't 



ProQueSys 




ProQueSys FlowTraq 

Helps you get a better understanding of your network's 
structure and traffic, providing vital information when 
something goes wrong. 

jettison relevant data — means there won't 
be pieces missing from the puzzle. 
Finally, FlowTraq's threat anticipation 
features help security teams recognize 
potential problems before they occur. 

FlowTraq is compatible with mixed 
IPv4/IPv6 environments, and it supports a 
variety of input formats such as NetFlow, 
Jflow, Cflow, and sFlow. Its microsecond 
precision helps it keep up with the incredi- 
bly fast cause-and-effect relationships of 
events in today's high-speed network envi- 
ronments. Moreover, hundreds of users 
can maintain their own custom dashboards 
of FlowTraq's features for optimum pro- 
ductivity according to their work styles. 



(603) 727-4477 
www.proquesys.com 
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STORAGE 



CAS E STUDY 



A Smarter 
Storage Solution 

RELDATA's 9240i Unified Storage System 
Streamlines University's Data Stores 



by Robyn Weisman 

• • • 

Claremont, Calif.,-based Keck Grad- 
uate Institute of Applied Life Sciences, or 
KGI for short, is unique in American 
higher education. Founded in 1997 as the 
seventh and newest member of The 
Claremont Colleges consortium, KGI 
offers interdisciplinary masters, doctoral, 
and post-doctoral programs that meld 
expertise in biosciences with management 
skills, the only university to focus exclu- 
sively on this intersection between sci- 
ence and business. 

"Students who graduate from our pro- 
grams tend to work as management in indus- 
tries such as pharmaceuticals and biomedical 
devices because they have the business 
background [and] understand the science 
behind what these companies are doing," 
explains Bill Roberts, director of infor- 
mation technology at KGI. "Most of the 
students have bachelor degrees in the life 
sciences, and they've realized that maybe 



they want to do something else besides sit- 
ting in front of a beaker all their life." 

The Right Solution 

Despite its unique focus, KGI's data stor- 
age needs are similar to those of many 
SMEs. The Institute needed to upgrade its 
previous dual storage system, which con- 
sisted of two end-of-life products that it had 
been using for close to eight years. In addi- 
tion, KGI was running out of space, and 
neither legacy solutions were expandable 
even if Roberts had been inclined to contin- 
ue using them. The school needed a unified 
storage system that could handle its block 
and file storage, successfully migrate from 
its older NAS-based storage hodgepodge to 
iSCSI SAN, and handle its growing storage 
needs, all in a cost-effective and easy-to- 
use fashion. 

KGI decided last year to use the 92401 
Unified Storage System by RELDATA 
(www.reldata.com) for its data storage 
needs. The 92401 offered KGI the ability 



Arkeia Network Backup 9.0 



NEW PRODUCT 



by Andrew Leibman 



Deduplication Done Right 



Backups are an integral part of 
doing business, and smart businesses 
understand that deduplication is one of 
the most important cogs in the storage 
machine. But not all dedupe platforms 
are created equal. The latest break- 
through from Arkeia Software, 
available in Arkeia Network Backup 9, 
gets dedupe right by shortening the 
backup window and generating more 
compact backups. 

The cornerstone of Arkeia Network 
Backup 9.0 is its Progressive Dedupli- 
cation source-side, sliding-window data 
deduplication technology. The technolo- 
gy is fully content aware, meaning it 
dynamically adjusts block sizes depend- 
ing on the backup file types. Arkeia is 
unique in its approach to surveying any 
and all file types its customers may 
encounter to determine the most appro- 
priate block size for each one. Arkeia's 
platform also generates block boundaries 
at optimal locations, making it more effi- 
cient than fixed-block and variable-block 
deduplication strategies, which suffer 
from lower compression ratios and slow- 
er performance, respectively. 

"Progressive Dedupe has a superior 
algorithm for identifying redundancy 
across files, which combines the speed 
of fixed-block dedupe with the advan- 
tage of sliding-window to improve 

arkeia 

SOFTWARE 



dedupe compression ratios," says Arkeia 
CEO Bill Evans. 

Another performance-enhancing aspect 
of Arkeia Network Backup 9 is its 
source-side compression option, which 
has a negligible impact on client PC per- 
formance while greatly reducing the bur- 
den on network bandwidth. "The network 




Arkeia Network Backup Version 9 

Offers organizations of all sizes access to progressive 
deduplication for compact backups ttiat tal<e less time 
to generate. 

Starts at $2,000 per media server 

is the bottleneck for backups," Evans 
says, and with target-side compression 
techniques, network bandwidth quickly 
becomes constrained. 

Other new features in Arkeia Network 
Backup 9.0 include advanced encryp- 
tion, a more user-friendly Web-based 
interface, and expanded platform sup- 
port. Arkeia Network Backup Version 9, 
which you can deploy as software, an 
appliance, or a virtual appliance, will be 
available in the first quarter of next year. 



(760) 431-1319 
www.arl<eia.com 



to upgrade its storage and to do things 
that just weren't possible under its old stor- 
age architecture. 

"Our primary goal is keeping data highly 
available and accessible to faculty, staff, and 
students to optimize their productivity and 
facilitate learning and research," Roberts 
says. "RELDATA's unified storage solution 
complements our efforts to build an IT infra- 
structure that is both robust and expandable 



time conferring with RELDATA's support 
staff. KGI's original plan of migrating data 
from the old NAS to the RELDATA NAS 
and then ultimately to the RELDATA SAN 
ran into some glitches because some of 
the Institute's Microsoft Outlook and Ex- 
change files refused to play nicely on the 
NAS. "It didn't have anything to do with 
RELDATA. The files just didn't play well 
in a NAS-type situation," he says. "By the 
time we realized it wasn't working out, we 
had learned more about SAN technology 
and realized we could bypass that whole 
step and go directly from our old NAS to 
our new SAN, and it's worked out well." 

Future Storage 

It helps that the 92401 uses RELDATA's 
USE (Unified Storage Engine) platform, 
because unlike hardware-based, siloed 
block and file solutions, RELDATA's USE 
employs an open hardware architecture 
that allows for improved mobility and shar- 
ing of data between users and resources in 
a flexible, cost-effective fashion that 



RELDATA 



[and gives us] the flexibility needed to scale 
our infrastructure as we grow without incur- 
ring costly licensing fees." 

KGI looked at several competing prod- 
ucts before making a final decision. "To 
have a migration path, where we could go 
from the old NAS to the new NAS and ulti- 
mately to SAN storage, we would have to 
have bought another server that would have 
been a front end to the [competing compa- 
ny's storage offering]. It just seemed too 
cumbersome and would have added a lot to 
the cost," Roberts says. 

In contrast, RELDATA's 92401 has built- 
in compatibility for both NAS and SAN 
and could handle the proposed migration 
without a hitch. The 92401 provided other 
features that Roberts found to be important. 
Unlike the other vendors' solutions, the 
92401 uses SAS (Serial Attached SCSI) 
drives, which tend to be more reliable. The 
92401 also offers an expansion shelf to 
house additional hard drives that plugs 
directly into the back of the main box. 
"It scales easily and is much more cost- 
effective than having to buy a whole new 
box with additional processing and memory 
that's not needed," Roberts says. 

IVIal(ing The Jump (With Help) 

KGI also chose RELDATA's solution 
because of its excellent technical support. 
"Harvey Mudd College, one of our sister 
colleges, was already using RELDATA, 
and so we were able to find out what they 
thought of RELDATA's support," Roberts 
says. "They gave it a favorable review, 
which made us feel comfortable. And 
[RELDATA's] support has been excellent." 

Roberts admits that his team faced a steep 
learning curve when implementing the 
92401. "We had quite a learning curve 
because its technology offers a whole lot of 
features and different ways to do things, 
depending on our needs. It's quite different 
than the ancient stuff that we were using 
before," he says. "I don't think we would 
have gotten that level of one-on-one support 
from the other companies that we did with 
RELDATA and RJ Sales," which was 
KGI's reseller. "Those two companies com- 
bined were here with us on campus a lot." 

According to Roberts, the technician who 
implemented the solution spent a lot of 



enhances data availability and disaster 
recovery. Roberts says he has future plans 
to set up a duplicate system that would be 
hosted offsite in a locale that is less earth- 
quake-prone than Southern California, and 
the 92401' s replication capabilities will 
allow KGI to maintain that mirror image 
offsite while allowing the two devices to 
talk to each other over the Internet. 

In addition to such industry-standard 
functionalities as replication and snapshots, 
the RELDATA 92401 lets Roberts' team 
perform tasks that they couldn't have 
dreamed of doing under the old system. 
"The GUI makes stuff easy to implement. 
For example, we can now make a partition 
look to the user as if it only has 'X' giga- 
bytes in it, which causes the user to be 
careful about what they're storing, but in 
reality the partition is much larger than 
that," Roberts says. "Now when an end 
user says, 'We need more space,' it's very 
easy to enlarge the partition. We don't have 
to carve out new space and do a transfer to 
a new RAID set, which would have taken 
hours or days. We can just go in, check a 
checkbox, and boom, it now looks bigger to 
that end user." d 



RELDATA 9240i 
Unified Storage System 



A built-from-tlie-ground-up unified storage 
solution tfiat offers SAN and NAS capabil- 
ities, fiigh-availability clustering and failover, 
simplified GUI-based administration, and easy 
scalability. Certified for VMware, Microsoft 
Hyper-V, and Citrix virtual environments. 

"Our primary goal is t<eeping data highly 
available and accessible to faculty, staff, and 
students to optimize their productivity and 
facilitate learning and research. RELDATA's 
unified storage solution complements our 
efforts to build an IT infrastructure that is 
both robust and expandable [and gives us] 
the flexibility needed to scale our infrastruc- 
ture as we grow without incurring costly 
licensing fees," says Bill Roberts, director of 
information technology at KGI. 

(888) 734-7726 I www.reldata.com 
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SERVERS 



BUYING GUIDE 




ml Buying Tips: 



Servers 



by Joanna Clay 

Servers are the bedrock of a profes- 
sional data center, so it's vital that IT 
hardware buyers know what to look for 
and how to make wise purchasing deci- 
sions. The primary role of the server in a 
consolidated infrastructure is to provide 
processing capacity to host current and 
future application workloads; however, 
the server is a single node of capacity 
within multilevel integration that includes 
storage, networking, and virtualization. 

John Sloan, lead research ana- 
lyst at Info-Tech Research 
Group, suggests the 
following tips to 
ensure that you get 
the most for your ser- 
ver investment. 

Balance maximum 
capacity with the low- 
est TCO. "The capac- 
ity of servers has 
grown by an order of 
magnitude over the 
past two years, so 
you might think you 
know what servers 
are capable of, but [if] 
you haven't looked at 
servers in more than 18 
months, it is time to look 
again," Sloan says. "The 
capacity boost that you 
get with, say, an Intel 
Xeon 5600 chipset is like 
a tide that raises all boats. 
Differentiation will be 
around the edges with 
things like management 
tools, how the server inte- 
grates with other layers, 
and the level of redundancy 
built into the server." 



Communicate with the reseller. Sloan 
says that the tendency in making pur- 
chases is to compare different brands and 
models, even when the majority of SMEs 
don't buy servers retail from the brand 
vendor. He recommends talking with the 
reseller because you will be able to 
extract vital information regarding serv- 
er support and other essential research 
data that helps you make an informed 
purchase. Sloan suggests asking the fol- 
lowing questions regarding support ser- 
vices: Who do 



Buyers' Checklist 

^„et is one part IM '"™ „e»,otk- 

infrastructure stack. 

u ,= racks Decide which form 
^''.^'":!;Xd;or your busir^ess Size. 



factor IS 



ideally s 



^ Grill the reseller. Dor^'t let the reseller 
questions before you're satisfied. 

consider maintenance, support 
consumables in the long run. 



Key Terms 



Although server purchasing 
has been commonly oriented 
around speed considerations, server 
functionality is now measured by capacity 
features, as follows: 

Cores. Cores comprise multiple indepen- 
dent integrated circuits that work to exe- 
cute program instructions. 

I/O pathing. Fast-path I/O architecture is 
critical to a high-performing server. 

Memory limits. Consider the maximum 
memory available for server processing. 

Processor. The processor helps to opti- 
mize server performance by supporting 
simultaneous application utilization, reduc- 
ing power consumption, and enabling effi- 
cient virtualization implementation. 



they work 
for? Where are they located? What 
are their qualifications? Are there past 
clients who can attest to the effectiveness 
of the service? 

Decide wisely between blade and rack- 
mount form factors. Blade servers are a 
fast-growing segment of the server mar- 
ket because the blade form factor is 
appropriate for a converged or a con- 
solidated physical infrastructure. Addi- 
tionally, according to Sloan, blades are 
appropriate because of the number of 
server instances that need to be hosted 
now and in the future, space and power 
constraints, and management resourcing. 
In other words, SMEs may opt for blades 
due to their small spaces. In contrast, 
half of buyers are choosing rackmount 
servers, so it can come down to a matter 
of space considerations and data center 
budgets overall. □ 



$300 savings 

when you register now 
with priority code LSCP 






Gartner Data Center 
Conference 2010 

December 6 - 9 • Las Vegas, NV 
gartner.com/us/datacenter 



COST OPTIMIZATION 

Cloud Computing 

Virtualization 



Everything you need to put your data center on the 
path to world-class performance 



Prepare for your critical next steps 

Our seasoned team of data center and l&O analysts will deliver the 
very best in strategic guidance and practical advice on the hottest 
trends and emerging technologies impacting today's data centers. 
Expect In-depth focus on: cloud computing, virtualization, servers, 
storage, operating systems, facilities, business continuity 
management, disaster recovery, cost optimization and more. 

Experience all this at one event 

End-user case studies, workshops, analyst one-on-one sessions, 
town halls, analyst-user roundtables, access to our worid-class 
analysts and 100 leading solution providers. Seven tracks, More 
than 65 sessions. 

Stay ahead of the curve— map out new trends and directions 

The Gartner Data Center Conference is the gathering place for both 
l&O and data center executives— and the place to advance your 
professional goals! See how to: 

• Develop next-generation skills for today's highly 
competitive environment. 

• Pursue game-changing innovation while supporting 
legacy systems effectively. 

• Use cost optimization to fund new business initiatives. 

• Deliver higher-quality services 24/7. 
And more... 



GUEST KEYNOTE 




Dave Barry 

Pulitzer Prize-winning 
author and humohst 



Save $300 when you register with priority code LSCP. 

Visit gartner.com/us/datacenter or call 1 866 405 251 1 . 




© 2010 Gartner. Inc. and/or its affiliates. All tights 
reserved. Gartner is a registefed trademark 
of Gartner. Inc. or its affiliates, For more information, 
e-mail info@gartner.cotn or visit gartner.oom. 
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ickmount Servers 



Aberdeen Stirling 163G 




The 1U Stirling 163G from Aberdeen uses a GPU in 
addition to a CPU to perform general-purpose scientific 
and engineering computing tasks. Stirling 163G servers 
are designed to boost performance at 1/1 0th the cost 
and 1/20th the power consumption of the latest quad- 
core CPUs. 

• 1 U form factor with support for two double-width 
GPU cards 

• Configurable with Nvidia Tesia or Fermi GPUs 

• Up to 12 CPU cores (dual six-core Intel Xeon 5600 
processors) 

• Up to 1 92GB DDR3 memory capacity 

• Three 3.5-inch SATA drives with RAID 0, 1 , 5, and 
10 support 

• Optimized for HPC and GPU supercomputing 

• Five-year warranty 

Best For: High-end, high-density GPU applications 
requiring high arithmetic intensity. 

Price: Starts at $2,795 



Aberdeen Stirling 266G 




The 2U dual-node Stirling 266G GPU server from Aber- 
deen provides endless computational scalability for high- 
bandwidth problems such as sequencing (virus scanning, 
genomics), visual computing problems such as graphics, 
and image processing. GPU computing uses a CPU 
and GPU together in a heterogeneous computing model, 
wherein the sequential part of the application runs on 
the CPU and the computationally intensive part runs on 
the GPU. 

• 2U form factor with support for two double-width 
GPU cards 

• Configurable with Nvidia TesIa or Fermi GPU cards 

• Up to 12 CPU cores (dual six-core Intel Xeon 5600 
processors) 

• Up to 1 92GB DDR3 memory per node 

• Six 3.5-inch SATA drives per node 

• Optimized for HPC and GPU supercomputing 

• Five-year warranty 

Best For: A range of graphical and computationally 
intensive applications, such as medical, energy, tele- 
communications, finance, science, and engineering. 

Price: Starts at $3,795 



Dell PowerEdge R910 
4U Rack Server 




The high-performance, 4-socl<et 4U PowerEdge R910 
rackmount server from Dell boasts built-in reliability for 
CPU, memory, hardware, and hypervisor specifications. 
The Lifecycle Controller and embedded diagnostics 
enable advanced reliability, availability, and service capa- 
bilities. The PowerEdge R910 is designed as a building 
block to create a more efficient data center by way of sim- 
plifying standard operations and implementing processor 
security configuration. 

• Hypervisor redundancy available via internal dual 
SD module 

• Supports eight-core Intel Xeon 7500 series processors 

• Hard drive options include 50GB 2.5-inch SATA SSDs 
or 146GB/300GB 2.5-inch SAS drives 

• Rack optimization includes sliding Ready Rails for 
4-post tracks, static Ready Rails for 2- and 4-post 
racks, and optional cable management arm support 

• IVIanagement through Dell OpenlVlanage and Unified 
Server Configurator 

• Lifecycle Controller options are IDRAC6 Express, 
iDRAC6 Enterprise, and vFlash 

Best For: Establishing an efficient infrastructure to ensure 
reliability, security, and data center cost reduction. 

Price: Starts at $7,368 



IBM Power 730 Express 




Silicon Mechanics 
Storform iServ R518 




Silicon Mechanics 
Rackform iServ R422 




Able to consolidate Unix and x86 Linux workloads, the 
IBM Power 730 Express server optimizes server work- 
loads and manages energy efficiently in order to help 
reduce data center costs. The server features IBM 
P0WER7 processors, PowerVM technology. Intelligent 
Threads technology, and Active Memory Expansion. 
The intelligent energy management features ensure 
increased performance per watt and reduced operation 
frequency if required. 

• EnergyScale Technology promotes operational 
growth even when energy is limited 

• Light Path Diagnostics rapidly detect hardware 
problems 

• P0WER7 processor modules (two per system) 
include eight-core 3/3.7GHz, 12-core 3.7GHz, or 
16-core 3.55GHz 

• Supports AIX, IBM i, and Linux for power operat- 
ing systems 

• PowerVM virtualization balances workloads by 
sharing multiple resources 

Best For: Data centers running on multiple application 
and infrastructure workloads inside a virtual environment. 



The Storform iServ R518 from Silicon Mechanics is a 
4U bare-metal storage server, meaning admins are free 
to install the storage management software of their 
choice. The R518 has front and rear drive deployment 
for high-density, high-capacity storage and is readily 
expandable using Silicon Mechanics Storform JBOD 
products. The R518 is powered by six-core Intel Xeon 
5600 series CPUs and features Intel Turbo Boost and 
Hyper-Threading technologies, DDR3 memory, and up 
to 12MB cache. 

• 4U storage server with front and rear drive deployment 

• Two Intel Xeon 5600 series CPUs 

• 12 DDR3 DIMM sockets 

• Five PCI-E expansion slots 

• 36 hot-swap SAS/SATA drive bays: 24 front, 12 rear 

• Redundant 80 PLUS Gold certified power supply 

Best For: Affordable high-density, high-capacity storage. 
Price: Starts at $5,300 



The Rackform iServ R422 from Silicon Mechanics is an 
enterprise-level 2U rackmount server. The R422 is a 
powerhouse, with capacity for eight-core Intel Xeon 7500 
series CPUs and 32 DDR3 DIMMs. In addition to Intel 
Turbo Boost and Hyper-Threading technologies, the 
R422 includes such high-end features as recoverable 
machine check architecture and integrated Intel Scalable 
Memory Interconnect and Scalable Memory Buffers for 
high-speed links and high-capacity bandwidth. 

• 2U 4-socket rackmount server 

• Four Intel Xeon 7500 series CPUs 

• 32 DDR3 DIMM sockets 

• Up to 24MB cache 

• Four PCI-E expansion slots 

• Six hot-swap SAS/SATA drive bays 

Best For: Virtualization and deployments requiring 
multi-processor power and high memory counts. 

Price: Starts at $9,750 



Price: Starts at $15,230 
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HP ProLiant DL580 G7 




The HP ProLiant DL580 G7 is a scale-up server 
designed witli reliability to support the most demand- 
ing, data-intensive x86 workloads. Based on the latest 
Intel Xeon 7500 Series processors, the new systems 
architecture accelerates virtualization and eliminates 
performance bottlenecks. HP ProLiant servers are the 
building blocks of an HP Converged Infrastructure — a 
blueprint for the data center of the future. 

• Increases administrator productivity with ILO 3 
(Integrated Lights-Out) Advanced remote console 
management 

• Improves data center utilization, reclaims over- 
provisioned energy, and triples data center capacity 
with HP Insight Control with Dynamic Power Cap- 
ping technology 

• Eliminates overprovisioning of power capacity with 
HP Intelligent Power Discovery 

Best For: Business-critical data center deployments and 
virtualization environments. 

Price: Starts at $9,249 



HP ProLiant DL585 G7 




The HP ProLiant DL585 G7 server delivers industry- 
leading efficiencies to reduce costs in both capital and 
operating budgets. Based on the latest AMD Opteron 
6100 Series processors, this server supports up to 
512GB of memory to maximize performance. HP 
ProLiant servers are the building blocks of an HP 
Converged Infrastructure — a blueprint for the data 
center of the future. 

• Increases administrator productivity with iLO 3 
(Integrated Lights-Out) Advanced remote console 
management 

• Improves data center utilization, reclaims over- 
provisioned energy, and triples data center capacity 
with HP Insight Control with Dynamic Power Cap- 
ping technology 

• Eliminates overprovisioning of power capacity with 
HP Intelligent Power Discovery 

Best For: Server virtualization, server consolidation, 
multitiered enterprise applications, and corporate infra- 
structure applications. 

Price: Starts at $8,579 



IBM Power 710 Express 




The IBM Power 710 Express is a high-performance 
application server that offers support for up to eight 
P0WER7 cores within a dense infrastructure. This 
model features the P0WER7 Intelligent Threads tech- 
nology and is able to switch between one and four 
execution threads. Additionally, IBM's Active Memory 
Expansion makes more usable memory available. 
PowerVM technology is available in four configurations, 
including POWER Hypen/isor, PowerVM Express 
Edition, PowerVM Standard Edition, and PowerVM 
Enterprise Edition. 

• Intelligent energy management features can conserve 
power and promote efficiency 

• RAS features maintain business operations to sustain 
a growing work environment 

• Includes up to six SSDs or SAS drives, up to 1 .8TB 
disk capacity, and four low-profile PCI adapter slots 

• EnergyScale technology includes power trending, power 
saving, power capping, and thermal measurement 

Best For: Data centers that need the support for 
fast transactions as well as Unix/AlX, IBM i, and Linux 
deployments. 

Price: Starts at $6,385 



Silicon Mechanics 
Rackform nServ A109 




The just-released Rackform nServ A109 from Silicon 
Mechanics brings greater power and efficiency to the 
affordable entry-level server. With a four- or six-core 
AMD Opteron 4100 series processor, admins have 
access to HyperTransport technology, two channels 
of DDR3 memory operating at up to 1 ,333MHz, 6MB 
of L3 cache, and advanced power management fea- 
tures such as Cool Speed and Enhanced APML (Ad- 
vanced Platform Management Link) with Precision 
Thermal Monitor. 

• 1 U single-socket rackmount server 

• One AMD Opteron 41 00 series processor 

• Four DDR3 DIMM Sockets 

• 6MB L3 cache 

• One PCI-E 2.0 expansion slot 

• Two fixed SAS/SATA drive bays 

Best For: Entry-level workloads relying on efficient 
power and the Intelligent Platform Management Interface 
with KVM over LAN integration. 

Price: Starts at $1 ,045 



Supermicro SuperServer 
6016GT-TF-FM205 




The 1 U SuperServer 6016GT-TF-FM205 rackmount serv- 
er from Supermicro features an Intel Xeon 5600/5500 
processor and 192GB of DDR3 1 333/1 066/800MHz ECC 
Registered DIMM. The SuperServer 6016GT-TF-FM205 
also features the Super X8DTG-DF motherboard (with dual 
1,366-pin LGA sockets). 

• Supports RAID 0, 1, 5, and 10 

• Comes integrated with two Nvidia Fermi M2050 
GPU cards 

• Intelligent Platform Management Interface version 
2.0 with support for virtual media over LAN and KVM 
over LAN 

• Intel 82576 dual-port Gigabit Ethernet controller with 
support for 10BASE-T, 100BASE-TX, 1000BASE-T, 
and RJ-45 output 

• 80 PLUS Gold Certified power supply 

Best For: Environments that would benefit from high 
compute density and uniform large-scale deployment- 
based rackmount solutions. 

Contact: (408) 503-8000 I www.supermicro.com 



Supermicro SuperServer 
6026TT-GIBQRF 




The SuperServer 6026TT-GIBQRF from Supermicro has 
a 2U rackmount configuration that features integrated 
IPMI 2.0 with KVM and dedicated LAN. This model 
includes computing nodes with onboard QDR InfiniBand 
for 40Gbps high-bandwidth connectivity. It features addi- 
tional support for up to 12 hot-swap 3.5-inch SAS/SATA 
drives for increased I/O provision. 

• 1 ,400W high-efficiency power supply with 80 PLUS 
Gold Certification 

• Dual 1 , 366-pin LGA sockets with support for up to two 
Intel 64-bit Xeon processors 

• Supports memory mirroring plus single- and double-bit 
error detection and correction 

• Supports up to two double-width GPU cards via native 
PCI-E 2.0 x1 6 slots 

• Dual Intel 82574L Gigabit Ethernet controllers with 
10BASE-T, 100BASE-TX, and 1000BASE-T output 

Best For: Environments requiring hot-swap server capa- 
bilities for power savings and space sharing. 

Contact: (408) 503-8000 I www.supermicro.com 
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News 



SSD Standards 
Developed To 
Compare Endurance 
& Reliability 

The JEDEC Solid State Technology Associ- 
ation has created baseline standards to give 
admins a way to make apples-to-apples com- 
parisons of SSDs. Defined as JESD218 SSD 
Requirements And Endurance Test Method 
and JESD219 SSD Endurance Workloads, 
the two standards define SSD capacity, appli- 
cation class, and reliability. 

The JEDEC Solid State Technology Asso- 
ciation standards define two classes of 
applications: Client and Enterprise. In the 
JESD218 tests, the SSD is actually run to 
its full endurance rating, which is expressed 
as TBW (terabytes written), and the stan- 
dard defines the technical test methodolo- 
gies that SSD manufacturers must perform 
when verifying endurance. The JESD218 
also provides a definition of an SSD Endur- 
ance Rating to match the SSD to the appli- 
cation and compare different products. 

As for the JESD219 specification, Alvin 
Cox, chairman of the JC-64.8 subcommittee 
for solid-state drives, says that "JESD219 
describes the endurance of enterprise work- 
loads. The enterprise workload is a synthetic 
workload of random data with a transfer size 
distribution leveraged from enterprise finan- 
cial traces. It uses 100% of the SSD user 
capacity." The client application workload is 
still under development, but the JEDEC ex- 
pects it to be included in a specification revi- 
sion early in the next calendar year. 




'The endurance rating and endurance veri- 
fication share a common set of requirements," 
Cox says. 'These requirements are targeted 
at NAND non-volatile memory components 
since SSDs using that type of component are 
most prevalent in the current market." The 
uncorrectable bit error rate, data retention with 
power off, and functional failure rate are some 
of the primary attributes to meet the endurance 
requirements. "The workloads described in 
JESD219 provide a common stimulus for the 
endurance rating and verification process 
described in JESD21 8," Cox says. 

Standard Benefits 

As a general rule, SSDs that meet the enter- 
prise requirements can work with any appli- 
cation, and a client drive may not handle all 
enterprise applications well. As for when the 
standards will be used by the majority of ven- 
dors. Cox says, "Major OEMs are aware of 
the standard, and we expect that they will 
drive the implementation through assurance 
that their SSD suppliers meet the standards." 
The end result should help give admins the 
confidence to make the right storage choices 
for their enterprises because they'll no longer 
need to deal with the inconsistent specs that 
currently exist in the marketplace. The stan- 
dards allow for manufacturers to rate an SSD 
for either the enterprise or client application 
class or both, so admins will have plenty of 
information regarding a drive's reliability. 

by Nathan Lake 



CLIENTS 



Phones For All 



Stop Top Smartphone Threats 



by Jean Thilmany 

Smartphones are increasingly indis- 
pensable in the workplace. But unfortu- 
nately, they come with their own set of 
problems and threats for the enterprise 
IT manager. Before widespread adoption 
of smartphones at their enterprises, it's 
worthwhile for managers to understand 
the top threats smartphones can pose and 
what they can do to be prepared to take 
them on. Of course, malware, data loss, 
and application misuse are among the 
biggest issues. But managers are likely to 
run into other general-use issues, as well. 

As smartphones and other mobile 
devices such as iPads become more per- 
vasive computing platforms, IT depart- 
ments have recognized that they can't 
address and manage mobile devices the 
same way they do computers, says Ojas 
Rege, vice president of products and 
marketing at mobile-device management 
company Mobilelron (mobileiron.com). 

First, the mobile industry has no single 
operating system, which means IT has to 
be able to deal with a variety of operat- 
ing systems, including iPhone, Android, 
BlackBerry, Palm, Windows, and Sym- 
bian, Rege says. An increasing number 
of companies are permitting employee- 
owned smartphones that inevitably have 



"I was doing [an] ethical hack for a 
credit union near Philadelphia and decid- 
ed to see how secure their wireless was," 
Herberger says. 

The credit union's wireless network 
and internal network were not connected. 
But Herberger was able to connect to the 
internal network using a wireless device 
in the credit union's parking lot. "People 
from the bank had iPhones," Herberger 
explains. "With iPhones, you have to 
force off their ability to look for net- 
works out there. One person had physi- 
cally connected their phone to their PC 
to charge it and thereby had bridged the 
two networks." He recommends strongly 
educating employees about security and 
using the same standard security meth- 
ods used for PCs to protect against infor- 
mation loss. 

Safety Software 

All business data will, of course, need 
to be secured. Because of the various 
security concerns, Rege recommends IT 
managers look at bringing in a smart- 
phone platform that lets companies man- 
age smartphone data, privacy, security, 
and cost across multiple operating sys- 
tems. Such platforms usually also allow 
IT to tailor security and privacy policies, 
create a boundary between personal and 



"Mobile technology is changing so fast 
that something that was true a year ago 
may not be true today because of 
changes to this or that platform." 



- Lookout's Kevin Mahaffey 



both business and personal data on them, 
which raises new concerns about security 
and privacy, he adds. 

Small to midsized enterprises are on 
the forefront of this move to employee- 
owned phones, Rege says. "Some even 
have 100% of their people owning their 
own phones," he adds. "SMBs don't 
have regulatory compliance issues big 
dogs do, so their device choice can be 
made more easily." 

Security First 

IT managers need to remember that 
smartphones are actually mini comput- 
ers, not exclusively phones. Keeping that 
in mind will help as they consider issues 
that crop up around smartphone use, says 
Carl Herberger, vice president of infor- 
mation, security, and compliance ser- 
vices for Evolve IP (www.evolveip.net), 
a communication services provider. 

"Smartphones have every issue that 
resides on the desktop or the laptop," 
Herberger says. "Today, everything is 
about the application, which means an 
operating system with firmware under- 
neath and a boot and start memory 
sequence and communication sequences." 
Just like on PCs, running an operating 
system can lead to denial of service prob- 
lems, antivirus problems, and data leaks, 
he adds. 



business data, and manage the data on 
mobile devices remotely. 

Also, many mobile security software 
systems often can give IT an up-to-the- 
minute look at carrier charges, so man- 
agers can take action by limiting use 
before the final monthly bill comes due, 
Rege says. Vendors are increasingly pro- 
ducing security software especially for 
smartphones. The software usually pro- 
tects against the download of suspicious 
applications to protect against malware 
and spyware, backs up phone data to 
secure Web service so data can be 
restored and protects against lost or 
stolen devices by pinpointing the lost 
phone on a map (thanks to the onboard 
GPS system). 

"Mobile technology is changing so fast 
that something that was true a year ago 
may not be true today because of 
changes to this or that platform," says 
Kevin Mahaffey, chief technology offi- 
cer at mobile security company Lookout 
(www.mylookout.com). Mobile security 
software allows IT managers to keep up 
with changes, Mahaffey says. 

Legal Aspects ' 

Legal issues are still being worked out 
in today's quick-changing mobile-device 
environment, says Benjamin Wright, 
an attorney specializing in electronic 



Key Points 



Security should be the first consideration 
for enterprise mobile device use. Special 
security considerations need to be taken 
for employees who use their own smart- 
phones for work. 

Not everyone will be familiar with their 
smartphone. Employees will need basic 
instruction. 

Mobile technology changes fast. Third- 
party security software can help IT man- 
agers keep up. 



communication and author of "The Law 
of Electronic Commerce." IT man- 
agers need to pass that message to en- 
terprise employees when they issue 
their smartphones. 

"Users will want to use their smart- 
phone messaging functions to transact 
legal business," he says. "They'll form 
contracts like 'we agree to pay $10,000 
for the widget' or take HR actions like 
'you're fired' where the messages need 
to be recorded for legal purposes." 

When users send these messages via 
the corporate email account, it's relative- 
ly easy for IT to record and archive the 
emails. But IT managers will also need 
a plan to capture the records of social 
and text messages. Those records can 
become the subject of a subpoena, an 
IRS taxpayer audit, an administrative 
summons, or an internal investigation, 
Wright says. Q 



Daily Charge 

Along with the larger security concerns, 
come lesser, everyday-use issues that 
IT managers will also need to make their 
users aware of. 



For instance, phone service doesn't reach 
to all areas where employees might travel. 
They should ensure they'll have phone 
service on the road before confirming an 
important conference call. And call integrity 
can also be a problem in many areas, Carl 
Herberger, vice president of information, 
security, and compliance services for 
Evolve IP (www.evolveip.net) says. "A 
smartphone may not be a great long-term 
plan if you need good connectivity through- 
out the nation," he says. 

IT managers will also need to bear in mind 
that not all employees are familiar with 
mobile devices. When a mobile device is 
issued to an employee, IT should go over 
basic use issues, says Kevin Mahaffey, 
chief technology officer at mobile security 
company Lookout (www.mylookout.com). 
"Remind people they need to plug in [the] 
phone every day [and] that they need to 
set a password on their phone to protect 
against casual thieves, just general-use 
things like that," he says. 

Smartphones are here to stay, Mahaffey 
reminds IT managers. But they needn't 
be any more difficult to manage than 
today's PCs. 
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data center contamment solutions 
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Media Partners datacen ter CRITICAL PROCESSOR. 
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Magnext Ltd 

7099 Huntley Rd, Suite 104 | 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 



NEW & REFURBISHED AUTOLOADERS & TAPE LIBRARIES 
UPGRADE PACKAGES FOR HIGHER PERFORMANCE & CAPACITY 
TAPE LIBRARY REPAIR SPECIALISTS - STOCK lOOO'S OF PARTS 
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LTO • DLT • SDLT 
9840 • 9940 • TIOK 

Magnext stocks tape drive 
modules for your tape library 

Call for best pricing! 

Committed to providing high-value, high-guality, products to the IT mari<etplace 



Toll-free 888-NOW-TAPE 



614-433-0011 
info(5)magnext 




Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 



retrieve ■ refurbish ■ reuse ■ recycle ■ remarket 
We Purchase: We Offer: 



Compute rsyLaptops 
Networking Equipment 
Power/Environmental 
Telecommunications 
Complete Data Centers 
Printers 



Asset Tracking/Reporting 
Deinstallation/Packing/Transportation 
DOD Level Data Destruction 
Epa Recycling/Reuse 
Ongoing Support Plans 
Tectinology Refresh/Install Programs 



At DMD Systems Recovery, we remove ttie headache from asset 
disposal. We can manage the whole process from deinstallation to 
asset remarketing. We worry about data destruction, EPA 
regulations, logistics, and insurance so that you don't have too. 
Don't tie up your resources or take chances with you data or 
environmental issues. Call DMD today. 



if 



DMD SYSTEMS ReCOVEAV, INC. 

rninrnti. wnT>.iaiiiaa,)iA»ins,.<^fMi 



dbg 



DEC-Compaq-Clsco-Sun-SGI 



770-931-7732 

Fax 770-931-9416 

www.dbgweb.com 
salesp@clbgweb.com 



AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 2 1 264 Processor 1224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 



2 Systems In Stock! 



Authorized COMPAQ' Reseller 

WE WILL BUY YOUR USED HARDWARE! 




Pegasus Buys, Sells and Offers Depot Maintenance 
& Flat Rate Repair On: 

KronosTime Clocks, Flat Panels, 
POS & Symbol, HHP, PSC,Telxon, 
Metrologic, Barcoding Equip 



We can supply any configuraton you 
need. If you have clocks installed and 
need a specific KOS version we can 
help you. Same is true on I/O Boards. 

Specialize in 420G, 440B, 
460F, 480F, 551, and 4500's 



Ethernet Daughter Board, Modem Option, 
Remote Readers, Bell Relays, Master Sync, 
Battery Backup Kit, Dual Reader, I/O Board, 
External Reader I/O Board, Touch ID 




Pegasus Computer Marketing, Inc. 

(800)856-2111 I www.pegasuscomputer.net 



LQQk Here First! 

"Discovered . . . Legacy, Hard-To-Find, Obsolete, 
End-Of-Llfe Storage Devices ..." IN STOCK! 



DllkDrl¥i 




I N El 



% All Major Manufactures . . . 
% Same Day Shipping . . . 
% Fully Tested . . . 
•j 100% Satisfaction Guarantee . . 

CALL OR BUY ONLINE NOW!* 

10% discount code: DDF10 

(952)703-5255 I www.diskdrivefinder. 



Information 
Technology 
Trading 



Experience to find you tfie 
riglit teclinology solution. 

AS/400 • RS/6000 • Sun Microsystems 
Storage • Tape Bacl<up 



(877) 715-3686 | www.iteclitrading.com 
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PRODUCT SPOTLIGHT 



Data Center Cleaning Service 



Controlled 

Contamination Services 




CONTROLLED 



Specializing in worl<ing witli data centers of all sizes, 
Controlled Contamination Services can clean the most 
sensitive components to rid your data center of fine 
particles, residue buildup, and other contaminants. 
Professionals will clean server rooms with the latest 
micro-cleaning techniques. Controlled Contamination 
Services performs background checks on their own 
employees to ensure your facilities and equipment are 
in the right hands. 

• Services for UPS rooms, computer rooms, and 
network control centers 

• Proper cleaning materials will reduce electrostatic 
charges and protect sensitive environments 

• Cleaning services also disinfect raised floor areas and 
command centers 

• Will remove dust that air filters can't catch 

Best For: Data centers in need of sensitive equipment 
cleaning. 



Data Clean 



The ContTDlled Environment Clsaning Specialists 



Data Clean takes care of all-purpose cleaning, includ- 
ing areas such as cleanrooms, laboratories, and test 
chambers. The company targets exterior hardware, 
top-of-floor, underfloor plenum, post-construction, sub- 
floor sealing, and disaster recovery cleaning. In addition. 
Data Clean can provide consultations regarding zinc 
whisker removal. 

• Can clean just about any room, including data centers, 
computer rooms, and cleanrooms 

• Use of HEPA-filtered vacuums to remove microparticles 

• Specialized cleaning agents remove dirt from tile and 
carpeted surfaces 

• Services backed by the Data Clean 1 00% Satisfaction 
Guarantee 

Best For: Data centers that need a detail-oriented 
cleaning. 



Data-Tec Systems 



TAlTEC SYSTEMS 



Data-Tec Systems specializes in servicing a variety of 
IT-related facilities, including computer rooms, server 
rooms, print facilities, IVIDF rooms, item processing 
rooms, and even general office areas on raised flooring. 
Data-Tec Systems has been providing maintenance 
services since 1991 and can care for equipment, tile, 
subfloor, and access floor cleaning as a complete pack- 
age. Data-Tec Systems employs trained technicians who 
know how to manage delicate IT equipment while clean- 
ing data center rooms. 

• Periodic computer room exterior shell cleaning 

• Access floor tile surface cleaning with pretreated, 
environmentally safe cleaners 

• Subfloor tack cloth wipe-down 

• Access floor installation and replacement 

Best For: Data centers that utilize multiple rooms. 



ProSource 

Mission Critical Services 

ProSource. 

MISSION CRITICAL SERVICES 

The right dia>» fei miiiitm critical ditaccnlcn 



ProSource Mission Critical Services offers contamina- 
tion and ESD control services that consist of multitier, 
time-sequenced maintenance plans and contamination 
cleaning for subfloor, raised floor, equipment surface, 
and ceiling areas. Subfloor encapsulation includes an 
epoxy coating application to prevent subfloor plenum 
vapors and dust. Additionally, Team ProSource's ESD 
control services cover antistatic floor finishing; Pro-Tek 
Anti-Static Floor Finish inhibits static buildup. 

• Annual and semiannual sen/ice options 

• Customized plans are available for different facilities 

• Raised floor surface cleaning features Pro-Tek and 
Microfiber Flat Mopping System 

• Airborne particle count sampling uses laser particle 
counters to control the amount of particulate matter in 
the data center 

Best For: Data centers that require extensive and 
frequent maintenance from top to bottom. 



PTS Data Center Solutions 




PTS 



DATA CENTER SOLUTIONS 



PTS Data Center Solutions cleans all operating systems 
after data center construction is finished. Focusing on 
what's above and below raised floor data centers, PTS 
Data Center Solutions pays attention to the details, in- 
cluding equipment wipe-downs, antistatic cleaning, and 
ramp landing waxing. Because regular data cleaning and 
maintenance is a must, PTS Data Center Solutions rec- 
ommends regular data center sanitation to preserve the 
life of the data center interior, exterior, and underbelly. 

• Subfloor encapsulation to eradicate concrete 
powdering 

• Vacuuming removes dust, dirt, and other pollutants 

• Use of machine scrubbing for high-pressure laminate 
raised-floor surfaces 

• Crews will take precautions to understand what's 
required for cleaning an active data center environment 



Best For: Frequent, thorough, and regular maintenance 
of the full data center. 



Seaico 



Sealer 



SeaIco specializes in cleaning and maintaining computer 
rooms and their support equipment. Whether it's post- 
construction cleaning or a preventative maintenance 
program, our services will allow your data center to meet 
today's environmental needs at an affordable price. 
Acknowledging the customer's concern for safety and 
security, all Seaico technicians receive extensive back- 
ground checks and training in data center operations. 

• 26 years in the data center cleaning industry 

• Permanent full-time employees 

• Background checked and drug tested before and 
during employment 

• AirSeal bypass airflow programs designed to 
decrease energy consumption and increase 
infrastructure capacity 

• Full line of computer room products 

• Zinc whisker remediation 

• Nationwide sen/ices 

Best For: Any IT environment that needs cleaning 
services performed on any scale. 



Companyi 



Description 



Companyi 



Description 



Contact: (800) 283-5567 I www.sealco.net 
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R V I C E S 



Processor's Product Spotlight fiigtilights options available in key data center product categories, providing product information side-by-side for easy comparison. 



Providers 



Compiled by Joanna Sajford 



GCA Services Group 



SERVICES GROUP" 



GCA Services Group does more than simply clean 
your data center; It offers a host of facility maintenance 
programs suited for the needs of individual data cen- 
ters. GCA Services also offers custom Green Cleaning 
to ensure the health and safety of occupants while 
ensuring that it uses the most environmentally friendly 
methods available. 

• Services adhere to cGMP techniques, lEST Federal 
Standards, and ISO Cleanroom Operations Standards 

• Maintains bio-pharmaceutical, semiconductor, aero- 
space, bio-safety, chemical, defense, nanotechnology, 
and optics environments 

• Sterile environment cleaning includes decontamina- 
tion, disinfection, gown room management, lab 
support services, and more 

• The Green Cleaning program provides custodial 
effectiveness assessments, sustainable cleaning 
processes, and certified sustainable chemicals while 
complying with GREENGUARD and offering Green 
Seal-compliant products 

Best For: Environmentally conscious data centers. 



Pegasus Cleanroom 



PtGASUS CLEMIItOQM SERVICES 

*i IMS«11-2(imflp?s»wd 

' IhePrQKnClHkefbr 

Critiul ErnirainnattaeaniiKi 



Specializing in designing and implementing a mainte- 
nance program for data centers of any size, Pegasus 
Cleanroom Services seeks to enhance mission-critical 
environments by cleaning and protecting data room 
assets. Pegasus Cleanroom Services can take care of 
data processing, call center, command center, Web 
hosting, colocation, and telecom departments. Addition- 
ally, Pegasus provides a host of standard data center 
cleaning sen/ices, such as general cleaning, access 
floor cleaning, subfloor cleaning, and equipment sur- 
face cleaning. 

• Offers environmental sampling and reporting 

• Disaster recovery cleaning available 

• ISO testing/room certification 

• Antistatic floor care and monitoring 

• Develop your own personally scheduled plan twice a 
year, quarterly, or daily 

Best For: Data center administrators who value 
personally developed cleaning schedules. 



Plenum Cleaning Services 




Plenum Cleaning Services cleans Tier I, II, III, and IV 
data centers in accordance with ISO 14644 standards 
without introducing any liquids or scrubbing machines 
that require liquids. Plenum Cleaning Services pretreats 
microfiber cloths and flat mops with a specially designed 
nonresidue antistatic cleaning solution and uses ULPA- 
filtered frequency-suppressed vacuum cleaners. 

• Improves the static dissipation properties and prolongs 
the condition of the high-pressure laminate subfloor 

• Lowers cooling costs by reducing the air density and 
improving the air quality by removing 99.999% of dust, 
pollen, mold, bacteria, and any airborne particles with 
a size of 0.12 micron or larger 

• Prolongs the lifetime of hardware and equipment by 
maintaining optimal operating conditions 

• Free estimates 

Best For: Preventing costly downtime related to thermal 
shutdown as a result of components overheating because 
of dust and debris buildup. 



Sterile Environment 
Technologies 




sterile Environment Technologies is a national leader 
in data center cleaning that brings cleanroom-level 
protocols to data centers, computer rooms, sen/er farms, 
and other sensitive critical and high-tech environments. 
SET3 can clean data centers of all sizes that require 
cooling efficiency, maximum uptime, and healthy air for 
employees. In addition. Sterile Environment Technol- 
ogies is a highly sought-after consulting and sen/ices 
firm that can audit your facility's needs and provide 
specific services such as belt debris, zinc needle, and 
Halon/FIVI200 remediation services; onsite interior 
electronics/tape/motherboard decontamination; antistatic 
subfloor surface sealing; and tacky mat provisioning. 

• Provides cleaning services for subfloors, server 
cabinets, racking, access floors, antistatic wax 
surfaces, open ceilings, ceiling plenums, and more 

• Highly trained and experienced managers 
and technicians 

• Cleanroom-approved chemicals and equipment 
to ensure the long-term safety and health of 
your environment 

Best For: All critical environments that follow Federal 
209E and ISO 14644 standards. 



Spec-Clean 




The Spec-Clean maintenance program features 
continual maintenance that's based on your budget 
requirements and scheduling convenience. Spec-Clean 
performs cleaning inspections, precleaning vacuuming, 
and interruption-free hardware moves. Exterior hardware 
cleaning includes microfiber hand cleaning for sen/er 
racks, CRAC units, PDUs, hardware, and other standard 
equipment. Spec-Clean also provides both top of raised 
floor and underfloor cleaning, stringer and pedestal 
cleaning, specialized carpet maintenance, and zinc 
whisker remediation. 

• Complete sanitation of exterior hardware, plus chairs, 
windows, and office equipment 

• HEPA vacuuming takes care of dust on exterior 
cabinets, monitors, and flat surfaces 

• Client walk-throughs ensure that you're covering 
every detail 

• Low-foam water and ammonia-free carpet extractor 
offered for carpet cleaning 

Best For: Data center managers who like detail-oriented 
deep cleaning. 



Specialty Cleaning Services 




Specialty Cleaning Sen/ices can effectively clean data 
centers, while also taking care of cleanroom, industrial 
lighting, acoustical ceiling tile, and post-construction 
cleaning. Offering five basic services, Specialty Cleaning 
Services uses HEPA-filtered vacuums, lint-free dust 
cloths, and sterile cleaning agents to complete commer- 
cial cleaning tasks such as exterior hardware cleaning, 
top-of-floor cleaning, underfloor plenum cleaning, above 
ceiling cleaning, air sampling, and environmental reports. 

• Heavy-duty cleaning for post-construction facilities 

• Cleanroom sanitation for large facilities 

• Water-based, nontoxic cleaning materials for 
acoustical ceiling tile 

• Services are available for scheduled intervals 
throughout the year 

Best For: Data centers that want detailed, hands-on 
professional cleaning sen/ices. 
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News 



I Zeus Trojan Leads 
To International Arrests 

The U.S. Attorney's Office in IVIanhattan 
cliarged about 40 individuals dubbed as 
"money mules," all of Russian and Euro- 
pean origin, in late September for their par- 
ticipation in a plot that involved the use of 
the bank-related Zeus Trojan program. 
Numerous European citizens have also 
been charged with similar allegations as 
part of the plot, which was codenamed 
ACHing Mules in the states. The name 
references "unauthorized automated clear- 
inghouse" transactions used to take money 
from business accounts. Reportedly, the 
"money mules" established U.S. banking 
accounts. Others then used the Zeus 
Trojan to hack into computers owned by 
small businesses and small municipalities 
to take online banking credentials, access 
accounts, and transfer sums usually totaling 
less than $10,000 to foreign accounts. The 
thieves have reportedly attempted to take 
as much as $220 million with actual losses 
amounting to $70 million. 




I IT Health Contracts Awarded 

The United States Social Security 
Administration has picked four prime 
contractors as part of the information 
Technology Support Services Contract, 
which will be used to amass a diverse array 
of health-related IT development and mod- 
ernization services aimed at least in part at 
operating EHR (electronic health record) 
systems used to process disability benefits 
applications. The contractors include 
Accenture, Computer Sciences, Northrop 
Grumman, and Lockheed Martin. The 
ITSSC has an aggregate ceiling valued 
at $2.8 billion and includes a one-year 
base period and six more one-year options. 
The Social Security Administration's move 
toward using more modern technologies 
and electronic processing is motivated by 
the fact it will be faster and easier to move 
records related to disability applicants 
through the process. 

I Email Is 95% Spam, 
Panda Security Reports 

Panda Security says that, during the third 
quarter of this year, 95% of email sent was 
junk mail and that 50% of all spam came 
from 10 countries. India, Brazil, and Russia 
were the top three spam-producing coun- 
tries; the United States came in at No. 8. 
Trojans account for 55% of malware; they 
typically steal financial information and have 
historically provided hackers the best return 
on investment. Threats to smartphones are 
growing rapidly, especially for Google's 
Android operating system. Two recent ex- 
amples of Android threats are FakePlayer, 
which sends SMS messages that rack up 
high phone bills, and TapSnake, which 
masquerades as a game but actually tracks 
and transmits a user's location. 
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Cloud Services 
Agreements 



Tips For Creating A Fair Contract 



by William Van Winkle 

The enterprise world is abuzz with all 
of the cost benefits and dreamy ROI poten- 
tial of pushing on-premises applications 
out to SaaS providers. However, the cloud 
dream can turn into a nightmare without 
proper attention to the SLA between enter- 
prise and vendor. According to Tanya 
Forsheit, a founding partner with Infor- 
mation Law Group, many small or even 
midsized enterprises let themselves be 
steamrolled into one-sided contracts. This 
leaves the customer gravely exposed in the 
event of a security breach. 

"The truth is that if it's a situation where 
there's some sensitive information involved, 
and that sensitive information is more in 
the way of IP or trade secrets or personal 
employee data, it's really important to at 
least try to put certain things into your con- 
tract," says Forsheit. "Have a negotia- 
tion with your provider. You can do that 
according to what points are sensitive to 
your organization." 

Security 

For many organizations, nothing is more 
important than protecting customer data. 
In fact, according to Forsheit, some states 
now have laws requiring that if a business 
is going to share personal customer infor- 
mation with a provider, the business must 
bind the provider by contract into having 
reasonable security, including technical 
and administrative controls. To address 
such needs and formalize security expecta- 
tions, enterprises may want providers to 
map their security against the enterprise's 
own policies and procedures. This can be 
detailed in the SLA to safeguard against 
security practice changes on the provider' s 
part. Smaller enterprises may not have 
extensive security policies in place, but 
industry bodies such as the ISO and NIST 
have lengthy security guidance that can 
help suggest a framework. 

Security concerns can also cross into 
national laws. For example, a number of 
European Union countries generally pro- 
hibit the transmission of personal informa- 
tion to recipients outside of Europe. 
Obviously, an American company with 
employees in the UK could find this prob- 
lematic. However, even seeking the ser- 
vices of a U.S. -based services provider that 
happens to replicate data overseas could 
get sticky. There are safe harbor programs 
that can allow personal data transfers 
between two otherwise prohibited coun- 
tries, but these need to be addressed in 
SLAs. Providers also need to explicitly 
state if they start replicating into additional 
countries that might not be legal for a 
given industry or geography. 

"A lot of the Canadian provinces are 
starting to make statements that all 
Canadian citizen data needs to reside in 
data centers within Canada," says Mark 
Leaming, vice president of Avanade 
Online Services (www.thecloudadvantage 
.com/aos). "That's an interesting require- 
ment, but the only way you're really 
going to do that is to shut off international 



Key Points 



SLAs need to address the legal ramifica- 
tions of data security, including when it 
comes to moving that data across 
national borders. 

Beware of fine print and escape clauses 
in lofty uptime guarantees. The odds are 
that the advertised promises and actual 
performance are two very different things. 

Consider building bonuses and penalties 
into the SLA for a vendor exceeding or 
falling short of its obligations. 



commerce, so your citizens can't buy an 
airline ticket or anything else from a 
provider in the U.S. because your data 
goes with that transaction." 

Guarantees 

Long before SLAs get signed, it's not 
uncommon for service vendors to lure in 
clients with lofty performance promises, 
especially "five nines" uptime. However, 
most informed industry insiders agree that 
99.999% uptime is practically impossible, if 
only because a provider is helpless to con- 
trol conditions beyond its firewall. This is 
why in nearly all cases, the SLA will give 
five nines providers plenty of back doors 
through which they can flee from downtime 
culpability. First of all, does that five nines 
"guarantee" specify a certain maximum 
number of down minutes per quarter or 
year? Many do not, and without specifics 
built into the SLA, the assurance essentially 
boils down to "trust me." 

"We looked at one provider recently that 
said it provided 100% uptime," says 
Leaming. "But when you look at the fine 
print, it says that unexpected outages occur 
from time to time. Because they're unex- 
pected, they don't go against the uptime 
requirement. Like, all outages are unex- 
pected! So effectively, they're saying that 
when the system is up, it'll be up 100% of 
the time." 

Leaming believes that when providers 
add more nines, it's usually because they're 
excluding more things from their uptime 
calculations. Managers need to understand 
these exceptions and account for them 
when weighing providers and their rates. 
Also make sure an SLA covers a vendor's 
degree of proactive alerting. In the event of 
an outage or breach, what steps does a ven- 
dor take to contact its customers and keep 
them informed of the error and remedy 
process? The spectrum can run from "say 
nothing and hope no one notices" to "we'll 
stay on the line with you until we're back 
to 100%." 

Note that so much attention in the SLA 
construction process can be placed on 
uptime discussions that it obscures other 
concerns. According to Erik Hille, senior 
principal product marketing manager at 
CA Technologies (www.ca.com), SLAs 
should focus on overarching business ser- 
vices. Overlooking this can negate the 
value of outsourcing to the cloud in the 
first place. 



"The ability for the company to under- 
stand service from the top level rather than 
the granular, low-level infrastructure items 
helps customers to make informed deci- 
sions and to govern those decisions to the 
benefit of their company," says Hille. 
"Overemphasizing the low-level monitor- 
ing type metrics, such as five nines, to the 
detriment of the high level one is a temp- 
tation that infrastructure oriented IT folks 
easily fall into as they have typically man- 
aged their own environments in this way." 

Visibility & Incentives 

Much of the SLA relationship hinges on 
reporting, so it's important that enterprises 
have as much insight into what's happen- 
ing on the provider's side as possible. 

"You need to be able to see what's 
going on in the cloud infrastructure," says 
Doug Hazelman, senior director of prod- 
uct strategy at Veeam Software (www 
.veeam.com). "But that's not much help if 
you have to construct a new monitoring 
and reporting infrastructure just to keep 
tabs on the cloud SLA. You want cloud 
monitoring and reporting to fit into your 
existing tools and frameworks. It should 
be rolled up into everything you already 
do to manage your own network." 

Leaming and Hille agree that vendors 
willing to provide this level of insight and 
deliver performance above and beyond that 
specified in the SLA should be entitled to 
some sort of bonus. At the same time, there 
should be a disincentive — a penalty — if the 
provider fails to uphold its end of the SLA. 
This arrangement can motivate the service 
vendor to allocate more resources to the 
customer than it might normally provide 
and thus accomplish more of what the 
enterprise actually wants. ^ 

Things Your SLA 
Must Include 

When working up an SLA between your 
enterprise and a vendor, here are some 
things you should consider including: 

• Have the right to access extensive 
performance data 

• Explicit details on the metrics used to 
evaluate performance 

• A contractual obligation to provide 
monthly reports 

• Detail commitment levels on system 
fixing, as in the case of a page that 
won't display 

• Penalties (and credits if the enterprise 
wants to be fair) with reporting obligation 
carried by the vendor 

• Specifics on how data security and 
privacy are maintained 

• Details on methods and levels of data 
redundancy and protection 

• An arrangement in which the customer is 
not the contract's sole governance party 
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Inside The Democratization Of IT 

Today's Technologies Open Up IT Departments 



by Christian Perry 

Whereas business users once relied heav- 
ily on programmers to guide their computing 
activities, today's users are increasingly 
empowered, thanks to the rise of social net- 
working, customizable programs, and other 
technological innovations. This sea change 
has ultimately spawned what IT insiders call 
the democratization of IT, and it's destined 
to shape both the present and future of en- 
terprise computing. 

"The democratization of IT is a response 
to fast-changing business needs to support a 



Key Points 



• The rise of Web 2.0 and other technologies 
has empowered users to be more indepen- 
dent and flexible from an IT standpoint. 

• Instead of fighting IT democratization, 
IT departments should embrace the 
trend and work to tal<e advantage of its 
resource-saving benefits. 

• Understanding technology and the needs 
and fears of external and internal users can 
help IT managers create a more successful 
and open-ended environment. 



less rigid development environment, which 
enables companies to quickly create appli- 
cations, implement solutions, and design 
new systems," says Tom Crawford, senior 
vice president. North America, for Micro- 
gen (www.microgen.com). "IT departments 
are finding that implementing more agile, 
flexible, and adaptable solutions alongside 
business users delivers faster results for 
businesses consistently under pressure by 
internal and external stakeholders." 

From Dictatorship To Democracy 

Whether users are empowered now as a 
result of increased software flexibility, 
lenience from IT departments, or both, the 
fact remains that users can do more on their 
own. Scott Archibald, managing director at 
Bender Consulting (www.bendercon.com), 
explains that in the past, the IT dynamic was 
more like a dictatorship than a democracy. 

"Internal users and external customers 
had to actively reach out to the IT organiza- 
tion, then wait passively for some sort of 
response. The democratization of IT 
empowers both internal users and external 
customers to be active participants in the 



problem-solving process the entire time," 
Archibald says. 

The benefits of IT democratization to a 
business organization can be far-reaching, 
particularly when it comes to stakeholders 
demanding more active involvement in prac- 
tices and strategies. However, this shift also 
presents a challenge to IT departments, 
which risk marginalization as users move to 
technologies that don't necessarily depend 
on active involvement by IT staff. Accord- 
ing to Kurt Roemer, chief security strategist 
with Citrix (www.citrix.com), the impact of 
IT democratization is well underway, with 
individual departments and small businesses 
selecting SaaS over recent years — and in 
turn bypassing IT. 

"These applications . . . [are] easy for busi- 
nesses to sign up for and use without IT 
involvement. And, with a pay-as-you-go 
model, department budgets [can] pay for the 
applications as a monthly charge, further 
bypassing IT and lengthy capital approval 
processes. IT will continue to be affected by 
democratization and wiU need to adapt to the 
consumerization wave or be further margin- 
alized and sidestepped," Roemer says. 

Despite the potential for users to disre- 
gard IT, it's not all bad news for IT depart- 
ments. Crawford notes that IT no longer has 
to maintain exclusive ownership of data 
flow models and business rules, as business 
users must secure data outputs that feed 
external reporting, transaction control, and 
other metrics. In turn, IT morphs into a 
direct partner to the business by developing 
business-critical apps, he says. Further, 
CIOs who traditionally spent time and 
resources on development and implementa- 
tions can now focus on other priorities. 

Embrace Ttie Change 

According to experts, IT managers who 
haven't yet embraced the concept of IT 
democratization would be wise to assume the 
trend is already happening in their organiza- 
tions. In fact, the smart move is to recognize 
the signs of democratization and work to 
facilitate its benefits. The first step, Bender 
Consulting' s Archibald advises, is accepting 
the trend and that a more two-way interaction 
with internal and external stakeholders is 
going to happen. 

"Once that has been accepted, start work- 
ing closely with your business leaders to see 
how this move will impact the business as a 
whole, and develop plans to accommodate 
both internal and external customers. In par- 



ticular, IT managers should be leading the 
conversation and proposing the alternatives 
so that they are defining what the 'democra- 
tization of IT' will look like within their 
organization vs. getting caught off guard by 
last-minute requests, unrealistic requests, 
etc.," Archibald says. 

Roemer adds that it's important to know 
your users — including their technology 
hopes and fears — because the closer IT is to 
the benefactors, the better the results. He 
also recommends understanding how to 
apply the latest technology trends by staying 
current with the successes and failures of 
others, piloting interesting technologies, and 
regularly communicating the results. In par- 
ticular, lunch-and-learns that are demos 
(rather than presentations) can help to show 
users that IT is on their side. 



"Don't be afraid to take chcmces," Roemer 
continues. "Breakthroughs often come 
through a learning process that involves 
much trial and error. . . . With virtualization 
providing for multiuse hardware and SaaS 
applications, experiments are a low-cost, 
high-reward venture." 

He also recommends embracing con- 
sumerization by preparing for BYOC (bring 
your own computer) strategies and user- 
owned devices. User requests for functional- 
ity that were a "no" in the past due to stan- 
dardization, control, and security concerns 
should become a "yes" whenever possible. 
Further, Roemer suggests running ongoing 
consumerization pilots and using virtualiza- 
tion to maintain concerns at levels necessary 
to support the business while delivering the 
benefits of new hardware and services. 



"IT will continue to be affected by 
democratization and will need to adapt 
to the consumerization wave or be 
further marginalized and sidestepped." 



Citrix's Kurt Roemer 
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The Agile Approach 

Although IT democratization is a concept that's embraced by many in both the user and IT camps, it's 
not necessarily a successful, slam-dunk strategy for every environment. For example, Mark 
Woodward, manager of applications development for 1-800-GOT-JUNK? (1800gotiunk.com) says 
that despite IT democratization's noble goals, the concept may never be fully realized. 

"It seems to focus on the technological capabilities of this Web 2.0 era and its offspring, rather than 
dealing with some systemic issues at the core of many businesses, [such as] teamwork," Woodward 
says. "Our approach is to depolarize IT vs. business using the agile philosophy and methodology. The 
democratization of IT seems to perpetuate the notion of IT — the department — as separate from the 
business, as a silo of coders. What we are trying to encourage is that IT is on the same team. We 
now invite as much transparency as we can into what IT does and how we do it." 

For example, other departments at 1-800-GOT-JUNK? attend a meeting every day with the compa- 
ny's developers. The company also asks that each project owner in its current agile development 
cycle sit at the developer's desk to see what it takes to accomplish a request. The result, says Wood- 
ward, is a process that builds faith, trust, and understanding that will hopefully offset the Impatience 
that often characterizes the behavior of "digital natives" and frustrations with "old-school" IT teams. 
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IT Debt Could Reach 
$1 Trillion By 2015 

According to recent research by Gartner, the 
amount of global IT debt for this year is esti- 
mated to be $500 billion. What's more, Gartner 
predicts that by 2015, IT debt could climb to 
$1 trillion globally. But what is IT debt? Per 
Gartner, it's "the cost of clearing the backlog 
of maintenance that would be required to 
bring the corporate applications port- 
folio to a fully supported current 
release date." That includes 
upgrades many enterprises 
have let slide in recent 
years due to econom- 
ic concerns. 
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Gartner analyst Andy Kyte said in a state- 
ment that ClOs have seen IT budgets held 
firm or cut over the past decade, leading 
them to "deliver quality of service for opera- 
tional services and to use any potential pro- 
ject spend to deliver new functionality to the 
rest of the business." Most budget reductions 
have disproportionally fallen on maintenance 
activities, such as keeping applications up-to- 
date and fully supported, he said. Taken over 
several years, an associated risk is that appli- 
cations become dangerously out-of-date and 
vulnerable to attack. Another risk is in compa- 
nies constructing inaccurate application 
inventories and having no structured review 
process in place for their portfolios, meaning 
IT admins aren't fully "aware of the true scale 
of the problem," Kyte said. 

Gartner says that the IT debt also increases 
as businesses continue to invest in adding 
functionality and complexity to existing appli- 
cations, because that added functionality and 
complexity requires its own upgrading and 
maintenance. 

What Can Be Done? 

Gartner suggests companies develop annual 
reports detailing the status of their applica- 
tions portfolios, including how applications 
are being used; how many were acquired 
and decommissioned; and the current and 
future costs to operate, sustain, or improve 
their integrity. 

According to Brian Greenberg, president of 
General System Dynamics, "Good, well-disci- 
plined organizations that have regular and 
effective release-management procedures, 
as well as systems reviews, won't experience 
the kind of debt that Gartner refers to." It's 
essentially the loose or sloppy organization or 
one that's under-resourced that can experi- 
ence debt, he says. 

Greenberg says that although Gartner's 
estimates seem "like a lot of FUD," he has 
seen organizations that have really dropped 
the ball on maintenance, although the cost 
to come up-to-date is "going to vary on the 
size of the organization, the kinds of sys- 
tems, and what might have slipped through 
the cracks." Greenberg says the three most 
important areas in terms of release and 
review management that companies should 
keep up-to-date to lessen the chance of 
incurring IT debt are security, antivirus, 
and disaster recovery and business contin- 
uance protocols. 

by Blaine Flamig 



Automate IT 
Processes 

Avoid Headaches Caused By Poor Implementation 



by John Brandon 

• • ■ 

The most mundane IT tasks — such as 
making tape backups or streamlining sup- 
port calls — are ripe for IT automation. 
This frees up IT staff to work on more 
complex problems, bridge the gaps be- 
tween business units and IT operations, 
and just add more value to a data center. 
All too often, automating an IT process 
becomes a labyrinthine process, and some 
managers end up going back to more con- 
trollable and manageable manual processes. 
Yet, IT experts insist automation is worth 
the hassle, especially if you establish 
reproducible workflow first and automate 
simple tasks as a priority. 

First Steps 

One key to successful IT automation is 
knowing your own workflow and estab- 
lishing a streamlined IT operation in the 
first place, says Ben Greiner, the founder 
of Forget Computers, a consultancy that 
helps companies make IT more efficient 
and streamlined. According to Greiner, if 
the workflow within a data center is not 



Key Points 



Know your existing workflow before 
attempting any automation. Start slow 
with mundane tasks and work up to more 
complex tasks. 

Identify which IT processes are ripe for 
automation, including support processes 
within the company, storage backups, and 
server-related tweaks and optimizations. 
Be ready to deal with political and cultural 
issues that arise when you try to automate 
tasks that have normally been done by 
people within your enterprise. 



work into chunks like this is critical to 
achieving real success; also, it allows for 
many intermediate successes, rather than 
one huge single deliverable." 

Next Steps 

After identifying which tasks can be 
automated, the next step is to figure out 
how the tasks will actually be automated 
and who will be involved. Kanies says 



"Many overlook their own workflow 
and invest in automation software 
as a perceived solution to fixing 
their workflow problems." 



-Forget Computers' Ben Greiner 

well-established, attempting any automa- 
tions will just exacerbate the problems. 

"Many overlook their own workflow and 
invest in automation software as a per- 
ceived solution to fixing their workflow 
problems," says Greiner, who suggests 
holding someone accountable to define the 
support process and the specific items to 
automate. "Approach automation with an 
open and creative mind. Is the process 
important? Can it be improved or replaced? 
Does it help or hinder end goals?" 

Greiner says that once you have estab- 
lished a sound IT workflow, you can then 
start automating. Attempting automation 
before understanding workflows can lead 
to even more problems. 

Luke Kanies, who founded Puppet Labs 
(www.puppetlabs.com), an open-source 
data center automation tool, says automat- 
ing IT really involves a close look at the 
mundane tasks within your data center 
first. Once these tasks are automated, you 
can start looking at more complex tasks. 

"The main things you need to know are 
which tasks are both taking inappropriate 
amounts of time and [are] sufficiently 
repeatable," he says. "You have to start 
with the mundane but time-consuming 
processes, and finishing those will free up 
the time needed to work on the more com- 
plicated tasks. Breaking the automation 



this requires an assessment of how the 
process will be maintained consistently. 
He says it is important to ask the right 
questions about who will be in charge of 
the automated process, whether that group 
will be in charge long-term or just initially, 
how much time the automation requires, 
and how it will integrate with other 
IT processes. 

Greiner says many IT managers assume 
their IT processes are too unique and com- 
plex to ever consider automating them, but 
the reality is that many of the tasks re- 
quired for storage, servers, and networks 
are established routine processes in many 
data centers and can be automated. He 
suggests doing a thorough analysis of your I 
IT workflows. 

As with any IT project, another step 
involves analyzing the tools available to 
help you with automation. Often, this 
involves looking into several distinct mar- 
kets: tools for automating support opera- 
tions or server optimization, or requests 
for storage retrievals. 

Automation usually requires these dis- 
tinct third-party tools, although in some 
cases the automated process is something 
you can configure with your existing sys- 
tems, such as a control console for a stor- 
age array or a server process that you can 
automate using existing Microsoft tools. 



For all automated processes, Kanies says 
you will need to use version control soft- 
ware to keep track of the automations so 
you do not lose track of what processes 
you are running and what they do. 

"You'll also want some kind of data- 
base. This will help encourage you to 
extract data out of the code and query for 
it when necessary, rather than hard-coding 
it into the automation solution itself," says 
Kanies. "Beyond that, reporting, monitor- 
ing, auditing, logging, and backups are all 
good ideas." 

Costs vary for the automation tools, 
ranging from a few hundred dollars for a 
simple support call scripting tool all the 
way up to several hundred thousand for 
tools that automate storage operations. 
Yet, as Greiner points out, there are few 
expenditures in IT that pay for themselves 
quite as quickly, usually in the fact that 
you no longer have to pay for the manual 
process. He mentions one example where 
Forget Computers purchased a group of 
data center automation tools for about 
$60,000 over a three-year period. Yet, it 
did not need to hire a part-time staff per- 
son at $22,000 per year (for the three-year 
period) to run the same tasks manually so 
the automation was actually a cheap- 
er investment. 

Pitfalls To Avoid 

Even with those savings, there are pit- 
falls to avoid beyond those already men- 
tioned, such as not determining a proper 
workflow before attempting an automated 
process. Greiner says there are cases 
where an automation system was not 
implemented correctly, and the IT manag- 
er had to go back to a manual process. He 
says this is often caused by not having a 
well-intentioned maintenance plan for the 
automated process. 

Kanies says many of the pitfalls with 
automation are political and cultural, and 
convincing business units that computer- 
izing a set practice can be a laborious 
process itself. 

"Convincing an organization to shift 
away from manual processes and human- 
mediated actions to automated processes 
and computer-mediated work is often 
painful and slow and can easily be the 
slowest part of the process," he says. "This 
is one more reason why it's so critical to 
start small. Your early mistakes will be 
less damaging to the long-term ability to 
push through this cultural shift." 



TOP TIPS 



• Ben Greiner, the founder of Forget 
Computers, says to make sure you plan 
for automation now and at least three 
years out so that the automation does not 
expire after just a short time and not pay 
dividends long-term. 

• Greiner also advises that you look closely 
at all-in-one automation products rather 
than piecing together several tools for 
automation. However, they both have 
advantages — all-in-one is easier to main- 
tain, for example. 

• Don't forget to look at automated 
processes for mobile users, especially 
because the rewards for rooting out a 
manual process can then be used for 
workers no matter where they are. 

• Luke Kanies, Puppet Labs (www.puppet 
labs.com) founder, suggests focusing on 
the benefits, such as how IT staff become 
more valuable to the organization after 
automation because they are not just 
doing mundane repetitive tasks. 



October 22, 2010 



Processor.com 



Page 45 



DATA CENTER MANAGEMENT 



TECH IN-DEPTH 



Key Points 



With cloud solutions, SIVlEs leverage the service provider's 
shared services model to access capacity as the business 
needs It, allowing for better scalability. 



SMEs can avoid major capital Infrastructure 
investments by simply subscribing to 
services as required. 



Cloud computing lets resource-constrained 
IT shops access advanced technologies that 
would otherwise be out of their reach. 



Clearing Up Cloud Confusion 

A Look At Cloud Computing & What It Means For SMEs 




BYCARMILEVY 

Although a single, universally agreed-upon defini- 
tion of cloud computing is difficult to come by, it is 
generally accepted that cloud computing solutions 
are typically provided by third-party providers, 
using infrastructure located outside the firewall, 
and allow IT to access increased capabilities or 
system capacities without necessarily having to 
build, manage, and maintain them in-house. 



Variously called utility computing, grid 
computing, or SaaS (software as a ser- 
vice), cloud computing-based services are 
mostly procured on a subscription or pay- 
as-you-go basis and allow IT to leverage 
the providers' economies of scale. This 
helps companies avoid a major up-front 
capital outlay because they only need to 
pay for services as they need them. 

"It's very much a next-generation 
approach to computing," says Nathan 
Coutinho, virtualization and storage solu- 
tions manager with CDW (www.cdw.com). 
"It allows customers to take a static IT 
environment that was traditionally prob- 
lematic to upgrade and, through adding 



some automation, make it extremely scal- 
able and elastic." 

■ BROADER HORIZONS 

Cloud-based solutions appeal to busi- 
nesses on another level, too, by opening 
up access to technologies that may other- 
wise not be available. 

"One of the cloud's greatest advantages is 
this notion that you can get access to com- 
puting and data resources wherever you are, 
and also that those resources are somewhat 
redundant," says Steven Rodin, CEO of 
Storagepipe Solutions (www.storagepipe 
.com). "You've also eliminated a greater 
cost of having to do that all on your own." 



IT managers, especially in smaller 
shops that may lack the budget, staff, 
or organizational maturity to integrate 
sophisticated new technologies, appreci- 
ate the cloud's turnkey nature. It lets 
smaller organizations access computing 
and other infrastructure they normally 
couldn't by subscribing to them. 

"The cloud tends to level the playing 
field for many companies," Rodin says. 

Pros & Cons 

Top reasons for adopting: 

• Fast to deploy 

• Pay for what you use 

• Requires fewer in-house resources 

• Low monthly payments 

• Latest functionality 

• Encourages standard IT systems 

Top challenges and concerns: 

• Security 

• Availability 

• Inability to customize 

• Integration with in-house IT 

Source: IDC Canada 



"It's also advantageous in terms of scala- 
bility. As they grow, they won't have to 
buy new hardware or constantly reinvent 
their IT infrastructure. With cloud-based 
services, you can scale up your business 
I without having to worry about it." 

■ IMPLEMENTATION IS NOT 
WITHOUT CHALLENGES 

Unfortunately for many organizations, 
getting started on cloud-based initiatives 
can be challenging if they don't know 
their environment's current state. For 
example, managers may know how much 
they're paying for power because they get 
a bill every month, but they may not know 
what it's costing to deliver applications 
and maintain desktop clients. 

"If you don't know your TCO, you can't 
figure out your ROI," Coutinho says. "You 
I won't know if implementing cloud-based 
solutions will be cheaper or more expensive 
unless you know what you're paying today." 
I Process maturity can be another sticking 
point. If IT and organizational governance 
don't evolve, cloud adoption could be 
problematic. "The cloud can be very com- 
plex to manage," Coutinho says. "If you 
don't have the right controls in place, you 
can make a big mess pretty fast." 

Because cloud services are typically 
more integrated, and thus have greater 
business impact in the event of an outage, 
Coutinho recommends investing in train- 
ing, process control, and documentation to 
I maintain business continuity. □ 
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Processor 
Solutions Directory 

Here are brief snapshots of several companies 
offering products designed for tfie data center and 
IT industry. Listings are sorted by category, 
mal<ing it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 



To list your company and products, 
call (800) 247-4880. 



Physical Infrastructure 



CYBER@SWITCHING® 



Cyber Switching began pioneering power distribution 
technologies in 1 994. Our PDUs are used to power cycle 
and manage power to blade servers, routers, SANs, and 
other data center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also provide virtual 
circuit breaker protection on an individual outlet basis. No 
other PDU on the market offers these unique features. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 
Patch Panels 



311-6277 I www.cyberswitching.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdirect.com 



Physical Infrastructure 



upsite 

technologies® 



Upsite Technologies was founded in 2001 to address data 
center needs for products and solutions reaching far 
beyond standard engineering and consulting offerings. The 
company innovates elegantly engineered products specifi- 
cally designed to maximize data center airflow efficiency, 
improve PUE, and increase heat density. Upsite designs 
and manufactures the LOK family of products, which pro- 
vides superior sealing, maximum energy savings, and the 
best protection available for your IT equipment. 



Products Sold: 

• Koldlok Grommets ' 

• HotLok Blanking Panels 



HotLok Temperature Strips 



Physical Infrastructure 



AVTECH 



AVTECH Software, founded in 1988, is focused on making 
the monitoring and management of systems, servers, net- 
works, and data center environments easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



220-6700 I www.AVTECH.com 



Physical Infrastructure 



DAZA CEnZEH DEPOC 

A Gaw Associates, Inc. Company 

Data Center Depot prides itself on providing the best 
selection, pricing, and support for data center products. 
Our diversified product line can meet the specific needs of 
data center managers responsible for virtually any type of 
corporate setup. We are a major manufacturer and also 
distribute the product lines for top companies in the indus- 
try. IVIost of our products are available via our online store, 
but we encourage you to contact us so we can help you 
find the right products for your requirements and budget. 

Products Sold: 

• Data cabinets, racks, and accessories 

• LAN and NOC furniture • Cable ladders 

• Consoles and monitor walls • Patch panels 

• Power supplies • Storage furniture 



(877)429-7225 I www.DataCenterDepot.coni 



Physical Infrastructure 



IF 



RACKMOUNr 

SOLUTIONS. Ltd 

■ where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866) 207-6631 I www.rackmountsolutions.net 



Networking & VPN 



# BLACK BOX^ 

NETWORK SERVICES 



Black Box is the world's largest independent provider of 
voice communications, data infrastructure, and product 
solutions. Shop at Black Box for 1 18,000+ networking 
products, a best-price guarantee, and FREE, live, 24/7 
Tech Support. 



Products Sold: 

• Cabinets and racks 

• Cables 

• Datacom 

• Digital signage and 
multimedia 

• Industrial 

• Infrastructure hardware 



KVIVI 

Networking 
Power 

Premise security 
Servers, storage, 
and PCs 

Voice communications 



Physical Infrastructure 




BayTech was founded in 1 976 and, since the 1 990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 



herqo' 

TECHKICAL WORKSPACE^^^SOLUTIONS 



Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• IVIotorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 




Server Technology 

Solutions for the Data Center Eqmijrin'iii Cdbinei 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



(800) 835-1515 I www.servertech.com 



Networking & VPN 



pl 



ixer 

International 



Plixer International develops NetFlow Analysis solutions that 
monitor and report on the utilization of network resources. 
Plixer was founded in 1999 and merged with Somix Tech- 
nologies in 2006. The company's solutions provide a holistic 
view regardless of equipment vendor. Plixer works with cus- 
tomers to ensure the tools quickly help pinpoint slowdowns 
in the network and the applications that depend on it. 

Products Sold: 

• Tools for analysis and reporting of resource utilization 

• Software for monitoring and trending bandwidth usage 

• Software for alarming based on unusual or potentially 
hazardous network traffic patterns 



(505) 982-7800 I www.upsite.com 



(877) 877-2269 I www.blackbox.com 



(207) 324-8805 I www.plixer.com 



October 22, 2010 



Processor.com 



Page 47 



Networking & VPN 



• RF Code 



Focusing on real-time asset tracl<ing and wire-free envi- 
ronmental monitoring, RF Code data center solutions 
Increase operational efficiency and reduce operating 
costs. RF Code "peel and stick" tags and sensors enable 
easy and rapid deployment. Solutions easily integrate into 
most industry-leading management platforms. 



Products Sold: 

• Active RFID asset and 
environmental sensor tags 

• Fixed, mobile, and rack 
readers 



Software that oversees 
data collected from tags 
and sensors and easily 
integrates into industry- 
leading platforms 



(877)463-0756 I www.rfcode.com 



Servers 



SUPERMICR< 



When buying a sen/er, you don't want a one-size-fits-all 
solution. Supermicro uses modular and interoperable 
Server Building Blocks to offer the highest levels of flexibility 
and customization possible to design servers tailored and 
optimized for your specific needs. Supermicro's focus on 
green computing leadership, system design expertise, and 
power-saving technologies ensures the products you 
purchase are energy-efficient and application-optimized. 



Products Sold: 

• Servers 

• Motherboards 

• Chassis 



Networking 
Storage 



(408) 503-8000 I www.supermlcro.com 



Equipment Dealer 



Butler^ 



M 



Pace 



• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800)248-5360 I www.pacebutler.com 



Storage 



arkGsa 

SOFTWARE 

San Diego-based Arkeia Software has been a specialist in 
the backup solutions industry for about 15 years and cur- 
rently has more than 7,000 enterprise customers in 70 
countries. Arkeia Software's data backup and disaster 
recovery offerings are popular with midsized organizations 
and multisite enterprises because of extensive platform 
support, including Linux, Windows, AIX, BSD, HP-UX, 
Macintosh, Netware, and Solaris. Arkeia Software offers 
backup servers as software applications, appliances, and 
virtual appliances that feature flexible architectures, a track 
record of reliability, and industry-leading technical support. 

Products Sold: 

Backup and disaster recovery servers, software, and agents 



(760)431-1319 I www.arkeia.com 



Clients 



1^ 



dtSearch' 

www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 



Equipment Dealer 



<FC5« 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 1 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800)856-2111 I www.pegasuscomputer.net 



Security 



ProQueSys, 



ProQueSys, of Lebanon, N.H., is a privately owned develop- 
er of flow analysis software for network security, monitoring, 
and forensics. Named for the Process Query System corre- 
lation technology at the heart of its products, ProQueSys' 
goal is to make networks more understandable and transpar- 
ent to the personnel tasked with running them. Its customer 
base includes government, industry, military, education, and 
business entities, including MSPs and ISPs. 

Products Sold: 

FlowTraq software, which helps you get a better 
understanding of your network's structure and traffic, 
providing vital information when something goes wrong. 



(603)727-4477 I www.proquesys.com 



Equipment Dealer 



rP ^ 

^■^H^ information 
Technology 

illr ~ 



Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We special- 
ize in purchasing and reselling data-processing equipment 
and have more than 21 years combined experience. We pro- 
vide services and system upgrades, DASD, communication, 
and memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Sen/ices, including system design and installation, 
maintenance, and buyback of existing hardware 



(877)715-3686 I www.itechtrading.com 



Equipment Dealer 



SI^S IMEIMIDIRY 



Founded in 1989, SMS Memory is a leading distributor in 
computer memory and processors. Qur goal is to provide 
customers with the exact memory they need, complete 
with a low-price guarantee and a lifetime warranty. 
Whether you're buying from us or selling to us, we strive 
for the easiest, most hassle-free process possible — we 
want you to keep coming back. 

Products Sold: 

New and used computer memory and processors 



(239) 596-2254 | www.smsassembly.com 
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SILVER BULLET 
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You've heard the call for help and are ready 
to ride - all you need is the best tool to let 
your skills shine. With the simple yet powerful 
technology of GoToAssist® Express™, you'll 
connect with customers like never before. 



Speed - Instantly support up to 8 clients at once. 
Unlimited Use = Wrangle all the issues you want for one flat fee. 
Performance - 100% reliability you can hang your hat on. 
Unattended Support - Work while customers are away. 



GoToAssist 

EXPRESS 



® 




"One support slinger against a world of 
-nical problems? I like, my odds." 



by CITRjX 



Try It FREE for 30 Days 

www.gotoassist.com/processor 
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